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Abstract

In standard supervisory control of discrete-event systems, partial (incomplete) observations are given by deterministic functions
such as natural projections, which erase unobservable events, or masks, which can represent indistinguishable events, where two
or more different events yield the same observation. However, communication channels in modern technological systems are not
always reliable and can be attacked by malicious external agents. In that case, the plant observations obtained by the supervisor
may not be deterministic, e.g., due to delays and losses, or external attacks. This paper considers a unified supervisory control
framework with set-valued (nondeterministic) observations and proposes a simplified version of nondeterministic observability,
together with a generalized normality. It shows how the results of hierarchical control can be extended to the networked and

cyber-attacked discrete-event systems at the same time.
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1 Introduction

Recent developments in various networks and connec-
tivity features have led to nonreliable communication
channels, which suffer from internal issues such as de-
lays and losses of information [20], as well as increased
vulnerability to attacks by external malicious agents
[4]. Supervisory control theory [16] has been proposed
as a formal approach for controlling automata to ad-
dress safety and nonblockingness issues in technologi-
cal systems. The emergence of networked embedded sys-
tems and sensor/actuator networks has stimulated fur-
ther development of supervisory control of discrete-event
systems (DESs), particularly in hierarchical [6,10,15,19]
and decentralized control [9,12,17] of large-scale DESs.

In [15], observer property was introduced to guarantee
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the abstracted plant has a significantly reduced state
space compared to the original plant, i.e., |Qpni| < |Q|,
where |Qp;| and |@Q| denote the number of states in the
abstracted and original plants, respectively. It is well-
known that the best algorithms for computing supremal
normal sublanguages are exponential in the number of
states of the plant; thus, the computation of supremal
normal languages based on the original plant is of order
(9(2|Q|). By contrast, the hierarchical control approach
in this paper enables the computation based on the ab-
stracted plant, with a complexity of O(2/@nil).

In previous studies on hierarchical supervisory control,
considering partial controllability, Schmidt and Breindl
[10] introduced a local control consistency to ensure the
preservation of supremal controllable sublanguages. For
partially observed systems, Komenda and Masopust [6]
proposed a modified observation consistency to preserve
supremal normal sublanguages. However, these works
only address deterministic observations. In contrast, this
paper focuses on nondeterministic observations, a key
distinction and central challenge in this work.

A common characteristic of networked DESs or DESs
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subject to cyber attacks is that observation is not only
incomplete (partial) but may also be represented by a
set-valued (nondeterministic) observation. The research
in [8] has led to network observability and network con-
trollability, which serve as necessary and sufficient condi-
tions for achieving a language in the presence of control
and observation delays and losses. More recently, there
has been research into cyber attack (CA-) observability
and CA-controllability [18], where attackers can edit the
control and observation channel of the supervisor loop.
Such manipulations of the observation channel known
as sensor attacks can result in the supervisor receiving
altered observations that may be nondeterministic.

Given that computing supervisors for DESs with incom-
plete observations involves exponential complexity [16],
hierarchical control serves as a crucial approach for re-
ducing the complexity of controller synthesis. This paper
presents a unified framework that encompasses all sys-
tems with nondeterministic observations, including net-
worked and cyber-attacked DESs, and addresses the hi-
erarchical control problem concerning normality. By do-
ing so, it effectively addresses the non-supremality issue
of observability and mitigates the state-space explosion
issue in [8,13,14,18]. Also, note that the hierarchical con-
trol problem considered in this paper is not comparable
to the decentralized control problem in [12,17].

In this paper, starting from Section 3, our starting point
is the concept of nondeterministic (ND-) observability,
which encompasses both network observability and CA-
observability. We first introduce a stronger yet simpler
property called strong ND-observability, which coincides
with standard observability in the case of (determinis-
tic) natural projections. Furthermore, we present ND-
normality, a property preserved by language unions, en-
suring that supremal ND-normal sublanguages always
exist. We then investigate the hierarchical control of
DESs with set-valued observations and show that under
a condition we call nondeterministic observation consis-
tency (NOC), ND-normality is preserved between the
original and abstracted system, cf. Section 4. Moreover,
in Section 5, we show that under a slightly stronger con-
dition, called modified NOC (MNOC), maximal permis-
siveness is preserved. This means that the supremal ND-
normal sublanguages of the abstracted (high-level) plant
can be utilized in the original system without losing max-
imal permissiveness, ensuring both ND-normality and
supremality. Finally, in Section 6, we specialize our re-
sults to networked DESs and briefly discuss the case of
set-valued observations due to sensor attacks.

2 Preliminaries

We first recall some basics of automata and supervi-
sory control theory [3,16]. Let N denote the set of non-
negative integers. For a set A, |A| denotes its cardinal-
ity. For an alphabet (finite nonempty set of events) 3,

the set of all finite strings over X is denoted by X*, in-
cluding the empty string e. Let X<V = Ufio ¢, where
N € N. For a string s, |s| denotes its length. By con-
vention, |e| = 0. A language L is a subset of X*. Let st
denote the concatenation of two strings s and ¢, and let
LiLy ={s € X*|3s; € L1,3s9 € Ly : s = 5182} de-
note the concatenation of two languages L; and Lo. The
prefix closure of Lis L = {s € ¥* | 3t € ¥* : st € L}.
Language L is prefix-closed if L = L.

A (deterministic) projection R : ¥* — T, with I" C X,
is a morphism (for concatenation) defined by R(a) = ¢
fora € ¥\T, R(a) =afora €T, and R(ajas---ay) =
R(a1)R(az) - -- R(ay,) for ajas---a, € ¥*. The corre-
sponding inverse map R~' : T'* — 2% is defined as
R™Y(t) = {s € * | R(s) = t}. These definitions can be
extended to languages in the usual way.

A deterministic finite automaton (DFA) is a quintuple
G = (Q,%,0,q0, F), where ) is a finite set of states,
Y. is an alphabet, ¢o € @ is the initial state, F' C Q
is the set of marked states, and § : Q x ¥ — @ is the
transition function that can be extended to the domain
@ %X X* in the usual way. The language generated by G
is L(G) = {s € ¥* | d(qo,s) € @}, and the language
marked by G is L,,(G) = {s € ¥* | §(qo,s) € F}. By
definition, L(G) = L(G) and L,,(G) C L(G). DFA G is
nonblocking if L,,(G) = L(G).

For a partially-observed DFA G, the alphabet X is
partitioned into the observable alphabet 3, and the un-
observable alphabet ¥,,, = ¥\ ¥,. The set-valued (non-
deterministic) observation is denoted by 6 : ©* — 2%,
where the specific mapping depends on the application
scenario (e.g., network DESs or DESs under cyber-
attacks) and will be specified later.

A language K is observable w.r.t. L(G) and P : ¥* — X}
ifforall s € K and 0 € %, so € K implies P71 P(K)o N
L(G) C K. A language K is normal w.r.t. L(G) and P
if K =P 1P(K)nL(G).

The parallel composition of languages L1 C X7 and Lo C
Y5 is the language Ly || Ly = Py Y(L1) N Py ' (Ls) with
P, (31 U%s)* — Xf for i = 1,2. In particular, for
DFAs G1 and Gz, we have L(G1 || Gg) = L(Gl) || L(Gz)
and Lm(Gl || Gg) = Lm(Gl) || Lm(GQ), where G1 H G2
denotes the parallel composition of automata G and Go
[3]. Languages L; and Ls are said to be nonconflicting
if Ly || Ly = Ly || Lo.

3 Nondeterministic Normality

By the definition of set-valued function [1], for an obser-
vation t € X%, we have 071 (t) = {s' e B* | t € 0(s")}. It



can be extended to language L C X7 as

07N L)y =o' ()= | J{s ex [teb(s)}
teL teL

={s'eX* | 6(s)NL+#0D}.
Thus, in particular, we have

0-10(s) = {s' € 2" |0(s)Nb(s) £0}. (1)

We now define the notion of ND-observability, which
works for general nondeterministic observation and can
be made specific for a particular situation if needed. It
serves as an abstraction of network observability [8] or
CA-observability [18]. Each of these, together with con-
trollability [14,18], provides necessary and sufficient con-
ditions for a specification to be achieved by a closed-loop
system in networked or cyber-attacked DESs.

Definition 1 (ND-observability) A language K C
L(G) is ND-observable w.r.t. L(G) and 0 if

(Vsa € K)(3t € 0(s))(Vs' € 071(1))
[ € KANs'ae L(G) = s'a € K|.

Note that by Eq. (1), 3t € 0(s) : s € 07(t) & ' €
6~10(s). However, we cannot simplify the formula (3t €
0(s))(Vs' € 0=1(t)) in the definition of ND-observability
due to the inconsistency of quantifiers, making it diffi-
cult to implement hierarchical control in networked or
cyber-attacked DESs. Thus, we consider a stronger con-
dition, which will serve as a basis for ND-normality de-
fined further below.

Definition 2 (Strong ND-Observability) A  lan-
guage K C L(G) is strongly ND-observable w.r.t. L(Q)
and 0 if

(Vsa € K)(Vs' € 6710(s))
[ € KAs'ae L(G) = s'acK].

Intuitively, the definition of ND-observability requires
the second implication only for s’ stemming from a
single “branch” ¢ of 6(s). In contrast, in the defini-
tion of strong ND-observability, we need to consider all
branches (all ¢ € 6(s)), namely all s’ € §710(s). This
clearly means that strong ND-observability is a stronger
condition than ND-observability.

Note that if there are no communication delays, losses,
and external attacks, i.e., 0(s) = {P(s)}, both ND-
observability and strong ND-observability reduce to
standard observability. The main difference between

standard observability and strong ND-observability
is that, while in the former s’ € P~!P(s) means
P(s") = P(s), in the latter s € 67'0(s) means
0(s’) N O(s) # 0. Similar to standard observability,
strong ND-observability is not preserved by language
unions. Therefore, it is natural to introduce the follow-
ing concept of ND-normality.

Definition 3 (ND-Normality) A language K C
L(G) is ND-normal w.r.t. L(G) and 0 if

(Vs € K)(Vs' € 0710(s))[s' € L(G) = s’ € K].

Note that ND-normality can be equivalently rewritten
as 0710(K) N L(G) C K, which suggests that it can be
checked similarly to normality if observers and inverse
projections based on 6 have regular representations. This
is the case, e.g., in networked DESs [8]. Similar to nor-
mality, ND-normality is preserved by language unions.
Thus, the unique supremal ND-normal sublanguage of
any language K C L(G), which is the union of all sub-
languages of K that are ND-normal, always exists.

Proposition 1 Let K; C L(G) fori € I be an arbitrary
family of languages that are ND-normal w.r.t. L(G) and
0. Then U;c; Ki is ND-normal w.r.t. L(G) and 6.

Proof: Let s € J;c; Ki = U;c; K and 5" € 0710(s)
such that ' € L(G). We will show that s’ € (J;c; Ki.
From the assumption, there exists some ¢ € I such that
s € K;. Since K; is ND-normal, we have s’ € K; C

U,er Ki, which shows that | J,.; K; is ND-normal. H

We denote the supremal sublanguage of K that is ND-
normal w.r.t. L(G) and € by supNnp (K, L(G),0). In
the following proposition, it is shown that if 8 is a mor-
phism for concatenation, i.e., 8(sa) = 0(s)f(a) for s €
¥* and a € ¥, then ND-normality implies strong ND-
observability.

Proposition 2 Let K be ND-normal w.r.t. L(G) and 0

and let 0 : ©* — 2% be a morphism for concatenation.
Then, K is strongly ND-observable w.r.t. L(G) and 6.

Proof: To show that K is strongly ND-observable,
let sa € K and s’ € 0716(s) such that s € K and
s'a € L(G). Since 6 is a morphism, from 0(s)NO(s") # 0,
we obtain that 8(sa) N0(s’a) = 6(s)8(a)NO(s")0(a) # 0.
Therefore, s'a € §~'6(sa), and applying normality to
the strings sa and s’a yields s'a € K. |

4 Hierarchical Control of Discrete-Event Sys-
tems with Nondeterministic Observations

Since the computation of supervisors for DESs with in-
complete observations is of exponential complexity [16],



abstraction is one of the crucial techniques for reduc-
ing computational complexity. Furthermore, hierarchi-
cal control is a major step towards modular control [7,11]
when projections to local alphabets are viewed as ab-
stractions.

It is important to note that network controllability is
not required in predictive control of networked DESs
[14] and CA-controllability is standard controllability
w.r.t. a larger set of uncontrollable events [18]. Given
that controllability issues have been widely studied in
hierarchical control, we only study the preservation of
partial observation-related properties under abstraction.

The abstraction (high-level) alphabet is denoted by
Yni C X, the high-level abstraction by the (deter-
ministic) projection §: ¥* — X}, and the corre-
sponding restricted observations and abstractions by
Oni: X5, — 250i0%)" and B,: 2% — 2(ZriNZe)"  ¢f,
Fig. 1. Note that 3, in Fig. 1 is a language generalization
of B, : X% — (Xns N X0)*, namely B,(L) = Uy, Bo(t).

In Theorems 1 and 2 below, we assume that the dia-
gram in Fig. 1 commutes. This assumption is general
and sufficient to prove both theorems. However, in Sec-
tion 6.1, this assumption is not necessary and we use
special properties of observation with delays and losses
to prove Theorem 1, see Proposition 4.

We provide the following sufficient conditions to ensure
the commutativity of the diagram in Fig. 1. Note that,
in ordinary DESs with deterministic observation, the
commutativity of such a diagram holds trivially by the
definition of deterministic observation.

Proposition 3 If the following conditions

(1) 0(e) = {e},

(i7) OniB(a) = Bob(a) fora € 3, and

(#i1) 0 is a morphism, i.e., 0(sa) = 6(s)0(a) for s € X*
nda€X

hold, then the diagram in Fig. 1 commutes, that is,
0riB(s) = B,0(s) for any s € *.

Proof:  We show this by structural induction on
¥*. First, condition (i) is used in the base step
0riB(e) = Bob(e), where B(e) = €. Assuming the equal-
ity 0p:8(s) = B,0(s) for s € £*, we can see that if con-
ditions (7)—(#i7) hold, then 0y;8(sa) = 0;5(s)0:5(a) =
Bo0(8)0n:B(a) = B,0(s)B.0(a) = B,0(sa), where (iii) is
used in the first and last equation, and (i7) is used in
the second last. ]

Proposition 3 shows that the morphism property (i),
where the mapping 6 may yield a language rather than
a single string due to nondeterminism, plays a critical
role in ensuring the commutativity of observation with

a projection (such as abstraction). This property is also
important for another reason: in automata theory, it is
well-known that monoid (homo)morphisms preserve the

regularity of languages [5].
* / 60 2(Ehiﬂzo)*

\&‘222/,

Fig. 1. Commutative diagram of abstractions and mappings.

Xhi o),
3

We now formulate the hierarchical supervisory control
problem, which seeks to determine the conditions under
which the supervisor S for the original plant G can be
computed solely based on an abstracted plant Gp;.

Problem 1 (Hierarchical Supervisory Control)
Let G be a low-level plant over X, and let Kp; C X},
be a high-level specification. The abstracted high-
level plant Gp; is defined by L(Gp;) = PB(L(G))
and Ly (Gri) = B(Lm(G)). The hierarchical su-
pervisory control problem is to determine, based on
Gri and Kp;, a low-level supervisor S such that
Lin(S/G) = Kpil| Ly (G) = B~ (Kpi) N Lin(G).

In the remainder of the paper, we use simplified nota-
tions L = L(G) and L., = L;,(G) to make the claims
and proofs more concise. We now propose the NOC con-
dition, which will play the role of sufficient conditions
for the problem above.

Definition 4 (NOC) A prefiz-closed (plant) language
L C ¥* is nondeterministic observation consistent
(NOC) w.r.t. B, 0, and Oy; if for all strings t,t' € B(L)
with Op;(t) N Opi (') # O, there exist s,s' € L such that
B(s) = b, B(s") = ¢/, and (s) N 6(s') # 0.

Intuitively, NOC requires that for every two high-level
strings t,t’ that have a nonempty intersection of obser-
vations, their corresponding low-level strings s,s’ also
have a nonempty intersection of observations.

Note that we will first work with general nondetermin-
istic observation mappings since it is more convenient
to derive general forms of sufficient (consistency) condi-
tions. The results will be specialized to networked and
cyber-attacked DESs in Section 6. In Theorem 1, we pro-
vide an initial solution to Problem 1, which applies when
the high-level specification Kj; is ND-normal w.r.t. ab-
stracted plant (L) and 6p;. In this case, Kp; can be used
as a supervisor for the original system, with the result-
ing closed-loop language Kp; || L = 871 (Kni) N L.
A more general solution to Problem 1, when Kj; is not
ND-normal, is provided in Theorem 2.

Theorem 1 Assume that the diagram in Fig. 1 com-
mutes. If L is NOC w.r.t. 8,0, and 0;, and Kp; and Ly,



are nonconflicting, then Ky; is ND-normal w.r.t. (L)

and Op; iff Kpil| L, is ND-normal w.r.t. L and 6.

Proof: (=) : Assume that Kj; is ND-normal. We need
to show that Kp;|| L, is ND-normal. Let s € Kp;|| L., =
B~Y(Kp;) N Ly, and suppose s’ € L such that s’ €
0=10(s), i.e., 0(s) N O(s") # 0. By nonconflictingness of
Kp; and L, we have s € 3~1(Kp;) N Ly, € B~ 1(Kpi) =
B~ Y(Kp;). It needs to be shown that s’ € Kp;l| L,
Since 0(s) N O(s") # 0, using the commutative diagram
in Fig. 1, we have ,0(s’) = 0n;8(s") and B,0(s) =
0niB3(s). Clearly, 6(s) N 6(s") # 0 implies that 3, (6(s) N
0(s')) # 0 as well. Since the abstraction on observ-
able events 3, is a (deterministic) projection, S, (9(3) N
0(s')) C Bo0O(s) N Bod(s') always holds. Thus, we also
have 0p;8(s) N 0,:8(s") = BoO(s) N B.O(s") # 0. Re-
call that s € B~ 1(Kp;), ie., B(s) € Kp; and s € L,
ie., B(s) € B(L). Using the ND-normality of Kj;, we
immediately deduce from 6p;3(s) N Ox;8(s") # 0 that
B(s") € Kp, ie., s’ € 671(1(}”'). Since Kj; and L,
are nonconflicting and s’ € L = L,,, we obtain that
s' € B~YKpi)NL,, = KthLm, which was to be shown.

(<) : Assume that Kp;||L,, = 871 (Kpi) N Ly, is ND-
normal. We need to show that Kj; is ND-normal. Let
t € Kp; C B(L), t' € B(L), and suppose t’' € 9,;.19;”»(75),
i.e., 0ni(t) N Oyi(t') # 0. We need to show that ' € Kp;.
Since t,t' € B(L) and 0p;(t) N Op;(t') # B, the NOC (cf.
Def. 4) condition implies that there exist s, s’ € L such
that 3(s) = ¢, B(s") =/, and 0(s)NO(s’) # (. Since s’ €
L and G is nonblocking, we have s’ € L = L. Given
t € Ky, we also have s € 371 (Kp;), i.e., s € Kpi|| Ly =
Knil[Lm. Recall that s € L. By the ND-normality of
Kpi|| L, it follows that 8" € Kp;|| Ly, € 71 (Kp;). Thus,

t'=B(s") € B(B~1(Kni)) = BB H(Kni) = Kni- u

Remark 1 If the specification language Kp; is prefiz-
closed, the nonconflictingness assumption is not needed.
If the abstraction 8 is an L,,-observer [10,15], then Ky,
and Ly, are always nonconflicting. Moreover, it is well
known that if the abstraction B satisfies the L,,-observer
property, then the abstraction can not have more states
than the original plant, which is the key motivation for
hierarchical supervisory control.

5 Preservation of Supremal ND-normal Sublan-
guages

From hierarchical supervisory control with deterministic
partial observations [6], it is shown that the observation
consistency condition is insufficient to preserve supre-
mality of normal supervisors between the abstracted and
the original systems. Moreover, ND-normality is an ex-
tension of normality to nondeterministic observations,

thus NOC is also insufficient to preserve supremality of
ND-normal supervisors.

In the following, we propose a stronger version of NOC
for DESs with nondeterministic observations, namely
MNOC, which proves beneficial for the preservation of
supremal ND-normal sublanguages.

Definition 5 (MNOC) A prefiz-closed (plant) lan-
guage L C ¥* is modified nondeterministic observation
consistent (MNOC) w.r.t. B, 6, and Oy; if for all strings
s € L and t' € B(L) with 0,,;8(s) N Oy (t') # 0, there
exists ' € L such that B(s") =t' and 0(s) N O(s") # 0.

Refer to Fig. 2 for an illustration of MNOC. It should be
clear that MNOC implies NOC. Indeed, If L is MNOC,
then for any ¢, € B(L), we can choose an arbitrary
s € L such that t = 8(s). By MNOC, we get s’ € L with
the required properties showing that L is NOC.

0

Vs € L ﬁ(s)ﬁ(‘)(s')#@LHS’GL.B(S'):#
% lg
B(s)=t Ons Oni(t) N O () A0 ——— V' € (L)

Fig. 2. Illustration of MNOC condition.

It is shown below that abstractions satisfying MNOC
preserve ND-normality, i.e., abstractions of ND-normal
languages remain ND-normal.

Lemma 1l If L is MNOC w.r.t. 3, 0, and 60y;, then
ND-normality of M C L,, w.r.t. L and 0 implies ND-
normality of (M) w.r.t. B(L) and Op;.

Proof: We only need to show that 6. 605, 3(M) N
B(L) C B(M), as the converse inclusion always holds.
Let t' € 0,'0,;(B(M) N B(L)) C B(L). Then, there ex-
ists s € M C L,, C L such that ¢’ € G,Zilﬁhiﬂ(s), mean-
ing p,;(t') N Or;B(s) # 0. By MNOC (cf. Def. 5), there is
an s’ € L such that 8(s’) =t and 0(s) N6(s") # 0. This
implies s’ € 0710(s) N L C §=19(M) N L = M. Conse-
quently, t' = B(s") € B(M), thus proving that 5(M) is
ND-normal. ]

We now show that MNOC guarantees that supremal
ND-normal supervisors, which are computed based on
abstraction, can be applied to the original system while
maintaining their supremal ND-normal properties. We
first formulate this result for the prefix-closed case to
simplify the proof and to ensure the nonconflictingness of
the high-level supervisor with the marked language. For
the non-prefix-closed specifications, see the appendix.

Theorem 2 Assume that the diagram in Fig. 1 com-
mutes. Let G be a DFA and Kp; C (L) be prefiz-closed.



If L is MNOC w.r.t. B, 0, and 6y;, then

supNnp (Kni|| L, L, 0) = supNxp (Kpi, 6(L), 0ns) || L.

Proof: Let supNxp = supNyp (Kni, 8(L), On:).

(S) : Note that supNnp (Kpi[| Lm, L,8) € 7! (supNxp)
is equivalent to B( supNxp (Kpil| L, L,0)) € supNp.
The inclusion follows directly from Lemma 1, as
SUupNnp (Kpi|| L, L,0) is ND-normal by definition.
Thus, leveraging the MNOC assumption, we conclude
that B(supNND(KM||Lm7 L, 9)) is ND-normal. This
implies that ﬁ(supNND(KhiHLm, L, 9)) C supNnp.

(2) : We show that supNyp || L is ND-normal. Let
s € supNyp || L and s’ € L such that 6(s) N O(s") # 0.
Then, B(s) € supNnp and 3(s’) € B(L). We can show
that 0p;8(s) N 0 8(s") # 0 in exactly the same way
as in the proof of Theorem 1, using the commutative
diagram in Fig. 1. Given the normality of supNyp, we
obtain 3(s) € supNyp. Thus, s’ € S~ (supNxp) N L =
supNnp || L. [ |

Theorem 3 s

A direct way to compute supNnp (K, L,0) is to con-
tinuously remove illegal strings until a fixed point is
reached, although this computation may be infinite: Let
Hy = K and H,,1 = H, \ 07'9(L \ H,)X*. Then
supNND(K, L, 9) = m'rO)/O:O Hn

Finally, we discuss the consistency conditions studied in
this paper. Similar to the hierarchical supervisory con-
trol of ordinary DESs [6], it is unclear if algorithms exist
to check these consistency conditions. However, there is
a simple event-set condition that implies MNOC. Specif-
ically, if ¥, C Xj;, meaning all observable events are
high-level events, then L is always MNOC.

Theorem 4 If %, C ¥,;, then L is (M)NOC.

Proof:  Assume that ¥, C Xj;. Then abstraction
B, from the diagram in Fig. 1 is an identity map. Let
s € Land t' € B(L) be such that 0,,;8(s) N Op;(¢') # 0;
equivalently, t' € 9,;.19;”»6(5). Now, take an arbitrary
s’ € L such that B(s") = t'. Since t' € B(L), we know
that at least one such s’ exists. We will show that any
such s satisfies s € 6710(s), i.e., O(s') N O(s) # 0.
Given that B(s') = t' € 0, .'0,:8(s), it follows that

s’ € 710, 00 B(s) = B710;,'0(s) since O; 0 B = 0 as
B, is identity. Since (65, 0 8)~' = B~ 0 6., we finally
get s’ € 06710(s), which was to be shown. ]

From a practical point of view, assuming >, C Xj;
means that no observable event should be abstracted
away, but only unobservable events, to ensure that the
MNOC, and thus also NOC conditions hold. Notice that
if we abstract all unobservable events, the high-level su-
pervisor will have complete, but in general still nonde-
terministic observations.

6 Application to Networked and Cyber-Attacked
Discrete-Event Systems

The aim of this section is to specialize the general no-
tions presented in the previous sections to common ex-
amples of supervisory control under set-valued obser-
vation, specifically to networked [8] and cyber-attacked
[18] DESs.

6.1 Networked Discrete-FEvent Systems

In networked DESs, we define ¥ C X, as the set of
events that may be lost in the observation channels. Let
01, : ©* — 2% denote the observation map with com-
munication losses, which is defined as

01(c) = {e},
{e,a}, faeXg
Or(a) =4 {a}, ifaeX,\Xr, (2)
{e}, ifa e Xy
0r(sa) = 01(s)0L(a) for w € £* and a € X.

Let Op : ©* — 22" denote the observation map with
communication delays upper-bounded by N, € N
events, which is defined as 0p(s) = UlN:“O{S,Z-}, where
s_; is the prefix of s with length of |s| — 7. Recall from
[8] that the observation map with both communica-
tion delays and losses 6 : ¥* — 2% is defined as the

composition of 8p and 0r: 0 = 0y, 00p = UiV:"O 0r(s—;).

We formulate network normality by specifying 0=16(s)
from the definition of ND-normality. A similar definition
can be derived for strong network observability ! .

Note that for s € X*, we have 9;19L(5) = PL_lPLHL(s),
where Pr, : ¥* — (X,\X1)* is a deterministic projection
and P; ' (8,\X1)* — 2% is the corresponding inverse

1A special case of strong ND-observability, termed delay
observability, was studied in [13,17].



projection. For t € ¥*, we have 05, (t) = {sX<N}. Note
that we have 71 = 051 ) 0;1. Therefore,

min(No,|s|)

o-'os) = J

m=0

PrH{PL(s—m))B=M. (3)

Definition 6 (Network Normality) A language K is
network normal w.r.t. L(G), 6, and N, if

Vs € K,Vs' € £*,¥m € {0,...,min(N,, |s|)},
Vw € B5No: [Pr(s') = Pr(s_pm)As'w € L] = s'w € K.

Note that in the case of no delays (N, = 0, meaning
0p is an identity map) and no losses (8, = P, = P),
the partial observation is given by 6 = P, and net-
work normality coincides with standard normality. In
this scenario, we also have m = 0, and it is sufficient
to consider only Pr(s’) = P(s’) = P(s) as in stan—
dard normality. However, the delay operator 6p : 3*

22* given by 0p(s) = UZ °0{s—i}, is not a morphlsm
e, Op(sa) # Op(s)fp(a). This means that network

normahty does not imply strong network observabil-
1ty (by Proposmon 2) unless—only—observation—osses

eae&mp}e.

For N, > 1 € N and all so € L, we have () # 01(s) C
0(s)NH(sc). This is because observing s entails no delay,
whereas observing so allows for a delay of one event;
both can produce the observations in 0y (s). If K # 0,
thene € K. Thus, by induction and definition of network
normality, we have K = L. Consequently, N, > 1, K #
() = [K is network normal < K = L] holds, meaning
that network normality implies strong ND-observability
in this setting.

We then discuss the specialization of Theorem 1 to net-
worked DESs. This theorem, when interpreted in the
context of networked DESs, states that under the NOC
condition, a high-level specification language Kj; is net-
work normal w.r.t. abstracted (high-level) plant iff its
low-level counterpart Kp;|| L is network normal w.r.t. the
original plant L, if the diagram in Fig. 1 commutes.

Remark 2 [t should be noted that the diagram may not
commute due to observation delays even if Ng = 1 and all
events are observable without any losses. Indeed, the com-
mutativity of the diagram means that 0y;8(s) = 5,0(s).
Since B, = B and 0(s) = {s,s_1}, the commutativ-
ity of the diagram requires that {B(s),[5(s)]-1}
{B(s),B(s—1)}, which does not generally hold. This dis-
crepancy arises because, in the presence of low-level
events at the end of s, it may be that [5(s)]-1 = B(s—k)
for some k > 1.

Let us denote 6p,; = 01 p; © Op pi as the restriction of
0 = 01 00p to Xy, ie., 0””-: E;‘” — 2(EriNZe)" and
Op.ni: O5; — 25hi. First, we show that the diagram in
Fig. 1 commutes for the observation losses operator 6y,.
This result extends the well-known commutativity of
natural projections to the case of observation losses.

Lemma 2 0r, ,;8(s) = Bo0L(s).

Proof: This can be shown using structural induction
on ¥*. The base step is straightforward: 6 5;5(c) =
{e} = BoOL(e), since O.(e) = B({e}) = {e}. Assume
the induction hypothesis: 87, 5:8(s) = 5,01(s). For the
induction step, we need to show that 6r ,;8(sa) =
Bof1(sa). Since all operators involved are concatena-
tive (unlike fp, they are all morphisms for concate-
nation), it suffices to show that 0 p;5(a) = B.01(a)
for any a € X. It is easy to verify: If a € X\ Xp,,
we have 0, p;6(a) = 0 1i(e) = {e} = Bo0L(a), where
Bofr(a) = {e} no matter of which of the three pos-
sible values 01 (a) takes, cf. Eq. (2); If a € Xp;, then
01 niB(a) = 0r ni(a) = Bobr(a), because B, is the iden-
tity on all possible values of 81,(a) = 0, ni(a). [ |

Finally, we need the following simple claim: if two strings
have identical projections on a given alphabet, they will
also have identical projections on any smaller alphabet.

Lemma 3 If0r(z)N0(y) # 0 for somex,y C X*, then
Or.niB(x) NOL hiB(y) # 0 as well.

Proof: Let x,y C ¥* be such that 07, (z) N6 (y) # 0.
Then there exists s € 6r(x) N 0L(y). We claim that

/B(S) S GL}”,B( ) N 0Lhz/8() =+ (0. First, ﬂ() €
SBAOL(x) NOL(y)) S Bo(Br(w)) N Bo(BL(y)) by using

the “half- d15tr1but1v1ty” property of the natural projec-
tion 3, : — (X, N Xpi)*, which always holds. Now,
by Lemma 2, we obtain ﬂ(s) € 0pniB(x) N HL,mﬂ(y),
making this set nonempty, which was to be shown. W

We are now ready to prove the following result.
Proposition 4 Theorem 1 holds for 6 = 0 o 0p =

Ug\i’o 01, (s—;) by assuming only the NOC condition, with-
out requiring the commutativity of the diagram in Fig. 1.



Proof: The commutativity of the diagram in Fig. 1 is
used to show that overlapping observations in the orig-
inal system imply overlapping observations in the ab-
straction. Specifically, in the first part (=) of the proof
of Theorem 1, it needs to be established that 6(s) N
0(s") #0,1i.e.,0.0p(s)NOLOp(s") # 0, implies Op; 5(s) N
0ri3(s") # 0. It is shown below that this holds without
the commutativity of the diagram.

By taking z = 6p(s) and y = Op(s’) in Lemma 3,
we obtain that 0p6p(s) N O.0p(s’) # O implies
Or.riB(x) N O nif(y) # 0 as well. To prove that
HL,hiaD,hi5<3) n 9L,hi9D,hiB(3/) #* (Z), it suffices to show
that for all w € ¥*, we have 80p(w) C Op pif(w).
By deﬁnitiona ﬂeD(w) = {B(w)a B(w—l)v cee ?6(w_No)}
and Op niB(w) = {B(w), [B(w)]-1,. .., [B(w)]-n,} The
inclusion is then implied by (Vw € L)(Vi € N : i <
No)(3j e N: j < N,): B(w—;) = [B(w)]—;. There
is always such a 7 < ¢ < N, to ensure the inclusion.
Therefore, Theorem 1 holds for networked DESs even
without the commutativity of the diagram in Fig. 1. Wl

Note that Theorem 2 enables the computation of the
supremal network normal sublanguages based on ab-
stracted ones if MNOC holds. The above argument ap-
plied to Theorem 2 means that it holds even without the
commutativity of the diagram in Fig. 1.

6.2 Cyber-Attacked Discrete-Event Systems

Another example of set-valued (nondeterministic) par-
tial observations has been studied in [18], where the ob-
servation channel is attacked by a malicious intruder
who can modify the information from sensors. This is
represented by a nondeterministic resulting (corrupted)
observation map 6 : ¥* — 2% including deletion, in-
sertion, and replacement attacks. The authors proposed
necessary and sufficient conditions on specification lan-
guages for the existence of a supervisor under cyber-
attacks, ensuring that the upper bound language is equal
to the specification. The key condition in the case of
sensor attacks is the so-called CA-observability, which is
another instance of ND-observability.

Moreover, let us recall from [18] that 6 : ¥* — 2% is
defined as a morphism. Specifically, it is assumed that
an attacker can change every event ¢ € X2 C 3, to any
string in a language A, C X?. For simplicity, we assume
that the attack does not distinguish between different
transitions under the same event. Events o € X¢ are
referred to as attackable events. It is assumed that only
observable events can be attacked since the attacker does
not have more sensors than those already present in the
system. After a string s = 0102 - - 05 € L(G) occurs in
G, the set of possible strings after attacks, denoted by
04(s), where 4: L(G) — 2, is calculated as

HA(S) = LlLQ...L‘Sl,

where
{G'i}, if ag; Q ya
L, = o 4
‘ {Am7 ifo; € X2 (4)

The resulting nondeterministic partial observations for
systems under cyber-attacks are given by 6 : ©* — 2%
defined as (s) = P(6.4(s)). Note that since 6 4 is defined
as a morphism, the overall nondeterministic observation
0 = P o6, is also a morphism, being the composition of
two morphisms. This means that we have two stronger
conditions: strong CA-observability and CA-normality
by specializing the ND-observability and ND-normality
to this map 6. According to Proposition 2, CA-normality
implies CA-observability. The results presented in this
paper naturally apply to the specialized map 6 above.
For example, supremal CA-normal sublanguages can be
computed based on abstractions under the presented
conditions in Theorem 2. However, there is one restric-
tion we should be aware of, namely the commutativity
of the diagram in Fig. 1. Three sufficient conditions are
stated to check the commutativity of this diagram in
Proposition 3, and whether the first and the second con-
ditions hold depends on the specific attacks.

Below, we provide an illustrative example, where only
nondeterministic replacements are possible attacks.
Specifically, we consider as 64 the replacement mor-
phism R : ¥ — 2% generated by R : &, — 2%°, where
observable events a € X% that are not fixed points of R
are replaced by some events in R(a) = A, C X,. In this
case, we need to study the commutativity of the dia-
gram in Fig. 1, which will enable us to apply the results
from Section 5 to compute the supervisor based on the
abstracted plant.

Since the replacement is defined as a morphism, ensuring
commutativity of the diagram for replacements requires
assuming consistency similar to conditions (i) and (i7) in
Proposition 3. Specifically, condition (i), R(e) = {e}, is
always satisfied by the definition of possible attacks that
only react to observations. Hence, we only need to guar-
antee that (i7), Rp;8(a) = BoR(a), where Rp; is a re-
striction of Ron X3, i.e., Rpi: (XoN¥p;)* — 2(XoNEhi)”
Two cases need to be distinguished: For a € ¥;, condi-
tion (i7) amounts to Rp;(a) = B,R(a). This holds if, for
a € Yy, we have R(a) C X, ie., R(Xp;) € Xp,. This
implies that the replacement should preserve the ab-
straction status of events, meaning that high-level events
should only be replaced by high-level events. This re-
stricts the choice of suitable abstractions. For a € ¥\ X,
we have B(a) = e. Thus, condition (ii) becomes Ry;(¢) =
{e} = B,R(a). This holds if, for a € ¥ \ Xp;, we have
R(a) C X\ Xp;. Note that in the case of deterministic
replacement attacks, these two conditions can be unified
to a € Xy, iff R(a) € Xp;, which is a restriction on the
choice of the abstraction.

Example 2 Consider the plant L = {acb,Tab,dob}



with unobservable events ¥, = {7,0} and the abstrac-
tion B given by Yp; = X\ {o}. Since X, C Xy, both
MNOC and NOC conditions hold by Theorem 4. The
specification is Ky; = {ab, Tab, d}, meaning that b should
be disabled after d but should be retained after a as well
after Ta. Let ¢ = {a} and R(a) = A, = {a,d}, indi-
cating that a may (nondeterministically) be replaced by
d. The diagram commutes for the chosen abstraction be-
cause, fora € X\ Xp;, we have R(a) C X\ Xp;, and for
a € X, we have also R(a) C Xy;. Thus, the considered
replacement attack commutes with the abstraction. De-
spite Kp; = Ky, being observable w.r.t. 3(L) and P, in

the presence of the replacement attack R, Ky,; is not CA-
observable w.r.t. (L) and§ = PoR, where P : ¥* — ¥*
is the standard projection (partial observation). For ex-
ample, consider s = ab € Ky;, but s’ =db € B(L) \ K,
even though s’ € 0710(s) because db € 0(s)NO(s'), which
violates CA-normality of Kp; w.r.t. B(L) and 0. Sineet

Given that the replacement attack R, and hence 0,
commutes with the abstraction B, both Theorem 1 and
Theorem 2 can be directly applied. In accordance with
Theorem 1, Kp;|| Ly, is not CA-normal w.r.t. L and 6
either. Theorem 2 provides a method to compute the
supremal CA-normal sublanguage, denoted supNca,
based on the abstracted plant 3(L). Specifically, we have:
supNca (Knil| L, L, 0) = supNca (K, B(L), 0ri) || L. In
the given example, using Theorem 2, it can be checked
these two languages equal to {ac, Ta, d,do}. This means
that b needs to be disabled not only after observing a
but also after observing d, which may be replaced by a.
Note that, by Proposition 2, CA-normal languages are
CA-observable because, by definition, 0 : £* — 2o, and
the replacement map R is a morphism.

Finally, we recall that CA-controllability of [18] is just
standard controllability w.r.t. a larger set of uncontrol-
lable events. Thus, our results can be combined with the
well-known ones dealing with controllability [10].

7 Conclusions

In this paper, for DESs with nondeterministic observa-
tions, we take the first step in studying the conditions
under which supervisors can be computed on simplified
(abstracted) plants and then implemented in the origi-
nal system without changing the closed-loop language.
We show that the commutativity of the diagram in Fig. 1
and whether the nondeterministic observation map 6 is
a morphism, are the fundamental problems in employing
hierarchical control for networked and cyber-attacked
DESs. Investigating general nondeterministic observa-
tions and subsequently specializing in their special in-
stances is the appropriate approach. This is because di-
rectly investigating networked or cyber-attacked DESs

would be significantly more technical compared to spe-
cializing in the unified results advocated in this paper.
In future work, we plan to extend the results presented
in this paper to modular, and more generally, to coordi-
nation supervisory control. This will involve considering
the projection to local events, potentially enriched with
coordinator events, as a form of abstraction.

Appendix

In this appendix, we extend the well-known distributiv-
ity of inverse projections and the (half) distributivity of
projections to accommodate nondeterministic observa-
tions. This is needed to extend Theorem 2 to non-prefix-
closed specifications Kj;.

Lemma 4 Let 6 : * — 2% be a nondeterministic ob-
servation map and § : X* — X7, be an abstraction pro-
jection such that the diagram in Fig. 1 commutes. Then
we have:

(1) : For any M C X%
Oni(M)[|6(N);

(u) For any M C (3, N 3,)* and N C X%, we have
O=H(M[N) C 0, (M|~ (N).

; and N C X%, we have 6(M||N) C

Proof: (i) : Let M C 3, and N C X*
t € (M|N). This means there exists s €

B~Y(M) N N such that ¢ € 0(s). Then, t € 9( ) and
t € 9(B~1(M)). It remains to show that 3,(t) € 0;(M),
because then t € B;10,,(M)NO(N) = G;H(M) [0(N),
which was to be shown. Note that t € §371(M) m eans
that ¢ € O(w) for some w € ¥* such that f(w) €

Thus, we have 8, (t) € Bo0(w) = 0p;8(w) C Op; (M )

nd let

(5) : Let M C (Zp; N X,)* and N C 3% and
let s € O7(M|N). Then 6(s) N (MHN) ;é 0.
We need to show that s € 6, '(M)|0"1(N), ie.,
s € BT, (M) N o~ (N), where 7' o 0, =
(Oni o B)~t. Otherwise stated, it must be shown
that 6p;8(s) N M # 0 and 6(s) N N # (. From
0(s) N (M||N) = 0(s) N B;H(M) NN # 0, we immedi-
ately have 0(s) N N # (). Now let us consider the string
B(s). Since 0(s) N B, (M) # 0, we have, by applying
the natural projection 3, and noting 83~ 1(M) = M,
that 5,0(s) N M # (). Note that 3,0(s) = 0,;5(s). Thus,
OniB(s) N M # 0 as well. [ ]

It should be obvious that both points in Lemma 4 can
be combined. Thus, for languages M and N, we have
0710(M|N) C 6, 0n:(M)]|0~ O(N).

We now show that MNOC guarantees that supremal
ND-normal supervisors, which are computed based on
abstraction, can be applied to the original system while
maintaining their supremal ND-normal properties.



Theorem 5 Assume that the diagram in Fig. 1
commutes. Let G be a mnonblocking DFA and let
Ky C B(Ly,). If L is MNOC w.r.t. 8, 0, and O;, and
supNNp (Kpi, B(L), 0p) and Ly, are nonconflicting, then

SUpNND(Khi”Lm,L,g) = SupNND(Khi7B(L)79hi) ” Lm‘

Proof: Let supNnp = supNnp (Kni, B(L), On;).

(C) : The proof of this inclusion is exactly the same as
in the prefix-closed case (Theorem 2).

(2) : We show that supNxp (Kri, 8(L), 0ns) || Lim is ND-
normal w.r.t. L and 8. We derive that

0~ '6(supNnp [ L) N L
= 0~ '9(supNnp I L) || Lo
(by G being nonblocking)
C 0, 0h;(supNap) || 07'0(Ly) || L
(by Lemma 4 and the nonconflictingness)
= 0" 0ni(SupNnp) || L o o
(by Eq. (1) and L, € 0710(L,,))
= 0, 0ni(5upNxp) || Lo || B(Lm)
(by L,
= 0, 0ni(supNnp) || L || (L)
supNxp || L (by the ND-normality of supNnp)

= L[B(Lm))

SupNNp || L. (by the nonconflictingness)

Thus, supNND(KhiHLma L,H) D) supNND || Lm holds. W
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