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Abstract

Abstract

This thesis explores advanced security properties of discrete-event systems
(DES), mathematical models that describe dynamic behaviors in cyber-physical
systems such as manufacturing, communication networks, and distributed software.
The research focuses on state estimation and controller synthesis, emphasizing se-
curity, modular control, and timed systems. Two advanced variants of initial-and-
final-state opacity are proposed for finite-state automata (FSA), providing stricter
security guarantees and enabling verification with reduced complexity. Critical ob-
servability is studied within modular DES, where local supervisors are synthesized
to ensure nonblocking, supremal, controllable, normal, and critically-observable be-
havior. Weaker forms of diagnosability and prognosability are proposed for FSA,
modular FSA, and labeled Petri nets, offering practical trade-offs between compu-
tational complexity and sensor cost. For timed DES, the study examines codiag-
nosability using constant-time automata and establishes conditions that simplify
verification, as well as an equivalence between diagnosability and codiagnosability
under timing information. Finally, time-interval automata are used to model tim-
ing more precisely, and supervisory control is employed to enforce diagnosability
by regulating the timing of controllable events. Overall, the thesis presents efficient
and practical methods for enhancing the security and reliability of cyber-physical

systems.

Keywords: Discrete-Event System; Security; Timing; Supervisory Control; Com-

plexity.



Contents

Contents

Abstract-English ... I
Chapter 1 Introduction ... 1
1.1 Research Background and Motivation ..............cccccooiiiiiiiiiiiiiiiiiiiienenenn. 1
1.2 Literature ReVIEW ......ooooiiiiiiii e 3
1.2.1  Security of Discrete-Event Systems ...........ccccccooiiiiiiiii, 3
1.2.2  Fault Diagnosis of Timed Discrete-Event Systems ...........ccccocoeeiiiiin. 6

1.3 Major Contributions and Chapter Arrangement .............ccccccovviiiiininnne. 7
Chapter 2 Preliminaries ... 9
2.1 Automata TREOTY ...t 9
2.1.1 Finite-State Automata ..........ooooiiiiiiiiiiiiiiiee e 9
2.1.2  Constant-Time Automata ..........ccccooiiiiiiiiiiiiiieiiee 10
2.1.3 Time-Interval Automata ............ccciiiiiiiiiiie e 11

2.2 Petri Nets Theory ..o 12
2.3 Supervisory Control Theory ..., 12
2.3.1 Classical Supervisory Control ............ccccoooiiiiiiiiiiiiiiiii 12
2.3.2 Modular Supervisory Control ...........cccccooiiiiiiiiiiiiiiiiin 13

2.4 Complexity TREOTY ....oooiiiiiiiiiiiiii e 14
Chapter 3 Strong Initial-and-Final-State Opacity .............cccccoc..... 15
3.1 Partially Strong Initial-and-Final-State Opacity ...........ccccccoiiiiinnin. 15
3.1.1  Notion of PSTFO ..o 15
3.1.2  Verification of PSIFO . ..., 16
3.1.3 Reductions from SCSO and SISO to PSIFO ..., 23

3.2 Strong Initial-and-Final-State Opacity ..........ccoooiiiiiis 23
3.2.1 Notion of SIFO ..o 23
3.2.2 Verification of SIFO ..ot 24



Contents

3.2.3 A More Efficient Algorithm for STFO .......ccccooocoiiiiiiiiii 27

3.3 Chapter SUIMINATY ....veviiiiiiiiieee et e e e e e e eeaeeas 28
Chapter 4 Enforcement of Critical Observability in Modular
Discrete-Event SYStemS .......ocoooiiiiiiiiiii 29
4.1 Language-Based Characterization of Critical Observability .................. 29
4.2 Computation of Supremal Controllable, Normal, and Critically Ob-
servable SUbIANGUAZE  .....uvviiiiiiiiiii e 32

4.3 Synthesis of Controllable, Normal, and Critically Observable Super-

visors for Modular Deterministic Finite-State Automata ................cccovvveeeee. 35
4.3.1 Local Specifications ...t 35
4.3.2  Global Specifications ...............ooviiiiiiiiiiiiiiiiieeeee e 39

4.4 Chapter SUMMATY ......coooiiiiiiiiiiiiiiiii e e e e e e e e e e e aeeeeeeeeeeeeeeeeeaaaaanes 39

Chapter 5 Decidability of Weak Diagnosability and Weak Prog-
NOSADIIITY oo, 40

5.1 Deciding Weak Diagnosability and Weak Prognosability for Finite-

State AULOMALA .ooooiiiiiii e 40
5.1.1 Computational Complexity of Weak Diagnosability ........................ 40
5.1.2 Computational Complexity of Weak Prognosability ....................... 41
5.1.3 Computational Complexity of Weak Modular Prognosability ......... 44

5.2 Deciding Weak Diagnosability and Weak Prognosability for Labeled Petri

N TS e 46
5.2.1 Decidability of Weak Diagnosability ............cccccoomiiiiiiiiiiiin. 46
5.2.2  Decidability of Weak Prognosability ...........cccoooooviiiiii 48

5.3 Chapter SUMMATY .....ccooiiiiiiiiiiii e 49

Chapter 6 Codiagnosability Analysis of Constant-Time Auto-



Contents

6.2 Algorithm for Codiagnosability Verification .................cccoooiiiiinn. 51
6.2.1 Normal and Faulty Subautomata ...............ccoooi, 51
6.2.2  Construction of Verifier ..o 53
6.2.3 Verification of Codiagnosability ............cccccoooiiiiiiiiiii. 56
6.2.4  Complexity ANALYSIS .......ooiiiiiiiiiiiiiiiii e 58

6.3 Relationship Between Codiagnosability and Diagnosability .................. 60

6.4  Chapter SUIMIMATY .....eeiiiiiiiiiieeeee et e e e e e eeeeas 61

Chapter 7 Active Diagnosis of Time-Interval Automata .............. 62

7.1 Diagnosability Verification for Time-Interval Automata ........................ 62
7.1.1 Notion of Diagnosability ..........ccccccoiiiiiii 62
7.1.2  Construction of Verifier ..........ccoooiiiiiiiii 63
7.1.3 Verification of Diagnosability ...........cccccooiiiiiiiiiiiiiiiiiiiieieieee 65

7.2 Active Diagnosis of Time-Interval Automata .......................i. 66

7.3 Case Study: A Smart Home System .............cccccccviiiiiiiiiiiiiiiiiiiiiieeeeenn. 73

7.4  Chapter SUMMATY ...ccoooiiiiiiiiiiii e 75

Chapter 8 Conclusion and Prospect ..., 76
8.1 CONCIUSION  1oiiiiii e 76
8.2 PTOSPECE it 7

Acknowledgements ..o 89

v



B1E ik

BIE e
1.1 ARESREERE Y

5 EME RS (Cyber-Physical Systems, CPS) AL T &l F 254
FREN VBN RANEERI B T, PR E A TE R R SEEL g . CPS ARA LT
FERF R 1) N BRI SRS, SO SEN SR 50K 2) B ) R 2%
SEIUE B AR S AT 55 U ), 3) VB AR SR 5 T st = ARG, TR 1R AL
MRS, BEERENEEE, CPS 1EIZA23 2T THY B AT, Ao B R i),
BReAZIE, B RE M AR BE 5 S 2 A L S .

FEZ Re G U, CPS I8 ¥ i3 v & A A P 4 515 B R G rh B s ab 2
R SRR R B 455, SCILSE iy B B Re R 5 E LA R Re Sl R 4t
Hr, CPS SRRV IR L ARG . BEBOR L ACREHE 4, I8 B RS, BEEL
Pl FEOE SN SR N EE DR, STt 1A RS 2 eV s AT AR, BREH
RN, CPS ARGt N 587 R GUR L RS, S0 18 fe ffar 4%, s Ul
HHEB ARl g B, e 1) RG] SENE . R R B
REFX JEH, CPS il & &M X 5 B I kAT 4t — B 3, Sl i B 3k
il AR IR A EAR SRR A B

1.1 CPS HISEPRZEH
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ER A

UL AT DU H, CPS R A I KBTI I R S IR, TFRIXFE ) R Gi4T
R WA, 5, B S A . 2019 ER1)E, B 737 MAX 8 TZHL 8 £ A 3
SRR I TB) N, B R AR PR R M, 1 S A% TR At R S R G R HIAT K, LB 346
ANEHE. 1996 4F 6 H 4 H, Ariane-5 IBHKHT I E ORI PAR S 24 TR
el e F B e L T 8 BOK i B T T I AR B S TR T SR B EE AL AR
W f e VR AR 22—, R 3.7 {23670, FRMGTT s PR A2 SRR /R LA 1
FRINVEIREE o 1) — NP7 SIS EART R, IR E T R BRI A I BT R G . iR GIR T
JLRE IR BN R ME, FEI A FEUAFIAE 1994 I 5Z T4 4.75 /030K K . 1994
T4 H, PHEE BRI E OO ORI R B S AT 2 R G717 SR, A
W, ATEWBUAEPIERHEE T, BHEESER BT, S80I — L. 1%
RGURATIG Y, R &TF 2005 £ 9 AiisH, Pz mEIRAE SN
TATZ R

Wi EARGT, ATLE B, SR B CPS 04 5 BT BA R JUAS 322 )
B 1) RS HRAERE T, SRR E X 2) RIT R EEET TR
Z0%, TiERSRIER IEFYE; 3) TiH E&aTH R ST S5ER, SETE
A XL N T S NS B R AP (Discrete-Event Systems, DES) 4%
TR TV b B . T8 34k J7 725 B 7R 18I G — M B 45 18 5 AR AT 45k
ATHETARER, WRRIETEE Lo TEMYT RO R, % A s F2 7
W5 BRI B THRAR, DD A A . T R 45 R B A 1 T DL i
T RAIRAUE T VERAT A% ORAIE, 3X N RGN 2 TR 7 IR S i PR

55 BRI SCAC . Bl 3R )2 1 LA (a1 3K 3l 38 3ok A 20 F0 22 2 7 FE AR 1
ARG BAANE, DES & —JRREE M B H L HAF WS IEE RG . %R RS EE
HT CPS G EZ MRS IR SR, HAIARIERIN NS HE 2P K. X
SC R ARG AT 1) (bR . W TR BOR BRI ROR) |, LKA AT ) (Wi
2 H R MBI K)o BhAh, —ReF R n] DU AR SRS W B, 1 5 — TG
AL, DES (% WA RS A EIHL. Petri MATIENIE 525, E B MZ
AR — I A, RIS 5 RS RAT 5L, nfT 50 F 1% R 400 /R 1%L, 53—
FIRLEA I, BRI RGN LIS, W] B v i 2 AT AR & L.

ET CPS B Z M A FT S AT s Pk, LA DES X CPS [i&r i, 4
SCUL CBHCEM R AN A S R T WRAERIZEE” o, E N PR A
SE BTSN L, PR ANIRTT DES I 5 S6E PURI 28 i) 253 25 & O PR R B AR 1] 7
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1.2 kg
1.2.1 BHEEREZNRZSME

b & W 2% R g5 B A g K, (5 B A IR U R RS RS
ANFEME (Opacity) & —METEBRPENME, TV RS0 E USRS B a4
EHANREWIRE ). 1E4 DES Wi Z et EZ gtz —, AEUTEE R L=
) 2% Tt v it L PRI R A5 R T A )2 B R 9101

AN IVE & S A AE SRR [12] TR dR s, H TE R Z 2 sUr %, BEE,
NS I NF DES S5k, AT AT A i 2 A 7] 22 42 75 oK 1K 2 A AN 3 B PR 2
Xt T LA FRIRAES HBhHL (Finite State Automata, FSA) BN DES, fHF4EH 1
BT AR IAE AR SCER [13] TP ATIREAE M (Current-State Opacity,
CSO). TMSCHR [14] B TAE PR 2 ) 8 w1 RS, 51N T HIIEIRE A
EWYE (Initial-State Opacity, ISO) MIMEE . FEJE, 2& T 2EIRAREA 11, AR
WS, B K-S ANE M (K-Step Opacity, K-SO) 19 FITERR B ANE M (co-Step
Opacity, 0o-SO) 10 # 5| N SZIEAE W% 22 2 F KRG K, STk [17) 9IN T —FHr
HIATZE B S, FRONGR-ZOREAZE M (Initial-Final-State Opacity, IFO) . %
RES K AR T AE B Sy — 4IRS, PR 75 22 (7] I =5 R AT 2 IR A A v AT JiDIRAS
T8, b, IFO I8 HARR 5, s /407, 2Rk 251 4,

N T B AE YRR, STkt T 2 RNE . KRR O SR
[20] WA T RS ER BT . SCER [17) $RH TR S IR B SATL AR 2 ke 4
iE ISO. 5 [14] HIGEAMLL, XA RA BRI B S AR A B, 72 30K [21]
e th 7l B e R R T X R BRI S ) SR, TR K-SO M 0o-SO. HAFE =
A2, SCHR [22] X [21] R HEIERE AT TIE1E. Ak, STHR [20, 23, 17]
TELH AT 1 AR ANE W& 2 TR R R ok & o ZESCHR [B, 9] TR, REANE R 5T
RS0 (24:25,26,27) S8 FL A 1 5T 06 2R lﬁﬁ T .

AR, BEAE O 22 A B R B i, HEAE T S HA T e A B AN E B AR
B, G IRAEYINE, X EERE S RS R SRR (E E . 0R K P AE I
(Strong K-SO, K-SSO) MMk 572 3CHR [28) W th. BhJa, SCER [29] 5IA T
SRICPR A EIINE (00-SSO) HIMES:, XM ZR RG24 T E RS HIE BAE
HEA LML FE P 205 NAR B ANTT R SCHR [30] HROE ST AP AN g I PERE S, 7>
LR FA R AREBINE (SCSO) RIFRMIAIRAREBIHE (SISO) . SCSO (SISO)
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1w R

R, IR — SR AR P — DA EDIRES (A — DRSS HR) | WIS AFAE 73— 2% A
RE S FE IR AT, (HRE ™ A R RIS . tbAh, SR (31, 32, 30] #2241
HFIE K-SSO Fl 0o-SSO M HE i 2 525 SCHik [33] #R17 T 00-SO 5 SCSO 2 [H]
I, Dy ANIE WL S AR HEANE IR 2 1] B0 RIRAE TR0 ILAR . S ANE VA
DX TAEAR 7] e 3 B T R 1) R GEAT N, IR 28 AFAE 7 — M ATy, BERBAEA
B AT RLZ FIE L AR RS R . WEERNE, JAiM IFO BRIFARE
TRAUETR A MU IRES B fe ZORAS B RR AR AN AR B RS, 1K 518 1 A SCE 3
BT R AR- LIRS ANIE I B TAE

Fy— 7, BAREOR R Ge IR IR 2% WU S SR 22 4 K B v (17 1)
J&. fEARIE DES BB bz 77, Bk i B4 (Modular Supervisory
Control) B35 /)T R RGHE HE, I8 I A0 55 Ja) i s B 4% R B AR B 2 A
JEo BUAh, U R ] ORI, AR R B L R B B A

ARPI R A, 18 F RS (Normality) (SO & G (8 1IN 4F R A
ZAEEF TR NAE. EEE AR XN TR e, K2
2R, AR B EHESTERT LLEB R STER [36] TRIGIN, IFEE SR
2T (37, 38]. SR (Observability) ASIF], A MEAE IR T IREFE, K518
B S T16 5 IRA A

SCHR [39] £ (BiEfk) FSA I8 s F ol A T IS e WM (Critical Observ-
ability, CO) BIME, BUARSE S0 X 7 R B AT E R BR A HIRE 1. BBAh, CO B
{F Petri MO {GREAZHTETHIIC, SO [40] TRABFAL T (BEBefk) FSA Al Petri
W CO SeUEfTHR R4 . BARM S, i CO XT FSA /& NL-complete, X}
Bt FSA 2 PSPACE-complete, %f T-#r%& Petri I (Labeled Petri Nets, LPN) |
FRAESCEEARICA R, SN AT HEIE R . BeAh, LECHR [41] h, I EEAEFRIC (Basis
Marking) ik 7 A 7t LPN [ CO fHifgin) .

AR FHEM, CO BEXETIRE. H— MKk, HEMEREE SRS
P 8 . SR, A ORI IS DA o<, JF BT Btk g U <
PRSI E MEA TRARES BBIHL (Deterministic Finite-state Automata, DFA) T
=, ENTREN. Kk, CO 5EEMITE LR RN, WFERKTIES.

ARSI K B2 W B TN B AR S PR DES W %2421 - DES WA 2 Wit (Di-
agnosability) B iEE —/NH IEITEE, 1)L HERE R T RSGE M. ii2 it
UE 1] R Ry 78 A2 75 AT LAAE A R A0 00 Py e i 1)t e T2 W VR F 9 B 1 T 3 )
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BISCHR [43] AN [44]) ATESRE T — PR AIEBRIS W57, 1005 2 5L T s
HAAAE L TR WiE. BUAk, SR [44] TR T —Mi2iiEt, R AR N
(FRon1EH) M F (Rosiha) sr2pliles, HT5%AE FSA BrisWiit. 2R, &
e s RGNS T R G RPIRS B RARBERE. B, #£ [45] FH_H T5%—
22 S IE 6) 0 T 7 P BRI J7 7, 1% R PR T 5 1 3L 75 A AR IR 000 2
SRR A BEAh, TSI LR T RL7E IS LT e b R I3 B T o)

SR, FTS W A — ST AR SR R B B RAE R D R A R A R I . B
SR S R R B R T LR i Ok, (B A T REIE A T UL G . 42 (48] 1, 5
A TR TIE (Prognosability /Predictability) >4 i Pl # b 2 4. BART 5,
EAIA TRy, BT AR, R DAE SO SERR A AR R L AR I B . A
e, dErfh e A BRARES H 3L (Nondeterministic Finite-state Automata, NFA)
YR TR B8 E T DU T BLA TR, dni2 s 44 FIIeUE 23 10 TR, LR uE = A%
JEIFALE AT 2 Wik SCHR (49, 50] W5 7 HLEAE DES B RIZ I AT Rl #5601 o

BbAb, SCHERAE T IZ BT T RIS W BLe253] FR] R v 545556570 £E LPN |
HISGUE. SCHR [51) B 58 TI NSRAESS M, S8 )5 A F 3 AT sh kA0 w5 70 i 96 kA 57
AMIF LPN Wl Wit xFA F4500, (58] J2ih 1IT REAATAR, JFt T it
PR IR AR R IR IE P 2 I . BRAh, tRETCS LPN B R]2 Witk 00 a4 ik B 2
EXPSPACE-complete® . 7 [52, 53] H, 1418 7 —2L& Petri I 172 A A2 Wi P
WAIE R IR

£ [54] 1, $R T A Fe AR AIER SN A BEE 7 AT Petri W E4 T T
M 78 [55] 1, JEF LPN AT SR04 56E 4 181 Ak A AR ARSI (Model Checking)
)8, R E & EXPSPACE-complete. t4b, [56] % T —AN FA 1850 4 5 1 7
IERIGAIEA TS F LPN Wy Jil . 78 [57] thgl N T — A a] J PR 50 4%,
WIS A 5 LPN [ A] FRNPE SR B A

Xt 2R G IR S 22 UL 3 R L 2 (AR R, TR 2 W R R AE R N 3
SRR TR RISCER [59] FEHE T 3SR, IR E L1 AT 5
WAL, %0795 R B RO TA) o 5 B8 3 P AR R R AT SO AL ) % T 5 B
LRARA R o SR, LPN (55 AN 2 Witk B e TS SR 2 — AN FFIn) 8, 44 3 1 A SCHY)
EHLZ o BEAh, IR AT TN AR A AL B SR T 58T (0 A, ARSI T 58 R T
M, IR (k) NFA R LPN #f 5 53R R 24 .




B1E ik

1.2.2 ENEHEHRRISEZE

ICHER (60, 61] B UK SGRTRI2 I ) AR e 2004 HESE, FESIN T HpE AT
CWHPERINES:, BER 2/ — AR 2 W AR AT L2 Wil

£ [62) W, AIZWHE ) AR i 2 € I DES, ER B3I (Timed Au-
tomata, TA) O3 (T-) FI2 WP IGIE 7] B IE B /&2 PSPACE-complete. 1fi SCHik
[64] F I TAEUERS T FSA A1 TA () (T-) PrE A2 W56 0E ) 4R 2 PSPACE-
complete.

SCHER [65] AR R T [66] W RIFELOIRAANTHRE, BLSRElER N B shAl
(Max-Plus Automata, MPA) 7682 Wi, 78 [69] H, FFE T 0 L MPA 1)
(T-) Ariz Wit SCHR [70] A0 [71], 7330 9 BA s Rt o ) 22 I U0 MPA, AT &
PEARSE CTA R 7RG . 72 [72] H, BFF0 1 Z 2B AL 3 ShLe T-rr2 Wi,
HIETT AR T R LR T AL IR A S, IHEREME MPA 1) T-7]
BT IIE A @2 coNP-hard. SCH#R (73] HIFKR T I TE X [8] H 341 (Time-Interval
Automata, TIA) [iZWias. SCHR [74] BFFL T INECESIHLINE (T-) HrREIATE W

ARICE 6 BT TA B—AF28, FOVEE R T B 3L (Constant Time Au-
tomata, CTA) , HARp fif2 R A& — NN, SRR R AE A BB N B, BN A2
WAEE . CTA F AT E KRR RS ZRIT A i 18], AL FSA 52 #ERA AL
WSERGE. 5 [72] ML, AR R T B SN EE 7 B SiHLR E N IR T A S
KIEP F T2 W, JRgath TR IREARI KA. 5 [74] AL, ARSI N
(A5 BB IE R AT 2, o/ (74] ST IRE FSA B E P2 Wt B .

AR 5% T i Rae 12 I8 (9 A 5 R AN R AT 2 W It B0 . T 2 RGEAN AT 2
Wik, MRS G NIEHTT, R KRGS WM. B HIVE vz DES 1B
AT, BT T RE R G0 L ek R (e et VTS 62, A
W B IS R R Ge T 2 WM 1 e R O B2 (Active Diagnosis) 79,

TE [77) H, EE2 W B A R 2RS5BT TR SE . 7E (79, 80] H, 5
il 25 AR VA I R G BRI B8 0, FREERE 32 W e Rt 1 S R VE AT I
B EE — B HLE], H T HERT RGR B AT AR . TR [81) AIZEL
(A L, R 232 W il IR O Biichi #3E, JRIUEH] T 1302 Wik 5 2& EXPTIME-
complete. fE [82] H1, fEZ BIN T &fFRELS M4, A RECLHE nl 2 Wi 1t S5 AN [H]
e BEAN, [83) BT IRUERS 1), SINT —FCfF (h E 32 Witz il SR g Sk RE ml 12



ER A

Wik, JEB5 R FRERBHIE . TR I R, [84] HH AR 7T 45 & T 3% A A T] s
PER T R B R bR 2 A A8 . 76 (85 H, B RBiZW N B I E LR S, 1E
86] 1, BIN T —FEL TS Wik, (U EEES 7 2 B B 3h L, BRAIK T HEE
JPE . BT, AFFCERS ESIHLETRD Petri W B81HE T B a2 Wik A fd g

S —FERE RTISWE I 5 2 10 RGN IR IS, MBSO . STk [89] i
i 36— 2H A B A ) R S SR AL RETTI2 WP, s L i L A Sy S SR AT Rk
I 78 [90] H, BESE AR AIBENL H SIS AR EOE . [91] R T —Fb
FH T RE P2 W 1 1) s (R Sh A% SRS S SR . £ [92) v, HET 1 dR KRV R
%, AT fae bR, et teoh, sl R AT Petri W HH{3 3]
WAL, R SR, i B s 03, A R i 4 01 g AR A 195

T2 B TAF £ oevE 2 DES, &k = 5 FLue Il sE i L R 48 2 ¢
I E) S 2 SCHR [96] 7F 2 B S BT HEZE N 90 T — IS [ gt () 4% ) 28 £l A
SCHR [97] WO MPA JFR T — MBS HIAELE, AR 7 MPA AR A5 15
o SCHR (98] BTN IR T [97) HHRISE R, PLgE A MPA KR RT KU
AT 5 S/ NV AT MBS AR o TR SRl I — TOURE 7S Hp, RIS T A S A
(1 TA B, T s SR nr DL 5 iR E, A Je T (RIUREE ) ANar
EHA . AN, [99] IR T — AN ANTE X ] DES FEEESE .

SR, X LG AH OC TAE HI& A £ 0B 2 W 8 BF DES BfF 7 B il . AR50
JEERT DES BB EME S, 30 W R i TIA %ot Rz gas . EEFEEMN
R, AT 7 BRI K SE N DES B W B I U .

1.3 FXEERBNEDLHE

AR LR

%1, 515 MZEANY DES HIE X MU HAE BB ARG rh 1 E
k. HIRBEE DR RGN H 2 B AR, Qe fRAE R GE 22 4 DL e £ 5E
I HESR T T TE R GUPE o RO 1 B kR SR 5 BRI A 18 S 32 BE DT, el A2 &
gr ot et LOER RGIQIHT R . BR BER % F 7 P 2 HE & ok

% 2 &, HiREA: /48 DES MIEARA, Wil Hahil, BRI RS, AR
4, ) Petri WMIEEAHE . /48 DES WREMTH S 26 828 & AR L T A,

Z G B AN IESCE T 0 PR, Bl DES #9224 70 M S € I 73 #r, Wt 7T ik
@ SCHR [100] ZRH, BIAEXS TR AEE CIRES) MG TA, #6825 i R A RAE 1.

7



ER A

I METRIG IR, BIEH85EE, 5 3 EMNEHENMERT T DES %4
Ve, 25 HAERLIGIE F7%; 28 4 35 MG S rT 00 1) £ B2 25 R KRB DES 122 42
Ve, IFes s RIS R G JTE; 28 5 AR RIS, Mk RRI2 W 2 T () £ B2 514
DES 4 T SYBEHBNCR, NELEWEEN RS L HFEZE S
AR 28 6 BRI S IHE T B mAUE I HEZE, JFRFUIIEEE, BB T &
FIE T ORI E A SR T AR i B T BRI

% 3 & ([101]), MRIG-LORENEHPE: 15 26 RbR #E I 46-ZRERNIEHMER
S S, TR HAECREREE B RBRIE . Bl 5] RIS SR A 46- 2R AN IE I 1, 45
HH G B AIE B3, FEVELR T R A B . B JE e B AN OV AN 3% B 1 B A SO H A
FERRPE ALY, [ A I 0E P

54 & ([102, 103]), BEHAL R G I S A UL A RE: 1 Se A 2 S n U 4
MORES, FERHe AT S S rTIIPERIOC R . BEE S HIF RO AT, A Kl
ST TE S MEE . BJGTHRE X R EE A 2 R a5 I 28 25

25 F ([104, 105)), 55 AT 12 Wi A0 55 ] F v ) 1) &nT 4058 1 38 Y 55 R AR )
AW S AT, OGS T hR U LB . 35T FSA, BiEk FSA & Petri M
SRBERY VRN T PR SR UE B Ak B R R A E

556 % ([106]), 1HE W8] H SN R RS Wit o d: 1 Je it T S5 A BUIRES
HEIWUAHLE, EIEE I 6] 3 SIHUELE ROt A a2 Wi L4 5 22 5 o € SCHE SE IV [A]
HENHLI B [E T2 Wb, SR A 70 A NS T 2R, RIRIH 2 AMER R [F]
Wi, BEJS 4 A RLIE R, SRR R R, A T R E AR AT
b BRI HELE N, R T E RS W S AR T a2 W SR

7 3 ([107)), BHEIX A @ ZHLE 32 ek X E 3 ZhHLE T2k
P, FERIE AN BAIERS o $RH T —FP R B R S AT 23S W i i S . B s
AR RE R B R G R RV T 32 07 R I E N H 752

8, M SR BAERCEETTER, R aT R




2 AN

B2E MEMA

AR A AT B B R, S LG (IR E L, B
FERTIE EFHL000 B 11 3 HL0OT) |, Petri AR 109, i b bl i 9, 54 4
JEEFE 1 109 D) — s ) AREFIF S

2.1 B=htniEie
2.1.1 BRRSERIN

XT—MEEA, F9|A| omA BEE uaz M) - FREES 22— 1ARM
IR RIS - TR I RERY PR AP S 128 AITE Y EARK
PR ES, BT P/ e, M TR HRw e 2, R |w| Rorw WKE, E
X el = 0o XFPANTFRF R w, wy € %, 18wy -wy (B HEw w,) Aw, Flw, &8,
A ENEER S M TE BLCY . HL={weX |FveT 1wve L}
FOoRL W& AE. mER L =L, WKIES L 2EHAE0. P Hw € L MR
BE (BFRNER) EAL/w = {wy € X* | wywy € L}

KR ¥ — I, BT C 3, & — &0, HEN: He e S\T' I, R(e) =¢;
Ye e T B, R(e) = eo WTFFFHeies-- e, € %, BIER FIMEHREBBRARETT
IR, Bl R(eres---e,) = R(ey)R(es) - -~ R(en)o XTMATHBLET R . T — 287 &
XONR™(t) = {s € & | R(s) = t}o XEE X T LA E IITEY e U ENEE
o

EfFHEMARIRZS BEIHL (Nondeterministic Finite Automata, NFA) s&—/N 11
TBHG = (Q,3,0,Q;,Qr), HHQ Z—NERREES, 2 1MFEE, Q, CQ
RVEREES, Qn C Q ZIFILIRENES, 6 : Q x X — 29 BAITRE,
I HL AT DL BeE 3 107 ¥ R U 20 x B WX THAMIRESe € Q i
NMfte € T, [6(g,e)] < 1, H g —ME—VIIEIRE, WHBING ZH#E MR
(Deterministic Finite Automata, DFA) , HB AR BB T NS - Q x ¥ — Q. H
MG MERIBS RESLG) = {w € % | §(q, w) € Q}, HIWLG HIFFICIBES 2
EALL(G) = {w € S | 6(qo,w) € QYo WHEFE X, Ln(G) C L(G), ALL(G) £
ZMEW. WRL,(G) = L(G), MG ~IEFEZER) (Nonblocking) -

MTEBERETE Q C Q, HATMEIAE NN URQ) ={¢e Q|3 €
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2 AN

Q,3s€Xr, 1 q€d(d,9)}s AT NFA G, HIMEE 21058 LN:

ObS(G) = (Xa Eo» fa JI,) = AC(2Q7 an f7 UR(QZ))? (2_1)

Hr Ac(h) Rormlikstsyr, HH f: X x 2, - X 2#EHETiERE, & XN
flz,e) =UR{q e Q13¢ €x:qeid,e)})e WRUR{gecQ|3qd cx:qc
5(q e)}) =0, W f(z,e) RFE X MMlEHL T RGERIRTAT N, FRVFHEAT 40T
KA

HE—A NFA G = (Q,%,6,Q;), 132 B M UBE e TR RS

G = (Q, 2,67, Q") = Ael@: X Q. 5,6™9,Q1"),

H Q" = {(¢.q) - ¢ € Qi}, HAITWEL 6*9 : Q™9 x ¥ — 29" E LN
09((giay), €) = {(ai, af) : df € (ay, e)}o FERE G BLEIREAIRES (g4, 45) € Q™
H A —AIRERX, KR UATIRE ¢ MVITRIRE ¢ WA RS G WAILEIRA W
7 Obs(G™9) EIG9R HANHL G MM EE, K& T

Obs(G™9) = (X™9,%,, f™9, 29") = Ac(29" |2, f*9, U R™I(Q")), (2-2)

Hro g AT RE UR™(Q') NAEEIEEIRETHE Q C Q™ K iE X:
UR™(Q') = {(gi,qr) € Q™ | Iai,qy) € Q,Fs € ¥, = qr € (q},8)}, H fos
5E XA Obs(G) HH fo

2.1.2 {BEEAIN

WR>o FnAE L. 1BEREBEIHL (Constant-Time Automata, CTA)
RANITH G = (Q,%,Qi, A, 1), H A CQx ¥ xQ REILKRR, WA
A" C QX X" x Q; WAFRZEREL 112 A — Ryg ARNZIENE A Rxo HHIES

CTA G HRKEN k WEREE XOWIREZZIT 741

™ = (CI0,€1,CJ1)(C]1, 62,Q2) T (qu,ek,%),

Hrg e Q,i=0,1,... .k e; € X K(qi—r,e,q) €A, 0 =1,2,... ko HF 7
RARIIRES ¢ 5 IR ¢ EE, BB RA HARSWESR, K 7 A—1
(H1HL) IR 4 qo € Q;, H m AEMPIERFRFE TW(1) € (B x Ryo)* XN
—ANH (A, W) FPARAREI S TW(r) = (e1,71)(es, 72) - - - (ex, k), FeH

10



82 H PEAR
o= o€ i), = 1,2, ke SERFRRE TW(r) B FAI R AR
Z AR R PR 58 AR R oR . BT ATH w e B ARl WIRES o FPIRES g2 19
FTAEBBERESIEN ¢~ o Hw=c B a# @M, a» e PEE 498
KDARER, HHEA ¢ ~ quo W TEREEZETRE w=-—cey---e, EX

1(qo, w, qn) = U (H(QO, e1, 1) + qr, €2, q2) + - - 4 p(Gn-1, €n, Qn))

ﬂ'EQO“%Qn

M TALE M EN T HRw = (e1,m)(es, ) - (ex, ) € (E x Rag)*, L(w) =
Crey - ep € B F AW A {5 LR MBI e (w) = e FoTw HHHY
UG A e BN, Tiase(w) Fmw FEUG— A e, IR AN ], BT 0 (w) =
oo FFFe € s T dlbe € X KL T s € X7 .

CTA G A AR E I 3 5 XU

L(G) ={w e (ExRx0)"|Jg0 € Qi, g € Q, 37 € qo ~ q: TW(m) = w}.

ERHES L(G) BIREEIE S0 (L(Q) = {(w) |w e LIG)}. ¥ £ x Rag
N—NENFREE, WIEZHRF AR X EE XHEEH (40 Kleene FIGL. 4, (1)

2.1.3 EEXBEEE

A (S XA A LT A [ 78 I i T8) HLBSOA TR BR A SE B AR & B
RIS, MTAEE a,b € RygU{+o0} H a <b, FH (a,b) = {x € Rsg | a < z < b},
[a,b) = {x € Rsg | a <2 < b}, LK (a,b] ={z € Rsg | a <z < b}o N T HEIRE
W, B 5 AT R s T IX R B e, J5 165 AT 2o P DX a) B [, B S SCHG T 1
T PIMARRIET LT (BIanIX1a]) A Fl B WIEE XN A+ B ={a+be
Rso | a € A, b€ B},

B8] X [8) B Zh#l (Time-Interval Automata, TIA) &£ TLTGH G = (Q, 2, Qi, A, 1),
s A — 2820\ 0 NRAEITW T — IR Z W (X R EX A H4E) « 72
TIA G %, KJEHN n KBITRMIIDRE B — RIPREARIT, B

o1/71 o2/T2 on/Tn
P =4qo q1 > ? Qn,

Hrf g € Qi, ¢ € Q, (¢i—1,00,q;) € A, Hom€ plgio1,00,45), 1 = 1,... o FHAN

11



ERPE IR S
WHTS, xFigir L p, XN ZEZ/FE TW(p) € (X x Rs)* EXN:
p) = (o1, t1)(02,t2) - (o, tn), oty = 300 7, i = 1, ne FERIHL, 4
TW(qo) = €. FEAICH, anehkenl i, TIA KRS S CTA .

\‘{
=

2.2  Petri RIS

WN KR HAREE. —A Petri Mg—NMUIGHN = (P, T, Pre, Post), H
HP aEm NENES, T 2n METHES, WEPUT £ 0 PN T = 0,
MPre: PxT — N fMPost: P x T — N s&5 33K ~H B 5 2 B 348 5 F M
AR T B BT AT 1R A S 1) R AE R . — MRS — MU M P — N, RN E
Fr oy A MK E . — A Petri MRS (N, My) BFF—> Petri N F—AH4H
PRIe Moo WERXTBAEFp € P, #AM(p) > Pre(p,t), WAL fEAriCM
HRATAR. M HEHAET MESaFAbRCM, Kb T8y e P, A
M'(p) = M(p) — Pre(p,t) + Post(p,t).

5 M = FoaRFHlo € T fEFREM R, M 5 M R K TP Hlo
FEARIEM s WL(N, M) = {0 € T* | My =} FomFif ol AWIEE bR 10 My K5
HIBITFAINES . MRAAE—NBILFHlo € T H15My = M, MFRFRIEM
TE(N, My) HA2TIL .

FRZ Petri M (Labeled Petri Nets, LPN) &%t —/MNMUL4G = (N, My, 3, 0),
H (N, M) Z—> Petri MRS, B 2 —PNFEEE, M T — ZU{e} &2 —Mrsk

BRI, NI AR . ARSI DA R B0 T — X, 58 RU(ot) = ((o)((1),
Hrho e T fiit e To nRe(t) € X, WHRARLE £, BN ATTHE . HG
HRIE S RESLG) = {l(o) € X | 0 € L(N, M)}

2.3 INERiEHIIEe

2.3.1 SZEITEEE

St F—ANFBAS ATAIER > AT RAG, FRERYS $RI0 ALL R LN ES
MFAS,, *‘M%ﬁzw =3\ X, AHEFEMAE,, ERAIEHEMS,. = 2\ e

WL ={y C X | 8. Co} AEHERWES, AP S — S NG . X
TLHEMG MS, KTT MEERE S XS : P(L(G)) —» T ARRGHS/G F
N, HARKIES E XA ¢ € L(S/Q); s € L(S/G) ANso € L(G) Ao € S(P(s))

12



B2 E PN
Y HAN Hso € L(S/G). MIEATIAT AP (s), MBS 222\ S(P(s)) HHIFELE.
H.S/G bRt g S AL (S/G) = L(S/G) N Ly (G). WIRHAK RS /G ZAE
BHIER), BIL,,(S/G) = L(S/G), W B35 HHr F AR ZE 1) .

EHEK C L(G) NN T LG) FY,, ZAEN, WRKS,. N LG) C K.
BEK WA FLG). P Y — S IS, 2R, WRNFHifEs € K
Mo € 3., #iso ¢ K Hso € L(G), WP P(s)jocNK = 0. WEFK $F NN
TL(G) MP ZESH, K = P UP(K)| N L(G).

232 RREIEEES

EHEL C O MIATHS R, L = N, PN, HP P (U, ) — 2,
i=1,...,n. MTBIRG, L%, Gi) =|I"y L(Gs) FIL, (||, ») = (| Lon(Gy) F
o B H L WFRNIEMZRED (Nonconflicting) , #5[[7-, L: =7,

BHUW RS G = ||, G, & n > 2 PME LAEFRER 3, LE‘J@H# Gi,i=1,...,n
WIFAT G, bR (A4 TR L, = L(G,), &R (B4K) 4782 L =|7, L;»
Bz 17 ) H AR A an IR REK

1) R K; € L KIIHTAE, Bl K = ||, K;, 5%
2) &RV K C [, L®,
e R R AR S, 1S

izt L (Si/Gi) = Lin(S/ |lizy Gi),

Hrb S RIVEK M4 )R8 S L A0 AEPH ZE i K VF ] i B s
FEHAE R G RS RS S g i 2.1 s, b R A R
NNT, =3 N0 RUUMFF 5 iE H T HAl BRI A 5.
¥ Vad
/ \ E*
\ /
2.1 HERURGEFHIIRFE

iE )‘( 2.1 (2 R M —F P (Modified Observation Consistency, MOC) B8)). —4
WIS &R S L C X HONHXT TP P AP, SR —01) (Modified

@ ARG K C ||joy Ly &% |72y L AT #N, Gk K = || Ky, Kb K C L i=1,..., ne

13



2 AN

Observation Consistent, MOC) , WERR TAERW AL P (Pi(s)) = P/, (') FI55F

%,0

His € L Mt € P(L), FHE—DNT s € L 13 P(s) = P(s') MP(s) =t/

Wk 2.2 R, E£REART E 2R T s RIS 78 GerE)
DAHAE DN S HREHEN 2R T, 5 £k ESs Wll—2.

Vs e L P P(s) = P(s") LHS/GL.B(S/):t/
P | | JPi

Pil,o ) o Pf,o ,
Pi(s) Pio(Fi(s)) = B ,(t') «——Vt' € P(L)

2.2 MOC HIE#Z

— YA RGEG =1, Gi, HARFMEE N B, = U, (BinY;). KX
B VAT AR 53 350 T 00 24 2 SR AT DA He At 4 e o A A Al 2 A s B U )%
H RS, NS =8N, =%,N%,.

EAEE MR, BiIE MOC 24 PSPACE-hard [ f5B7, H H AT H) 58 M5 4R
SRR . Bk, 78 [38]) W, $RHE T — RS TIAER A, IATE AF
FAFAB R AT, X —ZAFZE & MOC.

9138 2.1 ([38] #15IH 5). HE—MHWHRHEESL =, L; AR RS,
WIS, C %y, WL ABXS TPy P AP i=1,...,n & MOC.

24 SHEELS

—/N CRIR) 1E)RE 2 — AR AR, W RAFAE R AR E, WIFR 12 ] 2 7]
FIEH (Decidable) o EE % BEBLIE rf, AT )5 1 ] AR 8 A e &A1 B 75 (1 B ) B
AW NASFEZR S 755 NP PSPACE fl EXPSPACE 43 5l # s HAEffi e £
T QRS 1)« 5 5 A 20 T 2 ) RS i 1 48 80 T SV A e ) PR 28 o — A Tl g
A NP-complete (8 PSPACE-complete. EXPSPACE-complete) , #15: 1) EJ&T
NP (8 PSPACE. EXPSPACE) , 3 H 2) f4> NP (8 PSPACE. EXPSPACE)
(1 I R TT DATE A 2 P 22 T T N R 29 3. 25 PF 1) FROAR T (Membership)
, ST 2) BRONMEE (Hardness) » — NS T coNP 2 HAUCH EHIAMELE NP H,
RFTE%N, NP C PSPACE, {HiX —4, {5 2 & A AT A8 2 — AN B AR i el . AR
a8 4 PSPACE ¢ EXPSPACE. AAfI13F3#EIAA, coNP-complete
8 PSPACE-complete [f] @ ANEAE 22 WU [R] H%
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%3 E  SRI-ZOIREAEYINE

BT B BRSSP
3.1 AEseRiEin- LIRSS

AHE %4 1 NFA HAET 2 5@IR- LIRS ER M (Partially Strong Initial-
and-Final-State Opacity, PSIFO) Bt E L. FTIH K H G (Concurrent Compo-
sition) LA 4115301 2y T PTFIESAIE PSIFO {771

E (SEEME) MR G T NQ; C QixQ (FRQ)° C QixQ) - IEAh, F
MEARER RS PRI (B ) WEEEEXNQ = {¢ € Qi | 3¢, q}*) €
Qe (MQy =A{¢ € Q| ™. q}*) € Qre}) « SCHR [17) € LhsitE IFO 11
ey N

EX 3.1 (IFO). #E—A NFA G = (Q,%,6,Q;) —MEEP. —HEZRERQ;
A—H AR EIREXF Qs WMIRR T (43, q5) € Q ML € L(G, ;) Wirtqs €
§(qs, t), FAE—AIREN (], ¢f) € Qps FI—NFRFER € L(G, q) 3¢ € 6(¢,1)
HP(t') = P(t), WFRG £Q5+ Qrs MP LiRIR-ZOREAE IR

3.1.1 JEEimin- RS AREP RIS
BHETINM RN AERE AT #6412 (Non-Secret Pair Path, NSPP) HIAf& .

EX 3.2 (NSPP). 7£ NFA G 1, B{4% qo - qn =2 -+ 2% g, WIRXTT j =
0717' -, N, %Izﬁ <q07qj) € Zs’ mu%ﬂz$kj‘j NSPP.

FEX 3.3 (PSIFO). #45E—1 NFA G = (Q,%,6,Q;), MR P, — 4R IR&E X

s R ALERRBIRA T Qe ZXETHTE (g qs) € Q5 FIFTE ¢ € L(G,q;) 73
a5 € 6(qi,t), TEE—2% NSPP ¢ - ¢y 643 P(t') = P(t), WFK G (5F Q5 Qp
A P) RIETE G- ZOREAFE M (Partially Strongly Initial-and-Final-State
Opaque, PSIFO) .

Bl 3.1. FHEWE 3.1 P BEIIN G RHEEEA SN G, HhRE R £
BN Q) =1{(1,5),(2,1),(2,6)}. XT Q5, F t1 =uab*, H 5 € 6(1,uab*); t, = a,
H 1 €6(2,a); A t5 = aab*, H 6 € §(2,aab*). WHE Qr = {(2,5),(2,7)}, WH
th=ab*, HT7e€d(2ab*);th=a, HT7€d(2,a); LKt} = auab*, H 5 € §(2, auab*).
R E X 3.1, G =& IFO, BRI S5 R AR A A X R (RF ab* A1 aab*) 5

15



%3 & grig-ZORASAEWINE
FARR SRS I A X BRI (BRI ab* A1 aab*) o SRT0, RIEE X 3.3, G R
PSIFO. XK A, XFRZIRASR (1,5) AN ab*, 3#H XM A NSPP EA W
ab*o FEAU, KT RAEARAXS (2, 1) FOI a, LARFRERZXT (2,6) AWM aab®,
WE A RN NSPP.

o

[S'Tl)]_u’[(z'”]_a’[(z's) b

a2 o en (@0 ?
a ’ b

3.1 BEWL G (E) #1 G (F), B %, = {a,b} B 2, = {u}

i
P

BT ANAZ R R G0 1R WAT A0 e B 2 i), A I RIS A7 AR — 2% 42 mT LAIR
P E AR, X SR AT T] BTG B P R LA AR S gl 3.1 TR . DRI, B 1
PREER AR, X5 H T % X 3.3 i) PSIFO. 75 ZyERE M2, PSIFO 254 IFO,
{H IFO A—EZ & PSIFO.

3.1.2 JEEEIEIR-EIATAEIPEIEE

ANV RAEIERE D AR RO — R R AFREIER RS Q) N EE,
MR ARMEIRES S Qp AT ARV R/ARRAY. XAl 15 2 1 55
UESAR T LA AL BERER S DL o S5 — PG DUR A T —FHRFIRTE O, Fe v it de it it
FEo RPN I AE TR G Q) BUVRIEL M I A & 32 BRI .

fE NFA G 1, B642 ¢0 =5 ¢ — -+ = ¢, WTRLEWMY RN HEAE Govo
XFRLIIEEAE (g0, g0) — (00, @1) —= = (¢0+ Gn) o

EX 34, HE D NFA G = (Q,%,6,Q;) M—AHAFMEIRAXS Qrs, 5% H AL
G*9 [ ARRLE S 1 B 3L, ieAF

G — (Qaug 3. §aug Qaug )’

nsp ~ nspr < Ynspr ¥ nsp,i

H Goo HES: HEIURE Qp FRARAERYARRL SRR, SRJE M Ac(-) 1.

O MR —-NMEEC TR A (ZE) HRRE, MEERNMESA B, 30 FTHEE5A MB KRR
B, BIC = Ax B={(a,b) | Ja € A,3b € B}.
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53 B SRIG-ZORE B
Gens BE SO B SCHER [30] HPARRRE T HEINL Gaos KR K. %1 BB
&I HAEMER G h A REBERES, HROLRTIAR . dERERES KT A3
Bl Gg BIERIE A Obs(Gav9) = (X2, E,, 0049, aned ), H R e SCHAR 2 2
(2-2).

EX 35 OFRES). e NFA G = (Q,%,6,Q;) Ml—HIEREAREN Qp°,
Gaug — (Qaug’ E,(Saug’Q?UQ) ﬂén ObS(Gaug) — (Xaug b 5aug xaug ) H@#Egﬂéj\j

nsp nsp ) <40y ¥nspr nsp,i

CO(G™,0bs(Grss)) = (Qees Xees Oces Qee,i)

nsp

= Ac(Q™ X X2 Ve, Oce, Q7 x {aid 1),

nsp? nsp,t

T

¢ Qe C QM x X RARERS, KB GMRAR B, BE—MRAR
(ZEAMZEAY) FA—ZARASRT (A MAAT) ;
e S={(e,e) e €T, U{(e,€): e € oo} RIS
o Quer = QU x {29} RAIIEIRAE:
© Ooet Qee X Tee = 29 RAZITRRE, X THERRSE (¢, 4r), 22%9) € Qe MR
Hfk e e X, XU
~ W eex,, M
« 2 e £ () I,
Occ(((a> ), Ty ), (€5 €)) = { (a5, 47), 2'gp) * @ € 6(ay,€),
T ap = Oy (Tnapr €), MRS (aed e) TS, AW 0 = 0}
« 2 and =00, 0ee(((41,91),0), (e, €)) = {((a1,45), 0) : ¢ € S(qy,€)};
— W e e Ty, M

Occ(((0is a7), Tss)s (e, €)) = {((ai, 4y), Toss) = 4 € 0(qy,€)}-

HME, CC(G™,0bs(Gewg)) AR MRS ARE AR i — AR FAF XS 17 &
bRid. CCO(G™9, 0bs(GoL9)) HFAF s MIAMAHEIL T G K479, 1A 21 )
LT Gouo fRTAT . MEARERRR, CO(G™9, Obs(Gaug)) HhAEte s sl i il
ST 0 SEINTE Obs(Gav) HhF1ER & LINAEIT .
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%3 E  SRI-ZOIREAEYINE

B 3.2. HUCEEE 3.1 THRINBESIN G, B Qs = {(1,5),(2,1),(2,6)} H
Qr ={(1,1),(2,2),(2,3),(2,5),(2,7)}. HEHE CC(G™,0bs(Gee9)) WK 3.3

nsp
R, R Gowo il Obs(Geve) 4 HIRRAEE 3.1 A 3.2 o, &, RE (2,3)

M (2,5) ££ Gouwg HAEAE, X Z BT ENRAIENE. ffEl, &1 co(G™,
Obs(Ge9)) PR, 5 AN IoR%A 3.2 Prosifil 5 ERoR.

Al{(1LD),(2,2)}

3.2 G RAEREITF BN Gos () ; M| Obs(G249) ()

) 3 (b, b)
(u,€) (a,a) (b, b)
[((2, 1), B)]—»[((z, 3),B) }—»[((2, 5),0)

(a,a)

(a,a@) (a,a) (b, b)
4>[((z, 2),4) ]—»[ (2,9, B)]—>[((2, 6), @)P

(a,a)

(b, b)
(2,7),B)

3.3 G™9 F Obs(Guwd) MIHKBE CC(G™,0bs(G2))
B 3.1 PN NFA G = (Q,%,0,Q:), ML P, ~AMEIRER Q) UK
—HARMEARER Q) G XFT Q5 Qe Al P J2& PSIFO, 4 HACHRF CC(G™,
ObS(GZZ}%)) E':'E/{]/ff'fq)ljiz& ((qMQf)?‘rZZg)? ﬁn% (Qz’Qf) S an )I_\“J 'Igzzg ;é Q)O

WERR. <=7 BT COG™, 0bs(Ge9)) HHEATIRAE (g qy), 20%), %
<QZ7Qf) € QZ’ JI—\“J ngg 7£ ®° Xﬁ?{f%‘:){jﬁj& ((QZ7qf)7$%glg;) € Qcca ﬁn% (QZan) € Q;
H auo £ 0, WEZHL CO(G™, Obs(Gav9)) H—EAFE— kAL

(e1,€)) (e2,eh) (en,el)
(g0:00), 20559) = (@ 0), wgy®) =% - 25 ((

aug

G, Qf)a Insp)‘

R X 3.5, AP EIHE ¢ = ¢ € 5, B (ej,¢}) = (u,€), j = 1,2,...,n,
Hoapgs 20,0509 # 0, xfd # 0. BRI, WRAE Gorig R CO(G*9, 0bs(Greg)) B
MR E X (G X 3.4 R 3.5) , fRE—HKHAE (dq) —> (dhdh) —= - = (¢ q))
G (8 Grig) B B (4 q) € w0 (4 q) € 257, (6 qp) € g, B

18



%3 E  SRI-ZOIREAEYINE

(a5 a0, (4, dh), - - (4, qf) € Qpeo PIIL, 1R¥E G f%E X, G P AFfE—% NSPP
6D ) <D g, TR, A CC (G, Obs(Gaug)) 3 T DAFE] — 4 B
g — qp FF t =ejes- e, HH P(t) = Pletey---el). Bk, GHMT Qv Qr
AP & PSIFO.

‘=7 B GARXT Q3. Qre 1 P 2 PSIFO. A4 5E X 3.2 fl 3.3 5T NSPP
Fil PSIFO H5E 3, W FHAH L ¢ —— a5 B (q.q5) € Q3 FIFTA t € L(G,q),
fE G WAEtE—% NSPP ¢ 5 % . g 5@ P() = P(1), b
(@) (dodt), -, (4. df) € Qps Bt/ = elely-- - e, o IRHRIE X 3.4, 7E Govg P AFAER
Wi i} NSPP
(6o d) 5 () 2 5 (). IR (q ). () (dho ) € Q) 1R
5E X 3.5, 7E CC(G™, Obs(G™9)) b SRIFAE— 2% 4%

nsp

au (e1,€1) au
((Qm QZ)ﬂ I%sp 9) % ((QM QI)7 x'}z’sp g

(62,6, ) (e’ﬂvefn) au,
) e ’ ((qhqf)’xnsg)’

Hrfe; =¢f € B, B (e,¢)) = (u,€), 1 =1,2,...,n, ¢i,q1,...,qr € Q H (¢}, q)) €
xg,sapug, (qé,qi) S xrlr,ﬁpugv ety (qé,q}) S x?gg" —LH:u x%sapug 7& waxifpug # Q)’ T ,SL’ZZ% 7é @
L Rk, M TAERPRE (01 07), 20), & (0,05) € @5 W ) # 0 -

5 3.3. HIEE 3.3 FHIHKAE CC(G™,0bs(G29)). M EH 3.1, FFEE—MIR
& ((2,6),0), IS THH R Bk, G AXT Q5 Qp M P ASE PSIFO.

IR — MO R A A R, PR Qre al LIRS OV RRAI PSIFO
HOETATON 8

EX 3.6, HE—A NFA G = (Q,%,6,Q;) FI— T AR AR A
WA ES Qre, W G HAFR LS T HSHE RN

Gnsf = (Qnsfa Z, 5nsfa Qnsf,i)a
W G HES: B RE Q) ARG (Qp HRIAMANFIES) , RN Ac(-).

EX 3.7 B NFA G = (Q,%,0,Qs) FI—TT BAFR A AR A0 e b 2
%?{'—%X{l‘%/ﬁ\ Zsa Gy — (Qaug’ Z: 5aug’ Q?ug) }Fn ObS(Gnsf) - (anfa Zo: 6nsf:$nsf,i)
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W38 IRIA-ZOR AN B
KK HE E X N—1 NFA

CC(G™, 0bs(Gnsy)) = (Qe, B, 0c, Qei)
= Ac(Q™ X Xpsf, Yy 0e, Q7 X {Tnssi}),
Hrp
o Q. C Q™ X Xy RREES, PN REH —NFEER, B R
& G P —3PRE, BB EATCERR Gy TH—HPIRE
e S.={(e,e):e€ B, U{(e,€) e € Ny} AEFMHITIES,
o Qi = Q" X {xnspi} ARG,
o e Qe x Bp — 29 RALREL, M TAERRE (41, 4r), Tnsy) € Qc FEETR
ffeex, BXAT:
- R eec s, M
« M x,e # 0B

0c(((4ir 4r)s Tnss), (€,€)) = {((qi, 4f), Thsy) = af € 0(gy, ),
I{nsf = 5nsf($nsf7 6)7 ﬁu%énsf(l‘nsfa 6) E%X, 7I|:|<)|_\”J£E;wf = @},

* 2 Tpep = 0 B, 0c(((gi,45),0), (e,€)) = {((:,47), 0) = ¢} € (ar,e)};
— R e e Xy, N

60(((%”(]]")737”8]”)7 (6’ 6)) - {((Qi7Q})aanf> : (]} € (5<Qfa 6)}

B 3.4. BIREEE 3.1 hESIN G, FERGIT, 4 Q3 = {(1,5),(2,6)}
Qr ={(2,2),(2,1),(2,3),(2,5),(2, 1)} B, H Qp ={1,2,3,5,7}, MI1FEIE]
3.4 FHHERME LS T HIWN Guspo FERAS CC(G™, 0bs(Gsyp)) WA 3.5 FR,
Hr Obs(Ghsy) W 3.4,

#oE 3.1, ERUE S 3.7 FHIF R A GBS SR B X 3.5 Mfa kA, Ri= Qp
RN N BRI RG] IR A G M BRI [114] 32, AR et R
R EZIHL (NFA) B RIAZITESSAIE . 5% T BoRAE HAl T B S et g, ml
Z:w) [115]) IR 24075, Bk, € X 3.5 HIERA G2 [30] Prie th 45 M 284,
THEEEDOGIET: € X 3.5 BIFRAE S BN ITE ARG B RS IR
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3.4 G WAEMELSTEIN Gy (L) ; BN Obs(Grsr) ()

'
(1, €) (a,a) (b, b)
(e (a,a) (b.b)
[((2,1),D)]u—€'[((2,3).0)]££’[((2'5)'5)?

(a,a)

(b, b)

f (a,a@)
b, b) (b, b)
(2, 7),0)](—-[((2, 7),F)

3.5 Gaug FFLMEE Obs(Gey) BIFHEEAE CC(G™, 0bs(Gsy))

XFPRIB T AL B IR T AR G IFO 7 Z R 2% B IRES A5 1H 5 4 Ak
AT, XA [30] RO R G S PR RERRIEE I .

EH 3.2, S NFA G = (Q,%,6,Q;). —MEE P —HEZREX Q3, UA
Je— 2 7] AR N RRBU R 2RSS Qne, G 6T Q;’;\ Qs Ml P & PSIFO,
M HAUYRTF CC(G9, 0bs(Grsp)) WHEATRES (a5, 45), Tnsy)s W (01,q7) € Q3
M 25 # 0o

ERR. ‘=" BB T CC(G™9,0bs(Ghsy)) T HMEMPIRE (4, ar), Tnsy), #7
(G,qr) € Q5 W gy # 0o MFAEMIRE (435 45)s Tnsy), WER (gi1,q) € Q5 H
Tnsf 7A @, m\'JﬁijJﬁL CC(Gaug7ObS< nsf)) EPT?T /ﬂiﬁg’fl

(e1,€})

((qza Qz)a x?zsf) — ((Qza q1)’ ‘r'}zsf

(e2,€5) (ensen)
) - 2> 7 ((Q’LHQf)?xnsf)y

Hete; = ¢ € 3, Bl (e, €}) = (uye), j = 1,2,...,n, FHHMRIEE XL 3.7, 29, # 0,

nsf A0,y Ty 7& 0. MRHEE X 3.6 F1 3.7, 1E G (B G,ep) FUIRIFE— KR
4 4 ¢ Sy 0, e qiead i €xlyy oo g € zpgpo BT QU TTLLER
AINNERIRB, Qp = QF x QF ML WO, BT a5, 20y, o @nsy 2T QF T
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B, Qp xappy QP Xl py oo, QP X@psp C Q) ROL. FERE 2) , = UR(QPNQy),
AL 25, NQ # 0 chz El’mfﬂQ"s W (qi,a)). (@, q1), - (d;.4y) € Q) BRALo
BRI, B s gl 2y ¢ f&—% NSPP. B4k, 1E CC(G, 0bs(Gysy))
HAEAE— 2R AT i — qp, Foth t = eqeq - e, 113 P(t) = P(ehey---€). I,
G kT Q;‘;\ Que 1 P 3% PSIFO.

BB G KT Q. Qe P & PSIFO. MR#EE X 3.2 Fl 3.3, % hr
f (%C]f) E Q5 *Dﬁﬁﬁ t € L(G,q), & g SN qr, WHE G HAFFE—2% NSPP
¢ g L s g 5 P() = P(), W (¢ ), (dhh)s - (q,,qf) €9
Ht =eley e ARIEE X 3.6, TE Gop FAFAEANE] NSPP ¢ A, q, B RN
¢ WH q;.,ql,...,qf € Q3. MRS X 3.7, £ CC(G™, 0bs(Gry)) T ES
1%

(61,6’1) 1 (6276/2) (envez)

((%’a%)vmgsf) — (@i, q1), 7p55)

((gi, af)s Tnsy),

Hrfre; =) €3, B (ej,€¢)) = (u,€), 1 =1,2,....1, ¢i, qu, ...,y € Q H g} € T
G E Tpgps ooy Qf € Tgpo A, g F 0 an g #0, o, gy # 0 KA. R, X T
/fflfﬂ‘;{jiz& ((Qian)7xnsf)7 ﬁu% (QMQf) € Q;ﬁ IJ_I‘IJ Lnsf 7& ®° 0

5 3.5. FZIEE 3.5 PHIHFRAE CC(G™,0bs(Chayp))o TEREBINIEAE R T H
PPRES . B, iR 2 H 3.2, G 22 PSIFO.

EREEDEEE 3.1 M 3.2 AHEA TIRUEE X 3.1 i TFO, AN Gt A Gep X
R T I RAAE A ML P AERR SRS IR A o ot P, — SR Fh sk fih sy
SHEADL & AR AR TT RETE Gy R Gog FBEMNBR . SRTM, AT AR
MY — A2, SR T R AR IFO Hm U IIE s . BRmE
IR PESIHTIE 2 WEL T 45T

&3 3.2, IRARE X 3.6-3.7, Wik CC(G™, Obs(Gep)) IR IR O(|S]|QP219F ),
RUABERIAE L A Q22197 T AR |2[|Q] x |Q[22!9F T ANAFIT . HEHf b
B, CC(G™,00s(Gysp)) FEARSHIBITHE I T HAMAM G AR
LR, X5 G PARSTEEAARE. B, 2 Qre WA N RARER, @i
SEHE 3.2 IRAE PSIFO MIEEYE CC(G™,0bs(Ghy)) MR/NELMIERR, B
O(|Z]|QP2197° ). Zfuith, Jlid e ¥ 3.1 Wi — & Qs 1) PSIFO MK JE AN

O(|Z[|QP21%) . EMFERIE, |QF| <[QI A1 |Qp° < Q) R, 1 Qp WK
N AERRBUN, PSIFO BYSGUE AT LLZE SE AR B FE B0 R A 58 . BEAR, 2 Qre Wl LA
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35 IA-ZORESARER
TN RIRB (B RAEA) B, TFO BIBAIE R 44 4 O(1%)22190) (3R O(|x]219F))
o BRI, AHEL T IFO, PSIFO & — A H 2 A RMd, IF B RA S S 5k 7 % . 1X
S A B AR SR RS AT T ik

3.1.3 MiEEE (£8) SAEPHIEHERESER- LIRS EBRERTLY

ANFTE BB CCER [30] AR R A S AFE M (Strong Current-State
Opacity, SCSO) FI5EFIZAFEBYE (Strong Initial-State Opacity, SISO) HIRER,
SRIGTHEEAN1S PSIFO KRR

—NFA G = (Q,%,6,Q:) WINARZRXT —HMEIRE Qs C Q. —HAEFE
RE Qns € Q M—ME P IRASAEHN (BORFIASAE AR , RN T Frf
¢ € Qi (B ¢ € QinQs) MITE t € L(G, q;), 2 6(qi, 1) NQs # 0 (B 8(gsi, t) # 0) I,
T IEMEBEBE® ¢ -5 ¢ 8 P() = P@t), KW ¢l € Qi (8 ¢/ € Q; N Quy)
HqgeQ-

AHERFHISE S, SCSO Al SISO # /2 PSIFO fHrpl. S B fARRL, 22T STk
[17] HHIEER, BT RE Q) = Qi x Qs Al Q) = Qi X Qe FTLLKF SCSO [r]@lf%{t
4 PSIFO . pbAh, BB E QF = Q. x Q Al Q1 = Qs x Q ¥ SISO [ %
N PSIFO . #ef)ifiii, SCSO 1] LLEAER PSIFO HI—/MR#], FHhwiasxy
GRS R . R, SISO AT LLE R PSIFO 5 — AN, &S K%
fEM .. SR, EAMRIARE, 8 T RENHN SIFO S5 SCSO Al SISO B &
AHTH . X EIRFE SIFO HIIRIIE A — A~ EL Bk bl 1 1 il

3.2 EYR-ERIRTSAERE

AT LT — A RAERE T PSIFO MRS, Bl NFA [5815-4£ S IERR
M (Strong Initial-and-Final-State Opacity, SIFO) o Ak, ATTIEFEH 7 AH B 15
TV LA SIFO 5 PSIFO Z AR & .

3.2.1 GRS AREBPHERITE

BT NBRIEFLZ X 42 (Strongly Non-Secret-Pair Path, SNSPP) HIHE® .

EX 3.8 (SNSPP). 7£ NFA G 1, B1% qo = 1 = --- = g, BiFRA SNSPP,
WEREWHRE LT &M X TA j=0,1,...,n M k=0,1,...,n, WH ¢; € Q;, M

® 76 NFA G, =% ¢0 =5 1 =2 - 5 qn PRNAEE R, W ¢ € Qus T 5=0,1,..., 7,
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(g5, ar) € Qp° H j < k.

FEX 3.9 (SIFO). #5%E—1 NFA G = (Q,%,6,Q;) — M P — AR IREXT
Qs M—HARFEIREXS QpF, G BINMX T Q5+ Qp Al P R 5RIG-2REAE
I (Strongly Initial-and-Final-State Opaque, SIFO) , WERX T A (¢, q5) € Q;
R ¢ € LG, q;), W2 qp € 8(qi,t) OB, 17762 SNSPP ¢/ - ¢ 113
P(t) = P(1).

B 3.6. VREIEI 3.1 LI AN G, XA, % Q8 = {(1,3),(2,6)}
M ={(2,2),(2,1),(2,3),(2,5)}. MRHEEX 3.1 M 3.3, G Qv Q° A P K
ER T & (PS)IFO. 210, B AR SIFO, FAKE 2 4 1 % 3 % 5 alhgs
TR R BEIEIRERT (1,3). EER, RE 1 2R FEHRLLTMYEREL—, |
AR IX SR BRAT (D

A — DL BB RS, @8 NFA, Hp/CH 2 @it 543 5 (iE[E
RRINHARY T e SR 6 IBEMRE . SR, EA/NORRER TAREE 1 S5 3 @
B . Bk, IX3EH T PSIFO SRk, 5l HH T8 X 3.9 « Mg XL
3.1, 3.3 f1 3.9 ATLMRAE Z Mt T, Wk G & SIFO, AP A B (PS)IFO. 4
i, JRZ AL o

3.2.2 3EIG-LRIRSAIEBIERIISIIE

5Z AT ORI, SRS R NPT 2 Qe R IREER, LUK
2 Qe ATLARIR T R /RBAN o 22 i i B B v ) 22 4 R R B i (96 IE R
AP AT, LA A IR, $RE PTG 8 R 8] i B AR A SE R
B LT AT RERT . AT, IR AL e R (Depth First Search, DFS) oy 6]
A LALARE R A LR BT T g 42 . DA dndifiifl 1 Rid AR, e 1 E X
3.10. XA REAIE R AR B, BRI mE . 1O, X HUR SNSPP HIHES A
G ¥ s G,

ER 3.1. WRAE G HAFFE—% SNSPP qp 5 ¢p 25 -+ 25 ¢, JHAVUERY
FEAZIHL G FAFAE— RIS RLIK SNSPP (g0, g0) — (g0, 1) = -+ = (do, Gn) -

Rk 3.2. KR NANEG E IR Z A B AFAE — 2 SNSPP A BLRIAE VAR S8 IX A AR
A NAFE AT 2K A B AR, IX R T HL R AR 2 SNSPP.
O B RGBT
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903 E RIG-ZOREAE Y
EX 310, 45— NFA G = (Q,%,0,Q;) F—AAREREH Qre, i R AT
BXTHEIHL Gavs' = (Qaus!, 2, 50us’, Qped ) WBIE N Goug RS R T AN i I
L[ SNSPP 2k PR L HAH AT 15 2

fUORE Govo rhidid 2/ —2% SNSPP AlARPIRES, IR Govd's #EJa%H,
HMRGE X 3.5, M3 RALE CC(G™9, 0bs(G2')) »

#E 3.3, X 3.10 FHHIR AL T, ROV R RE AT DR Syt i A8 ok . B
T2, AR E X 3.10 PERAERITHE SR . AR, 1E GLg M
A2 B IRAS Z 1B 1 i A il B AR AR AT — IR DFS. DF'S 3 [ A fig 2 22 4K [0l ] 211 5
AR, BONEAERRERAF S5 Bk, RIEN:

O((1Qp°1 + 1@y x QII%]) x P), (3-1)

Forbt PRI N A2 I R . Gy R A RURAE Q] % Q[
AR [QeP|S], B Gog (8 Gevo) i — MRS HUR ISR 5 M G b
AR R B MRAER — MU . TERIRRSILR, P L F AR,

Q-1 ns
|Qp | -2

Forp kR BRACHIACRE . SEER U, KRB RS |Qre| — 2 MRS it k-1
MAFRPRESE RN . MENSEKKERN Q| — 1, FA G RS G 1l
FHF) . 7EIRTEHTA A LB AR e, A AT X L 1] L B A TP R TR A /E — 2% SNSPP, H & 4%
BN

O(|Q:||Qp°| x P x (k+1)%). (3-2)
B2, WiEE X 3.0 I G’ B RERTRN 1Qi]|Q| LAAX (3-1) MIAR
(3-2) AN, BUAAEAE |Qq]|Q AT mi A0 H AR 4L A

EHE 33, 4E— NFA G = (Q,%,6,Q:) —M&¥ P. —HBERER Q) Al
—HAMERER Qre, G XS T Q5. Qs Ml P s SIFO, 2 HALX T CC(G™,
Obs(G2v9")) WHEFPRZS ((¢1, a5), 2249, W (g, q5) € Q5, W 229’ £ (.

UERR. AT IXAMER 52 3.1 WERAZRL, nr st s & e X 3.5+ 3.84 3.9+ 3.10
AR 3.1 3.2 REMNIES, KA. O
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Bl 3.7 HREREE 3.1 AL G, R, B Q) = {(2,6)} M
Qr ={(2,2),(2,1),(2,3),(2,5),(1,1),(1,3),(1,5)}. FH, B 3.7 hfgm 7 I KA
& CC(G™9,0bs(Gexs")), Hort Obs(Goed') Wl 3.6 P TIER, BLp Gug
Gog ISR RARE I RES (2,1),(2,3), (2,5) MAFER BT Qs HAETE (1,1),(1,3),
(1,5). RE ((2,6),J) LRIRE ((2,6),{(2,5)}), B RINHLRS T FEZE . PRIk, AR
e 3.3, G /& SIFO.

b

v
[av P as Pas ?b
(ev P ey Pes ?

3.6 MRAIEMEERF A Go’ (%) ; WMEE Obs(G2s') (F)

nsp

{(1,1),(1,3),(2,2)}
a

(1L,1),6)
(u, €

3.7 G 5[ Obs(Ges) BIFH KBS CC(G™, 0bs(GLd'))

nsp

BUEHRE Qps W LI N RRARI ) SIFO 481k
EX 3.11. 4E— NFA G = (Q,%,0,Q;) F—H AT LR R N KRB AR
BIRAX Qe EB’HE& BETHII Gy = Qe B, 00y Quspa) AL
Gy BBRFTE JCIEIEIS W) SNSPP 214 B’Wz*&ﬁ*ﬁa&ﬁ’ﬁz ﬁﬁﬁ%ﬂﬁ’]

KT RTR L, R Gsp IS Z /D —% SNSPP Al IAKPIRES, Wi f3
B Gy 12 Gy, HEEX 3.7 HFERTTAMIE CC(G™,0bs(G),p)) o
B 34 HE—A NFA G = (Q,%,6,Q:) — M P. —HMBIRERX Q5
— A LRI N R R SRR ZOIRAS X Qne, G AHXT T Q3 Que 1 P J2 SIFO,
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HHEHXT CC(G9, 0bs(Gh, ) BUEMPIRE (43, 47), 0sp), WA (ai,q5) € Q5
IJI‘IJ x/TLSf 7é (b"
WERA. ZUF Mg A g, o E 5 e 3.2 MUEBI L, JF B rf LB 45 & E X 3.8
3.9, 3.7, 3.11 AR 3.2 SRBMHES O

Bl 3.8, FHXFEER 3.1 TRZMESN G, Hh Q5 = {(1,5),(2,6)} M Qp =
{(2,2),(2,1),(2,3),(2,5),(2,7)} 561 3.4 FHIHF . I KHE CC(G™,0bs(G,y))
Wk 3.9 PR, Hd Obs(G,,,) sfER] 3.8 o JURE 2 BPRZE 1 1A SNSPP,
RIS 1 AE G, e IRIEEE 3.4, G ANE SIFO.

OO
~{r”

3.8 Gy MR RIEMBESTEIN G, (L); BMF Obs(G,,f) (T)

(u,€) (a,a) (b, b)
a[((l.1),{2})]—{((1.3),{2})]—vi
(w€) (a,a) (b, b)
[((2, 1), {7})]2{((2, 3), {7})]2{ ((2,5),0) ?

(a,a)
(a,a) (a,a) (b, b)
»[((z. 2), {2})]“—“»[ (@9, {7})]“—“»[ (2.6),0) ?
(a,a)

(b, b)
(@)

3.9 G H5HMF Obs(G,,,;) MFHEKHBE CC(G™,0bs(G),;))

TR, 035 CO(G™, Obs(G, ;) WV S AR REAE AR I, R 45 L T
Hiils CC(G™s, Obs(Gong')) WSLAIE. SRREN G, WHIESAES Gog' (K

nsp
EE R
3.2.3 —PESHHBRIE- LIRSS HISIESX
PLUR A R 7R BT PSIFO Al SIFO 22 8] FZEM 4

AR 3.3. 4 MY Py AREIRESN Q) A AR LIRS VTR KRB AR
FEARZSXS Qe RS g € Qi = q € QI AL, W NFA G AT Q5. Que #
P & PSIFO, & HAUHEAXN T Q5. Que 1 P 32 SIFO.
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%3 5 GRIG-ZOREAE I
WERR. ‘=7 BB G AT Q5. Que Al P& PSIFO. MR#EE X 3.2 M 3.3, Xf

FHA (gq5) € Q5 FIFTE t € L(G,q), 3 ¢ - qp, f7fE—% NSPP ¢/ -5
¢ S g (13 P(E) = P(8), KR gl g € Qi B = eleh el
BT Qp WUZTRAH KRB, Qr x {d.qi,- ... ¢;} € Qp B L, 1%
q€Qi=qeQr {d} x{d,ql,...,q;} CQp WL, K ¢f € Qi = Qp* B
M, {q)} < {d) jyrs - a5} € QpF TOLe W g = ¢, @ors - - 4 (4 @) € Q) K
S, Kb g € Qo At TE X 3.8 F13.9, NSPP ¢f 5 ¢f =5 -+ 5 ) BR—%
SNSPP, X ZEME G & SIFO.

e fRFEE X 3.3 M 3.9, HEIEWY Qe LAFRIR A RARBIN, —%
SNSPP ¢y -5 q1 -2 -+ =% ¢, 2% NSPP. #&F ¢; = qo, RIEE X 3.8, %}

T Ek=0,1,...,n, (g0, ) € Q) HBEROL. K, G /& PSIFO. O

MRAEVERT 3.3, ATLABIRA I, HARMEX LS Qr Al IR NEH R/RHR, I
HLRIw 2 415 561 g € Qi = g € Q7 I, 5B 3.2 MR FRIA th n] EARTREAIE
SIFO.

3.3 FEIVG

7E DES H, IFO 2% KA R AW EEW R 2 —, RENH T HLHAHE
AR PSIFO Hl SIFO. X SSHESLE &P R H s rh, W8I0 15 RS 2 F ek
R, AT EEMIRE R . MAh, ARESEH T A RS, XA AR
g IAEIX PRI SR UG- ZOR B AE A ME . PSIFO HIMGAIE 75 BB E g E 2, HARLL T
IFO, MXFTEK. SR1M, SFF—MH NFA, 361F SIFO MEREHET . Kk, &
T T NSRS SIFO iR aiE. Ja, AFER T M SCSO Fl SISO
F| PSIFO A2, iEB 7 PSIFO Al SIFO [ 5 B F1H i 14 .~ — F2 4 5T DES
i RG e A VER S — N BT G SO, I R AR R B 4R G 0
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F41E EREEFNIGR ISR
4.1 BEFESRYIGR IR

ARFTHEFIER AT HME (Critical Observability, CO) FIHE R, J£#¢ H HAE DFA
MEZE R G S RHERGIA . CO MIARHER LI T

EX 4.1 (COBY). —/~ DFA G = (Q,%,6,q0, Qn) X T P: ¥ — X X
RESE Q. CQ 2RI (CO), HHAYX TR —1 s € L(G), #A

0(qo. P [P(s)]) € Qc V 6(q0, PT'[P(5)]) € Q\ Qe
HAr (1, P~ P(w)) = Upep-1pw)

15 5% AT 000 e P AR 8 2 SR A 205 78 2 G0 AT ArT W 25 SRS R B 0 B 1 ) M 3R

ER, CO 5—MECNERSM (Normality) F2E 15 S MM 2 BAFERER . 7]
asMn AR K = P PE)NLG). BT K C PP(E), BE K C L(G),
FiblEERR K C P P(K)|NL(G) B Ha)iEil, HaMAG RS
FNULTFEE KR

PYUP(K)NL(G) C K.

A, HAREEMAEHEN ST AR RRAEA, ERXFERRF, FEEENT
PLFHIZER R R (M ERBEERRAT) :

Vs,s' € ¥, s € L(G)ANs' € KAP(s') = P(s) = s € K.
M R SRR AT
Vs,s' € ¥ s € LIG)\ K As € K= P(s) # P(s). (4-1)

REWRE, HEMEERN T RGLERIEEND TS (—MELEN, B
AR Ar) | MAEWEE I X 7> Ef]. CO ¥ KX R PiRMT MR
REERAEREE . JR1M, CO & MRS MIMER, HAp SR BRI O IHEIR
&%, AR, DFA [ CO Al RASEanilid A8 5 YRR ZIE, 2V FERILT H2S
P, B A TSR A
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84 B R RGN ST LI A A
EX 4.2 (BESHAATWMME (LCO)). FiES K C L(G) C 2, #

K = P'P(K)] N L(G),
MFR K AXF L(G) F1 P2 X — 5 R2EFIRATIE (LCO) .
FEHESH YL, CO AT LLH LA T 15 5 2

w41, WG =(Q,%,0,q,Qmnm) N—1 DFA, Q. C Q N—NREREE., & K

A—HFFFE, FXN K ={s € L(G) : 6(q0,8') € Q.}» WIS K (A1 L(G) \ K)
KT L(G) A P J& LCO H{HNY G KT P ¥ - ) M Q. =& CO.

JERH. VFEE |, 4T DFA, CO By XA PLE 5 yin M.
Vs, s € L(G),0(q0,8) € Q\ Q. Nd(qo,s") € Q. = P(s) # P(s). (4-2)
WXTT K ={s € L(GQ) : 6(q0,8') € Q.}, ZL 3 (4-1) F (4-2) ZHEMHI O

ATLUE RS PIP(K)N L 2 BEETE L HoRAE 2 TN (8] Y 3G E LCO M,
WAMS LCO FIXAET, HWEMAH T K fRrgk e, m LCO HEMH K.
Rk, PR HEW AT

HIL 4.1 WG =(Q,%,0,9,Qm) N1 DFA, Q. € Q N RENESE, 13
K ={s € L(G) : 0(qo, ) € Qc} RAAMEM. W K KT L(G) F1 P: ¥ — %
WS HHENE G RT P M Q. 2 CO. O

(EARERIR, @ 41 0T K = {s € L(G) : §(q0,5) € Q\ Q) BRI &
i, /£ NFA FHESE R, X —ar B AR BOL. 9T B0 4.1 3@ i T 3R i
% & LUl

f5 4.1. FE— NFA G = (Q,%,0,Q:,Qn), HH Q ={0,1,2}, ¥ = %, = {a},
Q: = {0}, AKBEANAIE 6(0,a) = {1,2}. # Q. = {0,1} AFREIREE. W G A
& CO,HN1eQ.H2€Q\Q.. R, IEF K = {e,a} = K = L(G) B LCO,
HAREEMN. EE, 5T NFA, CO ZiH LCO.

MWHEEMEA LCO KE LTI EFH, K C L(G) KT L(G) Al P: & —
SERREAMN, BHMNH K KT LG) 1 P: ¥ — XF & LCO. HTH S 2EEE
B RIRTA A e W, Bk KOREASRYS HACY K B WA, A0, K 2%
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B E HACEER LCO, By LCO FEARAETE 5 WATS M6 L LY. ,
WA —EL S LCO, Z WU TR,

5l 4.2. WY = {a,7}, 8, = {a}, L(G) = {ra,ar}, HH K = {ra,ar}. {EXH
HEOLR, BT K = L(G), 8% K RHELSH. 2R, K A2 LCO. X2 NEE
s=afls=ar B, P(s)=P(s),H s e KHseLG)\K-

F—J5H, HAEENZ, LCO A—wam & HAstt. RAEY P HP(K)
L(G) ZAEMIRIEF I, LCO AR ReZE &AM, 2R, X — %M IFAREEH, K
N—REUR, A P-UP(K)] N L(G) C PLP(K)|NL(G) oL JRIA S KER
WA P UP(K)] Fl L(G) RAEMIEIE S A KoL, Hitk, %S LCO, B2
YA CO, fE—M (RIS E) MIES FRAIE. LURARHIRE, LCO A

G S

L

\

—_—

AN

A

f5l4.3. XX ={a,7}, %, ={a}, L(G) = {r,ar}, 3 H K = {a,ar}. | K & LCO,
KN PUPK) N L(G) = K. XM, K RREFESK, RAFETHE s=cc K
Ms =reL\K, H P(s)=P(s), X & T #SMHRER,

REGE M, BEITHEME, LCO TEIET MIHE TIRRE. Bk, BUF 5B
3o
SIFB 4.1, W K, C L(G) C Y T il @2 MEERESE, HXSiEsmmt
T L(G) M P X" — 57 j& LCO. W U,; K; #X T L(G) ™1 P #& LCO.

MERR. IR AN TR B R AR o O, PR
SPUENNLG) =P PE)NLG).
i€l el
T FAER i € I, P7YP(K,)) N L(G) = K; KoL, Bk U, Ki & LCO. O

—ANEEWGERZ, N TR K C L(G), HME— R KIm AT W 515 5, P
A (L)CO THEFRIHE, BEMFE. A, IMTESAERUWN. HT M
IAPEARH A — PR AERTZE P B L€ U, LCO FHANZE & AT, W T 741 .
Bl 44. % % = {a,b,7}, B = B = {a,b}, L(G) = {abr,7a,7b}, H K =
{ab,abr, 70} = L(G) \ {e,a,7,7a}. FERXMIEHT, K 5972 LCO, (HEARZH
W X—SRHE, WNEE s=cc KM =7 K, ffsa=aec K AH
sa=71a€ L(G), H ra ¢ K, ItH P(s) = P(s') = ¢
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54 % B RGO A
BT RB] 4.2 HEE S R SR, BT, #eT B 45, LCO M
AR 2 AN AT EL Y

42 RXWE, BESHIERIMFESITE

FETRAE R B UE DFA MRSl 4.1, 08 (BARocHE) RS X
BE K (BEEXEIES L\ K) AT EH. AR5 E I flE e A o Ik
RHE) IR (&) T4, TR DAt oRsE (JEK%
) IRASEE, fEIX S8 DFA w1, LCO 2505 2, MifEfE CO.

255 —/ DFA G = (Q.X,0,q0) AT L = L(G) M—HKHRE Q. C Q-
W Qm = Q, MW 4.1, G KT P Q. & CO ¥HNY K = L,(G) £
LCO. 4R, fr i 58 Mk, B G 56F P A Q. /& CO MHAMY L\ K &
LCO. T DFA, RHIX A AN 7R AR CO A 1, BRIA I 2 T
B E W E S P AT TR IR, TR T AR OCEE S AT Re 2 = A A NI
HfE, Wontl 4.6, )R 2788, HT DFA ) LCO 5 CO 25y, ASCH A FEM
WS, B E LCO, FPE K %T L Ml P RXKIGRATWFIES (Supremal
Critically-Observable Sublanguage) 1/ supCO(K, L, P).

NTE DFA Fffifg CO, FHEH5 supCO(K, L, P) B supCO(L \ K, L, P).
XMW K & “BIEH)” LCO 1EF, ATLUEAMWIN T . RS LCO AR
NRRE. BRI W K C L(G) C X% i e I, BMXT L(G) f1 P: ¥ — ¥ 1) LCO
B, W Ny I BRMMT L(G) F1 P ) LCO IBE. XEWEBRIE K I
B MR T MEBIES (Infimal Critically-Observable Superlanguage) , icfE

infCO(K, L, P) = inf{M D K : K /&M% FL fP ] LCO},
EETHA I A TIEE S S, BRI
e 4.2. supCO(L\ K, L, P) = L\ infCO(K, L, P).

IERR. 27 8K, L\ ifCO(K,L,P) C L\ K. FUMIEFIEY L\ infCO(K, L, P
XS LA P& LCO. T infCO(K, L, P) AHXF T L 1 P /& LCO, M¥ i
4.1, ERFEEEZ LCO.

“C7 BAR L\ supCO(L\ K, L, P) 2 K 2 infCO(K, L, P) JR5%. BRI FE
B L\ supCO(L\ K, L, P) #%I T L Al P £ LCO. fF supCO(L\ K, L, P) A%

32



54w PR G I AU A e

T L F1 P 2 LCO, R 4.1, ERIFMEHZ LCO, O

SR, X EEACAE K B BRE A — 5 AT Ladad i B sl Se oo DAL, Eﬁ%gﬁ“ﬁ
supCNCO(K, L, P) 8 supCNCO(L \ K, L, P), IX%ER] GeAN— 5 A& BT 2K A5 [
B, supCNCO(K, L, P) RsMlxf T L M P (1) K BIRRCK AT S Al 501
=

W (2] PIRA T ELARTEE PTG R OR B A A AT 4% 116 5 SOk S, 1B
G it supCNCO(K, L, P), W5 4.1 FiR. Kﬁ%*‘f@tﬂﬁ 1&&%&3 G 2
FEXT T P BPIRZA S X B3Il (State Partition Automata, SPA) @, 1X &2 il it 4
G =G | Obs(G)? KLIE. AR, Hik 4.1 Eﬁ[@o\%ﬁ}ﬁ@m, iy tH 15 S 1%
KPEH [117] H )51 HE 2.1 fRIE.

B3k 4.1 W5 supCNCO(K, L, P)

I iv*ﬁEL:L( ) il DFAG (Q,z, : 0 Q )
L(G).
W 7185 supCNCO(K, L, P).
1 IS Obs(G) = (Y, %0, &, 10)
2: é\ HU 7 /\E':‘ HO (X0727f07-r07Q0,m)7 i’& 1= 0o

o TIHEME: XE = X, \ {z; € Xy | Fsue € EX. 1 0(4, Sue) & Xi};

o HAM: XN={n,eX,|neyeY yCX}

o IRFAIMIMYE: X0 ={m, e X; |1 €yeY : yCQnVYyCQ\Qn}
4: 'H“ﬁ

X =XNnxN¥NnXxo,
fi=F1X70x nxeee,
X =Xim N X7 N XN N XTC.

% Hi = Trim(X], X, fis @0, Xi )@
if Lm(Hz-‘rl) = L(Hz-l—l) - @ then
return supCNCO(K, L, P) = 0.
else if H;y; = H; then
return supCNCO(K, L, P) = L,,(H;).
10: else
1: Ai=i+1.

12: [A[FZBIR 3,

O WRAZHL G KM AR PISREE2ME, ZAENIRZEN, N G BEANE SPA.
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Bl 4.5, BEEL AL 41 FBIR 3 AT AR A S R Ui A 4.2
(BIiH5 supCO(K, L, P)) . HEWE 4.1 (&) Finill DFA G, HRHIRESEN
Q.= {5}, WA 4.1, % K = {s' € L(G) : 6(qo, 5') € Qc} = {cc}, Wtk Hy = H
WK 4.2 () . 558 1, 5k 4.1 MERNEE Obs(G), WK 4.1 (4) Fins.
T (i =0), TME X0 = X} = {1,2} M X{,, = {5} n{1,2} =0. &
I, supCO(K, L, P) = 0. HFE, R 4.2 % K M L\ K B, aJLU4E3 T
SHEfE, B infCO(L \ K, L, P) = L\ supCO(K, L, P) = L RN AE<8EE 5

HRAE A 4.1, supCO(L\ K, L, P) th/& CO. ##% L\ K = {crc,car}, %
Hy = H, W 4.2 (f) Fis, WWHEAME. 5% (i = 0) IMHAFH X{° = X =
X4, =1{1,2,3,6,7}, \ififd3] supCO(L \ K,L,P), tn& 4.3 flos. KMElth, #RYE
il 4.2, A infCO(K, L, P) = L\ supCO(L \ K, L, P) = {cc, cre}, iX 238t 38
AR AN AR SCBIRAS 153 B (0 i

DG (]

{6,7}

41 #HE I, =3, = {a,c} B DFA G ; MIE Obs(G)

A
T N N
O (——() ~=G]
N o/ o/ XX
¢ “//E\\‘LH//;\‘
o S

42 M K L\ K JFRAY DFA

5 4.6. ELETFRMEH G M Q. = {5} KU supCNCO(K, L, P) HyitH, Hr
L(Hy) = Lyy(H) = K = {cc} 1EREIE 41 BN, % (i = 0) iHHEMEK
-

={1,2,5}, x{" = {1}, X§° = {1,2},

@ fT | Fow “IREIT”
@ F5 Trim(-) s vl Vs ia) 40 ALy 5 8] 1 55
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7N\
(3)
T N

/

7N ¢ /X
({ ) (

N/ xz,{/\

a Jf;:<\\\ T J//;:;\\\‘
(( (( ),

A\ Y \\

o

43 supCO(L\ K, L, P) (82 supCNCO(L\ K, L, P) = L,,(H,))

#e L, (Hy) = Ly, (H,) = supCNCO(K, L, P) = ().
IAE, AR A 4.1, AT L&A L, (Hy) = Ly (H) = L\ K = {crc, cat} JFA,
W 4.2 () Fos, IWEXHMEME . % (0 = 0) THEMTE K-

X¢=1{1,2,3,4,6,7}, X} = {1,2,3,6,7}, X9 = {1,2,3,6,7}.

WUR 4 F0 5 BE Hy, W 4.3 FiR. £28 (0= 1) 81 Hy = Hy, W52
supCNCO(L \ K, L, P), & 4.3 FizR.

43 EREREERRAMINEE, E5HIaR IMESHRNES

AR RGL =7y L SERENE A PTIE . $5F R/ INTRE 7 P
TEOLA A BEox R B VAN 22 R AV o

43.1 REREE

HAEBEFNRBAGIES L @A HSEHRRIES K, C L, KER. 4
A ||, G FIREERSE SR <, Q. s, Hd Q. C Q;, IBATTLL
13 2HE N R EBRE K, AT RS Q. Z LM SRR rES . B —7,
XTF—PRHRAEHRRGES L AN—M e K, Kt K C L, BE K X L
AP EI K Im AR 118 & Kon N supCO(K, L, P).

FHIVE K /P2 supCO(K, L, P) 8% supCO(L\ K, L, P). X% 5 Al
WHBRRA =N TFER S, i =1, n AT ER O T X E F# AR
IHREITE DL, WEZ BN —/NT) .

AT BRI B — A ) R A E A4 25 A AT LR OR DA T 25 20RAE

supCO(K, L, P) = ||, supCO(KZ-,Li,Pf’O).

NI, MRS L\ K ARRIRHE 7R, B L\ K f{iidh K. 8% L\ K =
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54w R RGN ST A
limy Pi(L\ K) 2R3 (R FREN /NSRS o fi@tk) | H P(L\ K) &
AN Kio EX 2.1 ] MOC XH#EIZA BRI EE y FUEBI AT A 2L R
A LT 5 2.

5138 4.2. FE— ALK DFA G = ||, Gy, H L = L(G) ML, = L,(G).
RL TP PP i=1,...,n+ MOC, W] K C L,, #iX}-FL MP & LCO &

2,09

WRH P (K) AHXS T Pi(L) AP, #5& LCO.

IR ERRAREM T HEEHE T KRAP(K) 2 (P,) '[P, (P(K))] N P(L).
' € (P,) P (P(K))NP(L). MAFHEs € K C LAERSt € (B,) '[P, (Pi(s))],
MR RN P} (Pi(s)) = Pl (t). ¥ MOC M, f7fEs € L 3P (s) = ¢
HP(s) = P(s"). ¥ K ) LCO ¥, s € PY[P(s))NLC P [P(K)NL=K
. B ¢ = Pi(s) € Bi(K), IEEE, O

IR 41 BEIEFK, C L C Y, HA L, Zargmam, sSSFi=1,...,n Hn > 2.
ESXUIEK = |7, K; FIL = ||, Lie WIBLF 250 R0
1) supCO(K, L, P) 2 iy supCO(K;, Ly, P,)-

%,0

2) MARP(L)=L; HL XTP. P MP;, =2 MOC, Nl

supCO(K, L, P) = ||, supCO(K;, L;, PZO)

WERR. N TR, K supCO(KG, Ly, P,) 45N supCO;, ¥ supCO(K, L, P) i
5N supCO.

N BN 1), TEIEM |, supCO,; X T L AP & LCO, FNIX EWE|",
supCO, H5 fEsupCO(K, L, P) . TAEREHb, 7T DAHEH LR A KR

iy supCO; € PHP(|[iL; supCO,)] N L
C PH(liy Pio(supCO,) N L
1

= [y (P,) ' [P, (supCO,)] N L
(Pio) " [Pio(supCO,)] N iy L

= |Ii
- =1 7,

= [y [(P,) [P, (supCO;)] N Ly

= ||zn:1 supCO;,

XUERT T ||, supCO, & LCO.
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54w BIHUE R GG S AT W AR
NT S 2), %MP(L) = L; AL & MOC, LA 5 # 4.2, —[FZ£H P, (supCO)
X P(L) = Ly MP;, & LCO. K, X ¥4 =1,...,n, HP(supCO) C supCO;,
MifisupCO C ||, supCO; . O

MR EEMPAE R DEEMNGI B 2.1 FEH 4.1 th3H, #OEing 2.

IR 42 WL =X, L, NHETEMAEIES L, AR RS, KL, & A&
FREY, B TFi=1,...,n Hn>2, WK = |, K;, B K, C L; M. W
%R(L) - Lz E‘ES - E07 )I_\“J

SUPCO(K,L,P) - ”;LzlsupCO(Ksz?Pl ) Il

i,0

iR EARE 7 SRR N — AN AT A S HEE S AR ARG (AT 4 i i AR
KEIET) , WAK (BL\ K) IR LCO T8 A ORFF AT 0 fif o IX0 T-7E B 8
4.3 ZJERBEIUL SR G R AR EE R E AT DN AR 0] LCO 5
THIR, Xk HRERTER A AL 1 i RIE.

PULE [9] 3138 i W8 B 4% 1) 22 GrsupCO (K, L, P) W) . [BUB— R, 59k 4.1 i
FTARCORATEE . H S AIE A ATME FsupCNCO(K, L, P), 1IX 0] AR AR N LE B A ]
23 AR T U ) AR OO0 A BRI S R () e R VR T B RR . — N L )
FEAT 2 %A FsupCNCO(K, L, P) W] LI BEEAL Hi B 23 supCNCO(K;, Ly, P} ), (i =
L...,n)A(n>2) B

EERE, N TH CO JTHMHERVFRE (ARSCH R 4.2) A %7 H )
BONVERIE ([38) FHHE#E 8) Sl T s R VPRI PESS &, LU e BAE 1
XL 2% A0 Jey 3% il — 2t (Local Control Consistency, LCC) J& 4, 2L [118].

EH 43, WT—/MEEHULH DFA G = |, Gy, L = L(G) = ||, L = |,
L(Gy), UE—ANAI R K = || Ky, Hbn > 2, i Fi=1,... ) n,

1) supCNCO(K;, L;, P} ,) A HAHMR,

2) P(L) = L,

3) ¥, C %,

4) P, R L IR ge,

5) P XtF L A2 RiE ] — 8,
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i
supCNCO(K, L, P) = |7, supCNCO(K;, Ly, Pi).

9~ 1,0

WERR. EBA A DU AR e 4.2 (0T CO) 5 [38] HRERE 16 (LT[
PRI ASTE) 46 ERIKE O

RIS, BV 4) R 5) ATLAATE A HARER R TR (B 2, C
Ye) REAR, XZALT [38] HAHER 17. FHEELLFRHB.

B 4.7. FE—DHWMERG, NG, ARSI RS, Kb Gy = G WK 4.1 By
N, Gy WK 4.4 fioR. &L = L(Gy), i =1,2, HL = Ly || Lyo 3 &, supCNCO(L \
Ky, Ly, Pl,) ©AExp] 4.6 it JFHWME 4.3 fron. AL 4.1 77 IS 3|
supCNCO(L \ Ky, Ly, P3,), WKl 4.5 fios. WWHEFRIES R B, = {a,b,c}o T
AAHEMNE (2 = {c}) #EFTMAT R FNP(L) = L, H supCNCO(L \
K, L, P ,) sERT A, Bt LEATR R AR R . XL 045 € B 4.3 &M T
EARB ik, B supCNCO((L\ Ky) || (L\ K»), Ly || La, P) = supCNCO(L \
Ky, Ly, PL,) || supCNCO(L \ Ko, Ly, P3,).

BSOSO
d @iw@

\\//
& 4.4 DFAGz,/s':F'E =Y. = {b,c}

u///(:j\\u
ag “\\\\,:,,// /
(e Q\/
\\//I\{w b u// (9 )
\\//\‘ o/ L/
‘ \"\//;\\\
\\x:,////

4.5 SupCNCO(K% L27 P22,o>

THER, S 4.1 AUEH 4.2 F R R i rT 018 5 R BRAL TSN A,
FER e H AP R #supCO(KG, Ly, P ,) HIARRRAEBAT 2K, e #E 4.3 1, 1X
38



54T BIHUE RS S AT e
FhAER I R A TR o X b B LR R A, SR S AR, LCO £
NAEVES H Y, TASR AT R o b 5% 1) B A s B s b P g — A E
FI e, SCERH SR T LR R YT %, I (119, 120, 121]. —Fhfif 7 2 A2 15
FRER FI P SRR M S, DLt REFR XL B8 JB YL, G [122] TR

4.3.2 ZRFIGE

AN AN T] 3 R I RS 5 B Do 2 BT VAL TP R A A B8 b 1) 2%
PERT M EPENE S (IR ) 122, WK SRR R, Al USSR R AR 2
(]I (5 — L Pl (ICES,) KT AR FEER.

SCHR [122) MEERERR, RERFE—ATFTERS, C X, MK %M 07k
(23] BIARNS T30 KRR, = S U S, BTN, EifE T 7RED,
G, ARG, B 7 k5, HoE X0~ DFA, i L, = L(G,) =
Po(L) = ||ioy PLy(Ly), P, o ©F — S RIPL, - 5 — 5F, o R4 5 R
(RSHAL R G 4 B L R 48, AR BHCA Ly, = Pyw(L) = L || Le, &
HHEMEEAD,, HHRMMEN Ky, = Pup(K). XESFHT - ANRAFIESL =
17y L = ||y Livw M—DHVEK = ||y Kippo IRBEZE W, BKIE AW 515
EIBEEAL T AT DUAGI HE 2.1 FUERE 4.1 P EEHES Bk, EERE, LA
WA, BRA Py (L) = Liyeo WRITAAGHMEZ K, B X, C 5, N
supCO(K, L, P) = [i=; supCO(Kiyw, Liys, PIY,), e PE o 35, — 55 0 A
FE, BB 4.3 W] DLy R RIS ] 2 fERE S L. BT R, BRI EE S,
W FHET 52 1 1 supCNCO(K iy, Lisw, P ) o

44 FEIME

AREGIN T ETE S Wl A AT IE, HHEY] 7EAE DFA HEZE N 53R
il AT I E A S A R o — FBOR AL, HE A PE AN S AT AN TT LA, BRI 25
PRI R S IR SR AR, Tl S PRI AN J o R, AR B 1 — it SRk
KA WA B A TS R, &M T AR A 0) e, T
HASE 5 e S LI 2 TR R AR AULE, A FERIH T MOC 254 R BEAT I 57 7T W
B A EULER &, P58 T R /. T — =R 0 7T B i R g ik
ST, AN SCHR P O% T A S R VR 2% B AT (02 1, O DN Jim 48 E I )
H BB 18] X 1) 5 S PR 2 W B 22 ] R T 7 B2 SR
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55 5 m S90S WA g5 m 0 e i) T )

BoF SEANZEMEMSsRITUIERIRRR A AIE
5.1 HIEBRASEINAISE SR EFNSs rIFuUTE

AT EZHEFT NFA 53 702 Wik A0 g5 ] J000 24 4 w] 40 %8 1%, IR B 5512 Wi PR A
A-1Z Wt E 2 — S, R B 0 E 55 T 4 72 PSPACE-complete F134) i 5515
Byt & EXPSPACE-completes

A FA S AR AR, POA SO AN RUE R SRR K AT RESR = ] AT I
et X5 3R A EAR ]

B% 5.1 RHG FAFEIEBRE .
ik 5.2. £ G PATEERT AATMIAEE 5,0 = S\ S, KA RAEE .
5.1.1 SEETSHAMERIITHERE

55 P2 Wit ST B SCHR [59) $tH, O E BN W R 2 R Re A2 T ok
X —MESAH L SCHR [44] H & IR R (A A A W 0 2B AE A BR AP Y
WS W) TEONTERS, RIAE SE bR R G BT e A A B b . BRI NFA 55
AW E S

U2 WA R R A H Sy C B, RRBEEMNES, REFEMNEH
B, ®U(E) = {wer € L(G) | ey € X5} N L(G) FLLMIESEL ¢f € X GRMF
FEMES. MIERSIH, /59 2, € w RORFLE ¢; € Xy, #1158 o HBIEFFR
$ow

EX 5.1 (NFA g5 a2 kP, —4 NFA G = (Q, %, 6, 1), WRI-FAE T aE

WA AT B PR T AT AR RS AN ), AR H R T
% P Y — 5, MBSt X, 255 RS8Ry, A

(Vwy, € U(Xy))(Vwy € L/wy)(Fws € Ljwywy)(Vw € L(G))

[P(w) = P(wjwows) = (X € w)].

ZESCHk [50] 1, $BHUT A- (Almost-) FTSHIME (SEUIYESCHR (124] ThABEALE
FIHLE ) 10— NG IEA . TSR AT 55 1 W i
[, Bt 56T AT HE IR 45 ST LU T 58 T 15
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EX 5.2 (NFA ) A-AJi2 Wi PO, W Ly = S5, 5 NFTE 08 6 5 75 5 1
Eh. WNTFHEAIHRY P Y — X, MMEFEAE S, 0F NFA G i
(Vs € L(G)N Lg)(3t € L/s)(VYw € L(G))[P(w) = P(st) = (X € w)],
FR G & A-FTZ I
P

Apel 5.1. NFA G 25971224 HACHE R A-AJiZIi.

WERR. R, wi € V(D)) <= wy € X%, WAL XEME, 5T w € U(Z)), w,
2wy £ LY YA wiw, € LIG)NE S, Y. &t = ws, UEEE, O

L5 LTI, G55 5CHR (125, 126] ARG, IR A-nT 2 Wik ) E 1) e AL
2R (Universality Problem) , UFBA T 381F NFA B A-n[i2 W42 PSPACE-
complete, K€ §5 7] 2 Witk 2 PSPACE-complete.

5.1.2 SSRIFUMERITESRE

AN T B ECF AT R GUAE T IR I FR 73 #s K RE 7 (R 53 mT
PE) , IFEM NFA BFFC L RHGE . B S DB Al I R 5E 3o

FEX 5.3 (NFA WafFu ), %+ P F1 X, NFA G & n] B, an s
(3K € N)(Vuy € W(Xf))(Fwy € wi)[Ef ¢ wy AP,
Horp, T ZAE P R
(Vw € L(G))(Vu' € Ljw)[(P(w) = P(w2)) A (5; & w) A (Ju'| =2 K) = (57 € w')].
NI 8 AT T Y E
FEX 5.4 (NFA Mgal M), X+ P Rl X, NFA G /& 58RI FUNAY, i
(3K € N)(Fuwy € ¥(X¢))(Fwy € wi)[Ef ¢ wy AP,

i BLOR UL, 559 ) TR A& — T OB, BEOR AR GERE RS LA T LD TN S et s
kA, UL, o e EOR R G Re iR A LD Bl & — s B, R
R T — AR AR AR X 1
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55 5 m S90S WA g5 m 0 e i) T )
5l 5.1. FEE 5.1 FH/RK NFA G. B4R, XA RS2 55 AT ) . X2 KA,
XTI ep, MR o J5, ef REAE—D N RA AT AT EIR . SR10, =0
TR b W, e B RAETIETM, XKW G AZATHIT

51 NFA G =(Q,%,6,1), BEh ¥, = {a,b,c} B ¥; = {es}

[RHER RO AL, 55T HIPERIS5 T IS 0TI R R FT L0 e i, 9597 T
PEIF A RERA S AT IS IR, R 2 AR48, 0 FHRODIT TR o 36— 155 T U ]
PSUTPEZ 5 3 SRR, 75 SCHR (48] thffat 1 T BUPE DR AT IS I

B 5.2. HXFEEE 5.1 TH G RS G ARIGATZWH, B TH4/F 5 bey, 6
WIERRMENTRE T, ep MIREFHTLIATIME] . 53— J51H, WERBBHRAZIL 05 1 F
B2 5 4 By 2 5 4, WA RN B SDHLAE R 59 AT 2 I AOEAS 2 55 AT T30 4 o

HFFSCHR [48] HHF T 1B I 2 Wy 2% 56 UE T TP 1 45 SR A R A T 56k 55 AT TR 4
45—/ NFA G, HiZ2Hrgs (Diagnoser) 1cfE

Diag(G) = Obs(G || Ar) = (X, 8, &, w9) = Ac(2V P %, € 2),

Hoeft Ay = ({N, F}, %, 60, {N}) ZAFIREFHL, B 50N, ef) = {F} F 6,(F,es) =
{F} XTHH ey € Sy BITRE ¢+ X x5, = X EXA {(z,a0) = {q €
Qx{N,F}|3¢ € x,3v € =%, : q € dga, (¢, va)}, e dga, & G||Ar KRR
B ASTRA ¢ AL IO R E X X X5
ARE @ = {(01,0), (@2: L), (G L)} € X, FHT m € N, B UN:
e REWMP L, =ly=---=1(,=N;
o HEER IR b =ly= =1, =F;
o BRI INRAAERL j ke {12, om} 5 =N H o =F.
A Xy C X\ Xp CX M Xy CX BRFREARE MRS FBRR
BIES. B XYy C X NRARE T EA R ) SOSORIRAS i AR 1)
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555 5 SSRGS T BIYE R ) v

WEESG. KL XN ={r e Xy |aeX,: (z,a) € XpUXyl. HAh, i
Ac(Diag(G), ) = (Xaes Zoy Eaes ) KERIE Diag(G) HIRE = € X HIATIEH S,
Hft Xoe = {2 € X | Jw € Z%: §(v,w) = 2"}, IFH Lo = € | Xoe REIE Xoe o

TESCHR [48] H, Bk o] T4 1) 78 ZE A AR R A W —> NFA G &0l Filil
(1, 24 A4 TR « € XYy, Ac(Diag(G), z) FIFTA TEAL iU IR S 4K
R, MTENRE 2 = {(1, N), (g2, N), ... } € XDy, 48 (q;, N) A PEEE
P ep 16 g LRATITH, B 6(qi,ep) € Qo IR, £545E X 5.3 Al 5.4, AT A H A
NHIE. R AT DUR A 5 ORI SOk (48] thoE B 8 (KA B HEAT R, R

3138 5.1, > NFA G RS ATFIN, 24 BLACSHEE « € XDy, 643 Ac(Diag(G), «)
% T RS bR A 2L

5 5.3. BEHHEK 5.1 F1 NFA G. ERZKEE Diag(G) WK 5.2 Fin. R
S A XNy = {LN)EALN), (2, N)} e BFXT {(1,N)}, fFE— 1
HBEAEER (5, F)} = {(5, F)}, RIEFIHL 5.1, G 5T HIMA.

5.2 1ZHREE Diag(G)

B E, NATRTEE 2 I\ D905 55 ) 000 LA sE 59 T2 Wt — A BE R R
R SR, BANIERR R, IWEZR BB (M B, £E NFA o, A 55 70
VEFFA A _E L 55 P2 Wi S AL

EIE 5.1. A — NFA 28550 il 2 PSPACE-completes

IERR. “RLBAME” - AR, W8S Diag(Q) MIBANIREHZE Q x {N, F} f—4 1
8, UK/ R NFA G ORASEEM Z TR E. HI, BIETE Diag(G) 18
PR & P 2R IG 36 51 3 5.1, % BEAE PSPACE F1iB 4T,

“HERE” DU UE B IR 2k s AL ) #0127 (X 2 PSPACE-complete 1]
) Y24 2155 AT TR0 A e s 1a)
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5 RS WA gs m S ) ia) AT )

B G = (Q, {#, O}, 0, {gi}), Hrh i = 1,2 24 NFA, Hd Q1 nQ, = 0.
W FCQ & Gy PHIREAREES. G EZHNIES AN L,(G) = {w e {&, O |
01(qp,w) N Fy # 0} B G = (Q1U Q2 U{qo, s}, {d, Orer},0,{q0}), FH qo M
a RATE Q1 U Qs IR, ¢ BME—HRT AR, B 5 2 0 F: A F
(p,z,q) € 0;, HH i = 1,2, FH (p,x,q) € 6o T q € F1, % (q,er,q;) €60 XT
(90,0, a8) F1 (g0, 0, @d), B (90,040, (90, O, @3) € 6o FFEIRT G U 5.3 Fros i
NFA.

Of-@

¢
I: [
¢

5.3 EIE 5.1 JALYIEBBRIREE

MAEIE L, (Gh) C L(G) B HALH G ARFGAT R 402k L(G1) C L(Ga),
LI FHEAN TR E Qwey, Ho w € L, (Gy) C L(Gy), MR DIFRB—A 715 5
Qw BAMFIRE . Fh, A IG5 2 R AR, X S8 G AL
M. W w e L,(Gr) Aw ¢ L(Go), IATEMIME] w 5, e WIEHBRFIEE N
KA. Bk, G255 R] e, e O

e ERtiE s, 2 AR A AR, ROy R o A Al
1o BEAh, ADFHEPATIESE, FOSE XS 8 — 7 BER R NFA {15 5 W5 1)

(Language Inclusion Problem) #& coNP-complete!'2%,

5.1.3 SIRBMEAITUERITRERE

Y NFA Gy,...,G, —HAARTHEMNS S, F—DNEEEFEME e € 2o,
FHAEHAL TSI (BRI AT TN R R RS ||, Gy —RERT S,
ey FEFFPZWIN) (BRIS T H ) .

n ERTIR, A-RNS W Se bR S T35 A2 ik . ZESCER [50] e AR
1b, NFA 1 A-TT2 B #%AE B v EXPSPACE-complete ). 4% Kok, @il Bk
SCHR [50] F R E AL A-RT IS WM AR B, DU B A S S5 AR A0 T 0
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55 5 m S90S WA g5 m 0 e i) T )

EXPSPACE-complete [1] .
IR 5.2, HE gEUE AT B EXPSPACE-completes

WERR. “RATE” C FEREE Obs(G = ||, Gy) BPIRERE n G754, RILEASR
SRR Z N kb, B b 2E G TIRSHEE N R KE. A5, 8 58 R
EVE R (S WEH 5.1 FIIEI) J572 0] LAAIE B 7 @& T EXPSPACE 2%

CHERE - BEEFITE TR IENRE AR /RS (S5 EXPSPACE-
complete) FEATIHA . A& F I BIERIA IR AP R4 AE .« U AP DT85
w? = w-w. EIXHR 127] , CRIEH A FHE TR A ERRERX B, TERX
n [127) B951 3 2.1 WERF R R (BEEUE) NFA G, (i =1,...,n A
n = |APP+5) MRS TIRAE [50] FIER 2 AERIH A . & X |, G T REEA
S, MiERY L(E) = UL, P(Ln(Gy)), HH P: X - AU{d}, HAU{OICE, &
e ANFHE AT EE, AR TEA G, SIAFAIRE, ¢, A gy,
mA w B P(G)® %2, W g, A1 qp, #ATLUEE 0 £ P(G,) TG, Mk, W
Row D P(G) #%2, WRE ¢, TLUEE wd 1£ P(G;) Rk, KT IZMIER
WYY, S [50). K 5.4 14T SR EE

5.4 EIR 5.2 VAL S L EE

BUEIEW], ALY |7, Gy KT S\ (AU{OY) T {e;} F&FIATFRMNE R, U
L(E) # A% % L(E) = A%, X THR— w e A FERNE v 5, &4 ||, G
ATREMEFEDBARE, B G = (Gys Gogs- -2 @) BTG = (convqyy, ... ), Fof 7
TR qp, Mgy, Hje{1,2,...,n} R j#i. XEWE ep BIRETERM, N
MFE |, Gy ARG, R, R L(E) # A, WAL w e A fE5
w ¢ L(E) = U, P(L,(G))). B, FEMIE v 25, A —A G; &THaictk
& BT OB G KN ARCRENGA g, BEFRFE wd 0K ||, G;
FHAPRZS G REME WM E] w0 J5, AT AT ZIHIE e AEA BRAEN KA
PRIk, (|7 Gy A2 55 P L . O

O 5 P(G) B - A0EH NFA, B P(G) = (Q,%,,9, 1), ## &' = {(p, P(a),q) | (p,a,q) € 6}
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905 & 59 WTVER g5 AT RN I 1) 8 A] )
WER P AW FAERE A B, AR IHATH G ia F AT DA g 4, Rl
P(Ly,(||2y Gy)) = 172 P(Li(Gy))o L XA TT 20, i 5E G9AR T PT T 44 1 52 2%
FE ] LUK 3] PSPACE-complete.

EIE 5.3, 4 — ML NFA |, Gy, A—N S P — 5, [FEEHRA
NFA WIFTE AH FHEE T 3, WA g 598 b n] Tl ¥ /2 PSPACE-complete.

MERA. BT [50] S B 3, BARWIARAE R IS NFA WA A F FAE 2 AT
M, WARSAE P, Gy) hliEd — AN/ P(w) Bk, [ HACYELE ||,
P(G;) Filiid P(w) ATiA . B BEFEE S A TR, 2R AT B, RIREAS b
HEEEE R R A 4 Diag(P(G;)) F P(G;) KIHiEN . BRLAE |7, Diag(P(G)))
N 5B 5.1, BiEH A @2 PSPACE . £54 728 5.1 45 1) PSPACE-hard.
I, e ga Al vl 4 & PSPACE-complete. O

5.2 FIRERRE Petri RIRISSTSHRIEFISERITRN I
T PN i (B LPN %7%) M FIEMES (B NFA %75%) BAE KM

HARIKAET), RS NFA SRAGIIERY 2] LPN 24 R X M. JR1, AR
~, X FIESt (Unbounded) LPN, 55 AT 2 WrA AN 55 ] FI0 A #E A w] 4052 1 .

5.2.1 SEENZHRTERYTHIENE

W N = (P, T, Pre, Post), 3% Ty C T XxMEZTHES. H V(T)) =
{ot; € L(N, M) | t; € Tf} Fa~ LN, My) HUAMBEARE ¢; € Ty 45RKITHI4E
Eo e, W T AT o = tity - t, € T* H Ty € 0 RERFH o HHBLT
MURARIT X R i {1,...,n} : t; € Tyo
EX 5.5 (LPN Mgl filli). —A LPN R4t G = (N, Mo, S, 0) % T #baAzit
Ty RS2 E

(Vs € U(Ty))(Vs' € L(N, My)/s)(3s" € L(N, My)/ss")
(Vo € L(N, My))[l(o) = (ss's") = (T} € 0)].

PAUR7R@ 68 1 LPN s gg a2t A&

B 5.4. HEHE 5.5 BERIN A LPN. EME, ARGS9
FAEMASTFA s = 5 IO o, DARAERTR ST o = 26 IR b2,
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55 B G5 0SB A55 T P R () ] ) E
Horf ki, kg, ks € N, SR EE— A IR EF ] 5" = ty U o, f75 Mol
AT CABER IR, Wi, — EORIBIRRAS o, TOAS R LA R AE ML . A
i, RGBT, FAERBAEE ¢, RAEZ R, RETHS TR
FERRIL [0,1,0] 1o FESCRIRESL T, HOBLK AGETEE MR M

tf(s) P1

t1(a)
Po

tu(€) P2
B 55 LPN (N, Mo, %,0), B T, = {t,}, Tuy = {tu, ts}, © = {a}, {(t;) = a, B
0t,) = U(ty) = ¢

JE LPN 153 72 Wik e 75 nl A e 72 — AP /i, B T R 25 SR AR 9,
WRE RN HE R, & A0 5 ]k M n) i — A ) AT aAME ) 8 k2 Ackermann-
complete 12130 AP ] @Y ], 45 5E —4 PN G = (N, M) Fl—"Mxid M/, b
i M 2B HWIERR L M (R G Halis?

EIE 5.4. X TIEF LPN, S UESS a2 Wit 1 i) @2 Ackermann-hard.

WERR. K AT ) SR LN S T2 Wtk Rl @ . 2558 — > LPN R4 (N, My, X, 0), H
1 N = (P, T, Pre, Post), }otf P = {py,...,p.}, AE—AFpic M, HiN
o —/NHIEFRT po & P, PRI AT A1,

o —MNHIMBIL t, ¢ T, K l(t,) =a ¢ X,
o —NFHIMEEAST t; ¢ T, b 0(ty) = ¢, LK

o — ML ty, ¢ T, K l(ty,) =¢,i=1,...,n0
& AT ¢y fEARIC M A RefR, BIXETRN T p € P, Pre(p,ty) = M(p),
I H Pre(pa,ty) = 0. B, t, ATLAFEZE 5 M R MR AR . il ¢ 2TE —
N RREHEFT po, BIXIT p € P, Post(p,t;) = 0, FFHX T p = p,, Post(p,t;) =
1o BEAb, LEFTPERT po, IXAE @ TR BIEH, BVE X Pre(pa, ta) = Post(pg,t,) = 1;
MW, BERARE W EEE, WRAEL ¢, Fhnid M Pk, e SE8ERdh
N po A — AL, TAE P TSR M. Fenlith, MILAETT 46 X GEMINE] %,
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505 T 55 A2 WA GS ] SR ) e 2 R] ) e

AL tyy, EEEDPRICT A A, KEARICEE p 2O00EE M(p) +1 4D
SR, FEEERT p; A M(py) MM, Hd j # 4 Wt XA
Bae M BIbsic M, #E — N ¢y, ATRMKR, (BARIE ¢y, B — A
REEbRic M filik . BAACRUL, XT i =1,...,n, X Pre(ps,ta,) = M(p;) + 1.
Pre(pj,ta,) = M(p;)~ j # iv Post(pi,ta,) = 0 F Post(pe, tar,) = 1. [FFE, 742
ity MRS, M RIE— AR, B o R EPEFR AT S A (B, X — kML N
R RE A AR P LU H, BUNJRIGMNEE N 1 PR AT A 2 b

IR, fEES M WEMRLT, ¢ FE ¢y, ZTE M. B, Wi M
T My ik G, WX FHELL ¢, BEHEARIT ¢, BN RTLFFH] witjw, #f
HALEM TS wity,we; WHUE U, BEUS KIMNEAZ T2 HTH .

FH—J50, WER M O REER, ALE Mo ARE ¢ W MilR, 25, AR
i t, WA, BN p, FE— M, 11 P A RC. BT ¢, FIARERE o, X2 —
ASBFRRE, B FAAE B A A EDIEA B ¢ BIFP 1. PRI, B0 B 25 /2 55
CINZ1 P O

5.2.2 SSRIFRUTERIATHIE

AR /N K 55 R T M A U E AN NFA #8 3) LPN. #2k, 78 LPN HEZEpY
20 Y g5 T TN )52 S, IR TR

EX 5.6 (LPN g Hilitk). —A LPN R4 G = (N, Mo, S, 0) X T HbsAeiT
Ty 55 7T T () 55

(3K e N)(Is € U(Ty))(3s' €5: Ty ¢ ') (Vo' € L(N, My)) (Vo € L(N, My)/o")
[(£(o") = U(s)) A (T & o) A (|o] = K) = (T} € 0)].

NHEAER], EF LPN (85 a] L= AN n A E R o
FEIR 5.5, XFICH LPN, JeE g5l H I i in) A A vl H05E 1 o

IERR. HEPIANEA R ATASE R LPN Gy Al Goo BLIERALS a) @ 131 )9 23] 55
AT BRI )
M Gy Al Gy #iE—A LPN G, W 5.6 Fin. HAkM, @& 5 NERT po 2
pa, N T —AFIFRZE ao
DUEIER] L(Gy) C L(G2) MHEALY G AR . Wk L(G)) C
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55 5 m S90S WA g5 m 0 e i) T )

P1 t;(a) P3 tr(8)

P2 ty(a) P4
5.6 EIE 5.5 JALIERARIEE

L(Gs), MAAEFTERA awe WFFFEH, Hb w € L(Gy), W R T FH toty, 8
B oeT Hto)=w, alLUR Gy WX R EATHL. Rk, 7R R ¢, RAE
R, B IR DLS SO R A T, S8 AR 55 AT TR

WR L(Gh) € L(Gs), MAFE DT w e L(Gy) 15 w ¢ L(Ga). &
K =1¢€ N, f##£ s = tiotsty; M s = tyots, KA (o) = we X TARMT o' {H13
U(o") = U(s') = awa, ATLAWTE, X TARTKEE |0 > 1 BISERFH, 8% ¢, 355 €
SR B, G550 T O

5.3 FEIMG

REHF T IAE (BEERb) NFA F LPN 55 2 Wik A0 55 o] S0 1 (0 o 5 2
ZRFEATATAENE . AR FERGRER, X T NFA, € 55 7] 2 WA g5 n] 7 4 2
PSPACE-complete; % Tt NFA, XA )@ & EXPSPACE-complete; T
FIH LPN, 5502 /& Ackermann-hard H. 7] 352 PR 20, 11055 7] F00 P & A
FHDE Ao ST Jim 52 4 TR AL A e e i A I TR A B A B R R e (E e I )
H SIS TR X TA) E AL, FRAT 70 s 12 W S % i g 45 1)l
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56 = AEERE E S E RS Wk o H

B0E (EENEEHNNIETZEES T

ATEEXT CTA, & 1 —FhIS e H P R T2 Wik (500, JFPRan o0t 75k
MR JEAh, WHE 1A I (5 BAESE T B B A R Gl 2 W 5 i IR n]
CWIER S R R AR E—FEREB 5.1,

6.1 EENZERERIENX

FE B, FAEW A fEn AR EHZ BAE . M2 REE —
AL P FA R, JFALisAT EAM @S . I HEAEN AT B, =
Ui, 37, Hrbsy R AT, E XD, = B\ 8, MY, = 2\ XJ. RIE
TEEMGER, B30, = (N1_y X0 PRI 2 W eI T- B[R] al 2 Wtk s Can

EX 6.1 (8 T-) hREIFHZWE). WP - (E x Rs)* — (X7 x Ryo)*, H
i =1,2,...,n, AISBEHEMES, C S, DAL R LN &M, 78 CTA G £
(BRT-) RIAEISHRY:

(3K e N) (8 (3T € Rx0))(Vs € L(G), st (s) € )
(Vst € L(Q), |t| > K (BiTjast(st) — Trase(s) > T))
=35 € {1,2,...,n})(Vw € L(G), P! (w) = P’(st))(3e; € X¢,e; € £(w)).

fE FIRE L n = 1, ARG CTA BRI E . i T i w51k
Y CTA B (WpFE) W2 Wik & . thah, B ARt [ g 52m, CTA | (93 [H)
AZWE S ERZ 0 FSA 1 (Wh[F) FIHZ e B A

5 6.1. HEwE 6.1 sl CTA G, HHY = {a,b,u,es}, Buo = {u, e}, HXp =
{es}o HRE, G MIKE FSA &ATEWIN, BT Willab, HibEe, (KA TCIER
Mo SR, 2 u(0,ep,4) = 7 =0, (EBIREME B, CTA G ZBRA2HI.

B CEE 1 AT RSN = (o}, NSNS = {bu,ep}; £
WifRHE 2 P AY2 = {0}, AT FHENT2 = {a,u,es}o FEFK, HE
CTA G KILJEZE FSA KIhETT LW, HEPI&LREEF e abu® Fluabu,
ok BMERRM. WF2BRE 1 (B8R 2) , XFATFHIMBRAF, 55
HNa (8ib) , BAURFEFRTE &M Ee,, i )5#H L. XEH CTA G MKEEZ
H FSA AEREIZE . SR, fREFT = 0 H35 IEARIT R (S, 2R 1 (3R
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556 & EER R A SIALE B R A2 Wk
H2) FEMIME (0, 1) (B(D,4)) I RIAGIN SRR, PA Dy AR B AR50 LA [R] AR,
Bl (a,2) (5(b,3)) « P, RGEG Kb BT HREIZHR .

6.1 EEEBEG

i BOR U, W 2R 22 DA — M W AR RE 8 A2 Wb 5 A R AT BR RO (BRAE
FEANAT BRI 8] AV ) ASU 2 s R Z A, 84 R GO AT H 2 Wi (BRPRT -7
FIZH) o 55, WERAAE AP A, 3T Rrfn DRI WARE, e
SO, — AP AR s AT, T — AP SIS s A s S a2 e
BRACH, ABATZ R GUAREA AT P [F2 W o

6.2 tHEELZERIEISIERE

AR T —Fp I T ERIEUERS (Verifier) LASRIE CTA WP [FI T2 WL 5
o FETRALDS, AT 7%, BBRE A2 BRI R

6.2.1 IEREFEUSEFRIMN

HCoAc(G, Q) KRG X TREFHEQ, C Q KIFLFIEH S (Coaccessible
Part) . XIEIENG FMIER A EAEAQ, F AR B AR HPIRES M FHAH R/
i N HH AR T R S IN

B, WEbE L CTA 5 FSA HsRMAE (Product Composition) , IE1EX),
DAFE 3 HH R SR S8 ) R 1 H S LA T B S, XL N RIE SR A
BEARIUR, AANFEE FSA 7R CTA FRERI THEMITE L.

EX 6.2, 4% CTA Gy = (Q1, 21, Qir, Ay, p) AT FSA Gy = (Q2, 32, Qiz, Ay), 1
H1Y, C Xy, BEATZERFREE E LN CTA:

G XGy = AC(Q1 X (2,22, Qi1 X Qi2, Av,“)v
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506 5 1EE R B S E RS Wt A
HABITRRA C (Q1 X Q2) X Ty x (Q1 x Qz) MK AKFEE S : A — Rag
B SN (01, @) 6, (01,05)) € A Mp((qr, @), e, (41, 63) = palan,e qh) HEMN
(g1, e, q)) € Ay Fl(ge, e, q5) € Ags

HER, G WGy T RERPUE SOVBUN T EERS, (RIGy MGy FRERINAL
&), MARBKRKFERS, (RIFEERIIFE) XM [2] & sl
EISA AR, BEONFEX BLAUOGER E AT FIAR%E

BE 6.1 Myid AL B AL

BN — 1 CTA G = (Q,%,Qi, A, 1);
n NREISHRIEMFEY = S u s, Hdj=1,2,...,n,
ik —n ANEHFOCHIERE LG, G = 1,2, n LE—NREET G
1 F R A R i E ARG IR 0 G

~ I FSA Ay = ({N}, S\ X4, {N}{(N,e, N) | e € £\ Z¢})s
**@ﬁ%Eﬁ%giﬁ*ﬂGN = GX Ay = (QN,EN = X \ Zf = E]O U
YN o QiNs AN, N ) o
- BHRIL Gy AGY = (Qn, 2y = B U BN, Q. Ay i), FHRENT, =
{e/:e€ Z?V’uo} PL &

{ ((pre,q) € AN & (pe,q) € A) Apiy(pre,q) = nv(p,e,q) X Tee S
((p,e?,q) € Ay & (p,e,q) € A) Apiy(p,e?q) = pun(pe,q) X Tee Sy,

2 {ZUWT B BRI G S 7 G
~ F FSA A= ({NvF}vza{N}vAAl)7 /E;EPAAZ = {(N7€va)} U {(NveaN) |
ec X\ X U{(Fe, F)|ee X}
~ MGG, =GR A = (Q1, 2, Qit, A, ) o
- MEHERETGr = CoAc(GL Q) = (Qr. %, Qir, Ap, ur), HHQf =
{(¢,q) € Qi:q = F}o

5% 6.0, PIR LM T IEWE G, SEA BT G INIERAT N . Rk
B, Gy RS NG TR FTAFRC S S e, € X KA, SRGHES T B 3)
HLETTTIA R 2 R B . AR, 7EG Y T, IR SE X 6.2, AXY,, = £3,\ 2y, Bl
FSA Ay MHLEENS\ Spe $AHGy J5, Gy X, PS4 BRI,
BEGY IS (= 1,2,...,0) , XSS EBIER G, AR W
T4 G e AR IER TG, (k= 1,2, n, Hk # j) AR ELE,
SRR A 3/ JR B0 L B0 2% 2 ) B P S R D A, ISyt n skl =
Gk e {1,2,...,n} Hj#k) o FHL, 1% @ KA FEHZ TN E CHRE
Folk, WIS CRANEE (ke{l,2,....n} Hj#k)

U 2 MIEHIEE A Gr LVBMIG MIMEAT . 8k, G RS IR
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556 5 EE A E S M A TS T S
NE GIRAE BRI EORTS BT RAE T ks AR, SNSRI R PIRESAR I AN &
J&, WA R BN ARIC A F BPRES K IL A A SRR G r. AT RIE, H
T A MEMENS, BEHSGr 5G LEFRERS, WA, HTGy WA AT
FA O EFARC, 1B FUEE TG h, BIESY NS, =0 BSL\ S =
SNt d =12, o0, FHS\UL, S = 5. BTGy MIGp #HRFIHREG 11—
oy, I L(Gy) FL(GR) #RZL(G) K T4,

B 6.2. FXFEEE 6.1 TH) CTA G, Sl = {a}, B, = {b,u,es}, B2 = {b},
M2 = {a,u,ep}o FHREE 6.1, P LAIIE S0 bR i 10 IR 60 Gy, G, M
W 5y G, X ERIE M 6.4 FoR, Bl = SLu syt = {a} U {u!, b}
Fis3 =520yl = {b} U {u?, o}

w,a,b

u/0

6.2 FSA Ay (E) MIEEZS Gy =GR Ay (T)

6.3 FSA A (E) MG =GR A (T)

6.2.2 BEIESEAOIIE

AN Z B PAF I EHAR I IE R T G R Gp Ak
RS . EAERNE, {Gr, G, G%, ..., G} RAERPAN A Z WA FF 2
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u?/

u2/0 aZ/Z b/3 @’

u/1

6.4 EFFFICHERRD Gy, GX (£EZ) MEFEERST Gr (T)

5
-
~
o

(=)

AR s #A)TE U, EATS B IA TR EATE R FEE . TRk
PE, ART5E X TS CTA KIS [RIHF4T A (Timed Parallel Composition) o

EX 6.3. WA CTA Gy = (Q1, %1, Qun, Ay, ) A Ga = (Qa, Ba, Qig, Ao, p12),
H ¥iNnYy =3 ny2 e EIHITEE 2w LAER A 7FRER F 1) FSA, HiE X
N

Gy || G2 = Ac(Q1 X Q2, B2, Aqj2, Qi X Qi2),

Hor, By)p € (B1UD) X Ryg R ERZEIES, Arp C (Q1XQ2) X X2 X (Q1XQ2)

RAITHIEE S, & X

« WTeeBinZZ ((p1,p2), (6,7), (q1,92)) € Arpp HHACHTE G TAFAERAE m
HAE Gy TAFLERRAT o T /L

V1 e vy e
T =p1——> 71— (1, Tg =Py — T2 — (3,

Hrp Ml(P17U1€791) = Mz(P27U267Q2) =T, Howv € (211w>*7 Vg € (EZO)*?

e Hrec Y \ 2o, ((P17p2)7(eaﬂl(p17€7Q1))a(Q17P2)) € Aqp 2 HA A (p1,6,q1) €
Ay

« Hoeed\ X, ((p17p2)7(€7N2<p2767QQ))7(p17QQ)) € Ay BHAH (po,e,¢0) €
JAVS

SE X 6.3 WIS — IS 3CHk [72] TR (6) RIELI S UM fj sk, & X
6.3 MUFE R AH FA 1Ny MATTFAA S (21\ 82) U (32 \ B1) BIFRZE,
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% 6 2 AeE R R SHLIG B E AT Sl S
7 S A TR FR SR 1] o A5 BB AR 10 ) I 5 38 43 A 50 o RO S TR) FFRAT 4, A
MR T RER Gy = (Qv, Sv, Quv, Av, uv) = (I~ G&) || G-

FEREE DL\ S =33 S\ UL, O = 3, BILTERE Gy i, R KL
HORA R EE. Bk, & X 6.3 HAE T —2REHMENL. BAANS, £
Gy W, 5T AA B AT ML A, AR P AN 23 R [F) A A (3] A= B[R] Bk 25
AT 0 TRAE ARDMFEAE, SN 72T .

il 6.3. fHHE 6.4 FEBIRICHIIER TS Gy GY MRS Gr, £E 6.5 (51
K 6.6) FHIE TIRIUES Gy = GL || GX || Gr, HAMEEES: e MRS H%T
0 B2 7+ 1 # 2 FMEREE (BT 1) . 1F FSA Gy 1, BMFM4HE —14
I AR 2SR e HL R SR [E] . i, 2] 6.6 H, (a,2) € By C (X x Ryg) R
PF a MFFEERF IR 2.

,0 2,0), (w, 1)
(u?,0) (ut,0),(u?0),(u,1) (%0).Cu

6.6 WIEE Gy = G | G || Gr BI—EBSY (K 1r(ON, ef,4F) = 7 = 1)
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R, FSA Gy MBS L(Gy) =& X3 T4, Bl L(Gy) C X5 C (2 x Ryg),
MG WiEE L(G) & (Z x Rso)* BITEE, Bl L(G) C (2 x Rxg)*e X TARAMTRLIN
o= (e, m)(ez,72) - (ex, ) € P(L(Q)), X o™ = (ey,11)(e2, o—71) - - - (€h, Tk —
Tho1) REIR o 18 3% PN ERER. XB 5 -7, (i =2,3,... k) KR WHE
PF e; MIFFEERTE . H P(L(G))%™ £ox P(L(G)) B FRaTE, B DA #F
Sef (AR R AR T . DL R Ar R R T FSA Gy 5 CTA G 2RISR R, 1445
WHEEH Gy PR L CTA BN 7R e L AHRS

80 6.1. P(L(G))%™ = P(L(Gy)). O
6.2.3 tBERIZEREIGIIE

M qv = (av,qr) € Qv, 359 v = (¢, &, -, @), FHIFRKE G M Gr
PPRES, HH qr = (¢, q) BnkE G A BFPIRES

EE 6.1 HHMCHERIES Gy HAELE DA SRS IER, I Az
ZOAE KA S FFEMPRER, CTA G X TR PT FRELE 3, kit AT
PRSI BIAEAE— A (af e v - s ems a)), 3 @) = (divs (' q)) €
Qv,i €Ny ={r,r+1,....m} H m>r el T &M

(3i € Ny, £(e;) € X)A (Vi € Ny gl = F). (6-1)

MERR. “<=7 BIRTE Gy FAAE—DNAEMIER (¢). e, gl oL a0 emy &), FF
AT (6-1) KA. EXFFOT, X TIER K € N, /A7 — I RIFREE P
H syty € L(Gv), 115 e; € U(sy), HH ep € Xp, H ty = (epepq1---e)F, FHH
ke N, 15 |ty > K. #t—BH5e CPLT st

P (UTHUTD) x Ryg)" = (T4 x Rxp)",

Jj=1

Pr ((O S US) x Rsg)” = (Z x Rxg)™.

j=1

BT {Suo SN SN SN Y FHAEE A RS RE A S, P (8

Pl WU GG = 1,2,...,n) THRFTERE T4 (B0R 5 HAb L

k# j WIEH S G KEH S Gp TRFTA A FF) 1EfE. BT Gy = (74

G%) || Gp, RIEAFR 6.1, A —DNEN TR E st € L(Gp), flifF ¥ = Pp(sy),
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telem — Pp(ty), H selemgelem — Pp(syty)e HT ty = (epeppr ), o l(e;) € 2
KFHRLE G = r+1,...,m, Bk, HE tm = Pp(ty) FIERFZRFE t 2EEK
. DR, MR e KA, st € L(Gr) C L(G) RAEEKR.

[FIRE, MRS AT 6.1, FE4E—AMER TR w; € L(GY), i3 wie™ = P (svty)
W =1,2,...,n. BT G RBEEBHRIC DL, FORTREEN Gy BE]
[y, B S = SIUSRE,, B w; BT AR HE AR T 2L, KRR A
—NER TR w e L(Gy), i3 Pi(w) = Pr(w;). BT S4,NE =7 1 ¥ C 8,
RER G PHIFE T ELE R G4 M Gr ZIERAE RS, BE Gy K,
£ (|72 GY) || G RAEAE—A T FLE e bR HASE, BWEEH Gy M Gr
A — A E e, BEMFEIRAER T (EE Gr ML G, H e 28
X FHABTL Y GY (k # 5) ARG RM) o 458 S5, NS, =00 =1,2,...,n),
4 Pp(w;) = Pl(st), XEW®E PI(w) = Pl(st)e HTEMNFRE st € L(Gp)
ANE Zg\’fio LR, BILE Pl (st) = Pi(st), M P/(w) = Pi(st). BT
w € L(Gy) C L(G), Bl w A SEFEL, W G AR EZHT .

“=7 ARG T PTAS , AN 2 T E TS AR IBAXT TR ERIK € N,
FAE— R T/ #st € LIGr), HHl.a(s) € 3 Alt] > K, U kw € L(Gy),
) = 1,2,...,n, BAPI(st) = PI(w). BT EN TR st FikEE e,
RAEFMKEREREKN, I HGr RAAREENRES, RIEGEREHE, Gr T2
SRIFTE—MIEIR . BN st TEL(GR) H, EAMEIR DI MIFIR S H R . FRBIGr
ISR RYS, RIS 206 —AFHE TS, BT P/(st) = P/(w) = Pr(w;),
Hrbw; € L(GYy) A E#bricw PR HAEBIM, KIREG, K4
i, G PR EA LR EG), MGr 2R AFEM, LR EME. EE
IS, NS =0, = 1,2,...,n), BILG) MGr hRRRTRHELEBIRRENTH
CHIRA S Bk, BREMUEG, PR ML A (6-1) KEH. O

5 6.4. FEHHEEE 6.5 F1 FSA Gy, HHu(0,e5,4) = up(ON, e, 4F) = 7 = 0,
LK K 6.6 H111) FSA Gy, Hr = 1. ATLLEH, fEE] 6.5 H, &G A M5
AT (6-1) B H, RAEEH 6.1, REG £ PrEZHT .

1EE 6.6t HERALEY MHEMER: 3N3N6F L5 3N3N6F Al
ANZNGE 25 aN3NGE. Ik, CTA G AT RIS Wi . Jx — 25 it AT LUl ik
G H B AN TE PR € I 2 A5 ORI, Bl (e, 1)(a, 2)(b,5) (u, 6)(u, 7) - - - F(u, 0)(a, 2)(b, 5)(u, 5)(u, 5)
KA PRI 1 (BE 2) T EAMFERERE (a,2) (8i(b,5)) , H—MEEH
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ey, F3— N BAT i .

6.2.4 SREDH

7E [64] H, UERD T HIE FSA B PR ERT 2 Wt ] 2t PSPACE-complete, X &
RN T FSA e HoAh HAT B R 28 85/ R, JL-F AN ] Re A7 £E 2 T (8] 02 .
R, AN ET CTA T Wit R R E 0. AT ERER T HT
AT IR g, SR B R E G, B T A T E AR, WS, K
TR T AR CTA A2 WS IE 5 % BRI 3 22 T2 [a]

Hi% 6.1 RATE AW SRS BRI T R 6.1 Fios. BT IR E
H, CTA G FEARSH B RAEEUE|Q||2]. Fk 6.1 1 HSIHLI R IE T2
IR, BRUILENEREMNGy FIGr FARTHELMIEXR, FBHZ AL R,

* 6.1 B& 6.1 FENHEARSHREIH

G | Q| |Q x |Q] x [X]

Av | 1 2] = %]

Gy | QI | lQIx|Qf x (%] - [%])
A 2 2|%]

G | 2|Q| 2|Q| x 2|Q| x |¥]
Gy | QI | 1QIx|Q| x (%] — %)
Gr | 2|Q| 2|Q| x 2|Q| x |x]

B Gy = (721 GA) | Gr, FREHON 2101 = 21QIx|Q] x Q] x - x |Q].

n ik

ST, RMEA A T RIS Wi B E, Gy = Gy || Gr MIZRITEUAA T RE 22 K. A
TR AR B 5.2 b= 24 .

Mi& Gy = Gy || Gp MEREFERE TE X 6.3 F1 Ay BT, BVH
A TR AT LAE RO 8] A 3R AE . A TR AR — 300, X TR R RPIRAS A — AN LS e]
MM, TFEGHE Gy M Gp PHRBIFTA BAS AW A A BT DA% ] 45
R 4% (Simple Path) @, XIEiE DFS sZHLM, gfrfE s, f#H DFS A&k
PN s BT R R AR RN O((V+E) x P), Hdh VN5 2%, E ik
H, P ORISR . ER 2R, P = (V—2)l. FI, MiGE 6.3 1 Ay,

O ZBESCEA T Suo, MEMATREATREME B, BN S, FRATRSE AR T RER K.
@ TP RIEALT EE AR, BRI 5.2 AL, (LR 5 EH REkAT.
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56 W EE N E B S P R TS e
FISE—IRAIRBE L. BEUKE, ERA R 5.2 BT, ERELSZAE
i1, RPN 2 18] ) REAFAE O PR 22 2 AN TR A

SN S =27 RV N b Y S N T 8 2 G s R S R N B E S =2 N TN RS E ¢
W] 7 BE R By MEER IR . Ik Gy IR H R R EUE K. R e
6.1 KA Gy FEIHEF FLasiE#E 7 & (Strongly Connected Components, SCC) @,
RJEAEIXEE SCC Hfaie sl (6-1) MacfE. XNERENRRES Gy MASEHUNR
LA 161 TR b B 2 R SR HONS () o 7ESCHR [72] B R 3.7 o, RIS T A 1)
KINEZIHL (Max-Plus Automata, MPA) | T-R] 2 Wi P50 0E [ @ 2 coNP-hard.
VERE, B MR UM (Unambiguity) o 45230k [60] HEATIE 1, i
gy AR i K E 8L (Unambiguous Max-Plus Automata, UMPA) 172
Witk 5 T-ATi2 Wi R SEAPE, AR SO [69) RS T UMPA A2 500 52 24 FE I
7 A2 T 2 [A] BE 1E Y coNP-hard.

[BIA8 K, 4£ FSA MHEZL T, AR R A A M . SR, IR55)38
I RR SR 8] 0 B S B CTA E2R RN IR RS ik, XM 7E 2 B b vl
ARSI R T — A R SAAAEL ) R ) CTA, %) EAR
AR . AHTHE S HH AR 260, BLRRAIR CTA AI2 Wik SsiE M R 2%

EIE 62, AE-ANLZHARM PN - N, MR CTA G = (Q,3,Qs, A, 1)
WA 5.2, FF Hss 2 PL T 2644

max Sl <P , 6-2
e, 3l 1< P(Q) (62

W Gy = Gy || Gr H5E G TR 25 001 P(Q).

HERA. 456181k 5.2 FIAT (6-2) AT G HAEEANIRAS Z T8 AN ] W8 147 L B A2
MHER EARZOIKE P FIH AR DFS R EEBALFAR O(V +
E) x P), AfLMES & Gy = Gy | Gr EZREN O((9) x (1Q] + |QP|Z]) x
P(IQN + () x 21QI +41Q1Z]) x P(IQ]) = O(QI'P(IQ]))- ¥ER, A (6-2) &
BEWE Gy TMEEMARE Z BRI ECN P(1Q|). Bk, Gy i R HON
(PYP(IQN). BT 6.1 WL Gy ATHEAIE X R, L. O

AR, MR 5.20 By, = Bp = {ef} AARBOUHE? [ L, T4
® WHR—A SCC REEH AP, WGF L (trivial) s BRNAEE LK (nontrivial) o

@ WRXT G PHUEMIRE ¢ M1 S PRER TR w, &2 AH %KLL w APRCHIERE ARIIR IR E )
q, WUFR CTA SRS, 2R AT LAYE 22 0020 8] py i 56 11321
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6w EEN A LI E 2 W oA
PUQI ¥ QS| ERLK. XRFEALERFI T, R 2 W% 115
Q| — 1 KB Bk, STk [69] 36T % a5 J0 i P W ZE L R R Ut
S, B ARSI BB R, P(1Q)) 10 F R 1. BkAh, Sk [70, 71) o
ORI 58 S SC R [73] R BT T 32T M T 2 B 6.2 SRR, T e T 17 S I
R RS LA SRR EOR A5 8 (RAUUR AT

6.3 MEENZEEFanZEEXER

AT — AN ESMER, FHEIAE CTA HEZE T, BRI W2 Witk v] LS AT 2 Ik
A, MTE FSA MR AP EIES AR A 4518 -

IR 6.1, RYE G i AEE R RS 1) A TR

EIE6.3. —A CTA G WFHE P/ (S x Rso)* = (X X Rsg)* (1 =1,2,...,n)
AR Sy RATEIZHI, S HICHEXS TR P (2 x Rxy)* — (5, X
Rso)* FHRFAEEE ¥, ZR2HIN, H X, = U, 37

HERR. ‘=7 BB G W THEE P (3 x Rag)” = (S0 x Rg)* (H 5, = U, )
AR ZHN .. XEWREFAENDENZ/HH wy,wp € LIG), 13 Pluy) =
P(wg), o ep € l(wr) H ey € X5 HT X2 C X, STFHHERETIZHRHE, G
Pi(wy) = Pi(wp). Bk, G X T PI AZAEZEIT.

“eT B GRITHRES P (B x Rxo)* — (8, x Ryo)* (P 2, = U7, 29)
AW XEWREFAE—DEHRE K e N, {5806 T L(G) AR R4 & i
TR wy A st, W ef ¢ L(wn)s law(s) € Xp, B [t] > K, W P(wy) # P(st).
B P(wn) = (er,mi)(e2 ) -+ (em, Tw) H P(st) = (e}, 7)(er,73) -+ (e}, 7)o H
FEE 6L, B <m- <7 M1 <7heor < 1), BIPISER FREE P4
KA 0] e PRI I B . ARG P(wy) # P(st) BITHOURT LS [P RIG I 2 4
XA T (A P FIAN ), B2 X AN e T K SR 4 7 41 58 A A TR,
{H R of B S R R AR B TA) s AN [ 6 T35 — A& O, WRAZAE 5 € {1,2,...,n},
#15 Pi(wy) FRFGZEFIE Pi(st) THRSFFZEFIIARR, MAEH K.
X258 ZAF L, IRTFAALE 5 € {1,2,...,n}, 18 Pi(wy) HRIFHGEEHETHE
Pi(st) HEZ B FIHICE, (5 PI(wy) M P7(st) s & 34 i 1
AN, B SN ER T A EXFELT, LIRFFE (er, i) # (ex, 77), FE
(e, i) € Plwy) H (eg, 7)) € P(st). B, F74E 5 € {1,2,...,n}, {1 e, € 2F
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%6 % ARSI AL PR AT IS
(T S C %), KERE Pi(wy) # P(st). Bk, BIE Pi(wy) Fl PI(st) s
{32 B B R AR, R 5 ()R 318 T AR AT SR R 5 [X 23 of 87 1)K IR S0 1 AS [
FRELIT TR A, G T P72 (2 x Rso)* — (2 x Rao)* @R HHRIZEI. O

HAEERE, /£ FSA fE2¢H, ERIEBI PR “=7 #70a] LIS ok, 1
“eT RO WIASESL . SR, “<=” EorAE CTA HRMEF, BN SAT R HRF 2L (8] 4E
e AR AL R o AR

paig

BEL 6.2 CTA G S ELOUSE TP RIS HANT, & U T AL T

MERR. <7 R CTA G ZARE1IZENN), XEwE 20HF MW j
{1,2,...,n} BEBAERIEREER K € N ANFHAFNR 20 5 T8 — %K A
N K HERAR, X EEERAR N — AN A W AR 25 ) A\ AR KPR AS Uk, X AT BLd
Xof B8 A% bR AR T )RR RIS B SR AR 1 BX S BR AT )RR SIS [B] o H T Brofer 8
I 1E) )& T Rso, DIGERAR B FFLENT ARG PRIN . B T NI L PR AR RF B2 8] 1) %
K. Bk, Wbk A TG, W j DIRFERZ T I 8] A A A I 2l e, X
K& G & T-Al R W

“=7 FREUIE, AR G ARTTRFERZWI, W EARER T-rT h S W . (&
B G ARFHFRZHIN, XEWEFENNEN TAH s € LG) N (3 3p)* M
sjeft; € L(G), RN TERE j € {1,2,...,n}, #4 P/(s)) = P/(sjest;), HH
lti] > K eN HepeX,o & K BETIETLT, W |s;espt;| T TIETLTT . A,
R 6.1, ZBCEE RN AT R LI A ER 2 TR, Thasi(sjest;) — Thast(sjer)
Bk TIELS, EEREEAET Reg. HIL, G AR T-AIhAZER. O

ER, I o =1, AR E] T-al 2 Wt Wik 2 W St A,
ARTAE CTA AR PHES H 7 A FT2WiE. BhEAH2IeE . T-al 2 e A
T-W3[F) Al 2 W 22 T iS4 1

6.4 FEIG

AT AAE LT HA CTA I EDFATH G 2T IRERAE, S0 7 —FhieiiE
CTA R ZWiE R BE . o, AFUEW] T CTA HEZE TP a2 Witk A b [F) T 12
PEZ RSO, 1X 5 FSA RESEH TG OLANA . T — B 40 e AS Bl a2 i (1
1 2 5 I 18] DX 1) F ST | R0 FUAE S ) 2 45 A Tl
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%7 E NEXEESPESZE

F7E HNEXEBNBENSE
7.1 WEXEBNNIZSERTEIEIE

ARITENEER TIA G = (Q, 2, Q:, A, p) AL LT Al2 Witk S .
UbAh, R8N G MiE T —ANIIERS, H T RAEEL A2 . AR EST 6 1A
e (% 5.1 F1 5.2) , USRS R Guda 2428 s nT WL AT 4

B 7.1, HEE 7.1 R TIA, HACRADT R T R R E R R,
i, RAEE 0 L 1 5T u(0,a,1) = [1,2]. HHE TIA G BT

b/2 . ¢/15

/15, 9 U2 4 L5,

er/1
S

p=0 1

Y

W p HIE B 7558 N TW(p) = (a,1.5)(ey, 2.5)(b,4.5)(c, 6) - FHLIMA P(TW(p)) =
(a,1.5)(b,4.5)(c,6). HE—EHh, H ((P(TW(p))) = abc.

71 TIA G, EH 2, = {a,b,c} B 3, = {u,es}

7.1.1 alZERERIEN

EX 71 —A TIA G AT P (2 x Rag)* — (Do x Ruo)* Al FESHE T4
Y C By RRNSHTRY, 2 HAL Y 2 DLT %A

(3K € N)(Vs € L(G), ligst(s) € ) (Vw = st € L(G))
[|t| > K = (Vo' € L(G), P(w') = P(w))(3e; € Ep,ep € L(w))]

fa R, X T TIA, WERAAE D BEREK e N, G L fEmH ey €
Yy RAR, B BER TRRER K AFAE A AN R, Az B sidLgte T2
Wity IXERTE 2R G RENS (L e A A Ja AN AT SEs R iR, o O S i Al o
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0T = R X E LK B2

7.1.2 BSIERSRYIEEE
N T RE—A TIA FISAIEAS, Se MM TIA %€ L0 F R R AT A G4 A4E

EX 7.2, HEMWA TIA G = (Q1,21,Qir, Av, n) MGy = (Qa, Xa, Qiz, Aa, i),
G, MGy FIFEIFHITHE € SCN—4 TIA

Gy || Go = Ac(Q1 X Q2,31 U X9, Qi X Qiz, Avj2, f1)2),

A2 C(Q1 X Q2) X (21 UXs) X (Q1 X Qa) Mlpuqye : Aqjp — 2820\ {0} 5 X N:
e XT oeXin 2o, ((pl,pQ),CL (C]17Q2)) € A1||2 H Mluz((pbpz),@ (C]1,612)) =
pa(prs o, q1) N pa(pa, o, q2) FHAE w1 (pr, o, q1) N pa(pe, 0, ¢2) # 0.

o XTT o eX\(E1N%,), ((p1,p2), 0, (q1,p2)) € Avp H paya((p1, p2), 0, (q1,p2)) =
[’Ll(p170-7 ql) %E‘/fli—/l (plagv q1) S Al'

° X‘j‘:‘F‘ (S 22\(21m22)7 ((p17p2)707 (P17Q2)) € A1H2 E M1||2((p17p2)a0-7 (plaqz)) =
Mz(anO': QQ) %E{X% (angv QZ) € AQ'

fEl SR, IS TIA Z (A () AT 20 & R %5 1& T A H S8 NS, MIAAE
FAF(D USs) \ (31N E,) MRS EMEE . A FAFALENA TIA #RERI
AT A AT, X P o (R0 B e el I 8] X TR AR AS . SR, AL FAF ]
AAEAEMT AT RERITEOL P AT« FERIX S E—F A CTA Z 18] i 18] AT 4 &g
AAA

Bk 7.1 WIERIMIE
iﬁ])\ TTA G = (Q7 Eu Qia Anu)c’
iﬁ]tl:‘l %iIE%% Gv = (Qv; 207 jnA’U’:U’U)"
1 MEFRZEEAINL G, BRI
WA = ((N,FY, S NN, F} x £ x {F},ul : (N, F} x Sy x {F} -
{R>0})-
- WHEBEADINL G =G || A = (Q1, 3, Q) Ay, ) -
2: M Gl *@i%ﬂ)'_ﬁ)ﬂﬂ Qij}*ﬂ_‘ Go = (Qo; E07 zm AO,MO), —’u/':g%%ﬁ[]‘F
A %E
- Qo = Q) UQ, RYIHIREE B G NLITFPREES Q) MIHFEE;
— T AT E IR BT, RIF Ay C Qo X T X Qo Ml 1y : A, — 2820
FESANR s XFALAT 0 € 2, M v e 35, W (p,vo,q) € Ay, M (p,o,q) € A,
H p1o(p,0,9) = po(p, 0, q) U pu(p, vo, q)-
5 MIEERAESE G, = G, || Goo
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87 % WX G S S

BT FIRM B AT S, FIE 71 /IR T A TS W PRI 50 UE AR B A i
IR R A HE AR B A X A0 IR OISR I . S0 7.1 B 1 PR IERR AR
HEWL G, BEES S G FEh. G BREERN (¢, @), Hb ¢ € {N, F}.
TERE ¢ FRIFRERR T VIR ENE ¢ MFAF R PR B SRR e € X
(bid o N FoREk, Fnidh F #oaEs) « NEEL, BNET Q x {N,F} I
REAF S FR, Bl 1N A% (1, N). BTk, N G HEEMMEZN G,. 7
G, T, (NRBHIIRIRES LA G A TR NI FRAS . Ak,
SFFALM FRF R vo e B, v e 3f H oo e Xy, ¥ v MAERINE] o FAE L.
EfFER IR, TEIRE p FURE ¢ 2 RAEAE 2N I 110,000, .. B
R EXFEI T, AT (p,0,q) € A, FIBERENENIRERIE. &
JG, IR G, 5 H SRR REATH G RIIERIES G, REWENSHE X 7.2
H AR IE D6 R ISR — N T

5 7.2. HXFEE 7.1 E TIA G, Kb 3y = {e;} C Sooo WIBEIE 7.1 BIHTH
W, T 7.2 MERMINE L G, I 7.3 Fias. WBiEE X 7.2, T G, ik
HIIGIESS G, WK 7.4 s,

C a5/Rso :i o /R
/820

c/12,4] b/[1,2]
(L g L TR 2
ON 1N SN ]—D[ 7N ]
or/[1,2] a7/[0,1]
v b/[1,2] a/[2,3] v
% 4F D [ 6F D b/[1,2]
/2l S

E 7.2 Bzl A4, (L) FEFEEE G, (T)

c/[2,4]

b/(2,4]
a/[1,2] N b/[l,Z]a/[O,l] EN

b/(2,4] b/[1,3]

a/[2,3]] v b/[1,2]

(LG (o)
b/[1,2]

& 7.3 MBI G,
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b/[1,2]
/2,41 |b/[1,
: g7 i
on |a/[1,2]( 1y |b/12,2] 3N ¢ w)
ON 1N i 4F o 2F |
b/i2,2]' <22 T
b/[2,4] ’
a/[2,3] "—Lb/[l,Z]

A

4F [ 2F
4F o 2F

c/[1,2]

7.4 FIEES G, (ABIRFS (4F,3N). (2F,1N) #1 (6F,5N))
7.1.3 ENZEREISIIE

EI 7.1. TIA G 7E%5 P Ml SEM X, FTARNSHE, 4 HMY G, HAEE—D
T3, SRS ((¢.0), (¢, 1)) ¥Rk, Herp 1 £ 1

IERA. HHTE AL A, PECEAXTT G MAAE S, FH G = G || A BA IR
G W TR, BINE L(G) = L(G). &ik 7.1 W 2 2 G, PIURE
Gy BITTWAT N9, B L(G,) = P(L(G))). HI, L(G,) = P(L(G))-

<" B G, PAAE— AR A

((Q17l1)> (q17 lll)) il_> ((QQ>Z2)7 (q;? l/2)) 12_> _—> ((qulk)v (q;w l;{?)) U_k> ((QD ll)? (qllﬁlll))
:/H\:EF[ ll 7é lllyl2 7é llQﬂvlk‘ 7é l;c E‘ 01,02,...,0% € ZoO *ETE GU E‘J*@i‘ﬂia ﬁ ZZ =N

Hi=F@L=FHE=N),i=12.. k:ﬁ&ﬁ%ﬁ%M%%ﬁﬁ
((q0, N), (qo, N)) BRI A58 w A ML IRAFAE P %12

w/t

o1/T o2/T Ok—1/Th— ok/T
PN:(QOaN>—>(CI1aN)L>(QQ7N) 2/2\"' . kl>(Qk;N)ﬂ>(Q17N)a

/L o1/T o2/ T Ok—1/Th— oK/
pr = (00, N) == (g1, F) 255 (g5, F) 2 - 2200 (g, F) =5 (4, F)

1E G, 1, B TW(pn) = TW(pr). FEEWZ F FHBUEHE T HRESRME e; € 3
MRE. 46 P(L(G)) = L(G,), BAETTLAE G R B FAME AL i 7] 2755
CEHIER EZATEZ ), BN AEMEARSE .. KR — a8 F e e, m
ARG . FIE, TIA G AT,
B TIA G Z2ATEWIN . ik, XA K € N, 275N 8] 755 5
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sptp,sy € L(G), Hf e € U(sp), |tr] > K, H e; ¢ U(sy), W2 P(sy) = P(sptp)o
HE, P(L(G)) = L(G,) AL, 3 HAE G, = G, || G, 1, F 38 1 H7 R 2 3% R 4F
EWNNMRESHEAE . B, /£ G, FUIRIAAE—NEIF, H i 22 A 2 48
LG A FRREHR ST, Hohbs% N R E sy, 1828 F KA sptpo O

Bl 7.3. HEE 74 BERKIRAERS G, HPES (R TR 7.1 B, B3
ARZIERIIES) CHEAAEH . K, RIEER 7.1, G —ARZHIT.

7.2 HEXEBINEIENSER

AR ESNSEE R, B DA T2 W RSV H g, 3 H 3R R
SR W . SRS A B M B A 2R E B R ) RO &5 B 5
R, Horp— AN, T — NS, L R s .

B 7.4, FEUFEEE 7.1 TIA G. 7T LURE 5 HUE 1 G R 2 B4 3L
ARA[ Wi, TR, 7R TS TS a(bo)t A aep(be)®, H k e N
K. AT, WA TR ch— AN A M ef, 15— AN EA.
PIL, G 6 RLIRIZHE B LR AR A2 I, I AT K B 3 5 4 o B A
[FE DS R a(be)rs SR, 475 B RGBS, TTA B2 Wit nT e HoxT B
B AR . B G AT 1 2 3wy 1 250 3 i
7.1, TS HUEBUS 9 TIA FSAESILE AT (N, 0N) L2 (1N, 1N). [
I R EE 7.1, BXUSH TIA 2R ET.

ERBGARTL 1IN EAE BAE TIA FEIEM, IS AR A L. ££ FSA
, B EEE AL v I S, DU S iR ) A A . AR, £E TIA FRIN 8] 5
FRERHESET, A LAAT T R 1) RE AR I R A AR N 1) o SR AT TR A PR A (5673 P4 I 1)
FAT HAE R G RAT FTANIR], AT 5% 5 SR i A o DRI, e e SR SR A o
HI AT 2 B LA BERL A

FEL SR MBI, ) P S e B AR T DABH LR R A A, i A T s R
PEABERAE T 2RI, FEARTE R, R4 S Al DA A ) mlBR ) AR, (B
ARG T AW F . BRI SR R R =

H|

F={7yCQxExQx2%0\ {0} | Q x Ve x Q x 2720\ {P} C 7},

ﬁ*“l:':‘ (q7 g, q,7[> € v i%/j—‘—\‘)I%‘ (Q707 q,) S A E(]*Rﬁ ,U(q, g, q,) BE%U% 1 g ,U(q,O', q,)o
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R ORI L M B AR A AR IE T AR SR PR A Dy e e, (B R B E R A,
TEMAMENASERE [ . #ATES, SRS, ZEHREE%RE
MEEE T BRI AIARE . 5 SCHR A B A 8070 WL f B 4l AR R, B P
EEIECE S CE A TIDYE

i 7.1. . C %, (B By C Bie)o

eI e RIS, DUME R S Sems . O 15k I, R 2 5E
71 AR AR IETEER .

EX 7.3, 4E—A TIA G, @I Hi% 7.1 153 G WRIESR G,. 1£ G, TIER1E
AR G AN A, WOV AN RHEARMTEES ;. S0, SRy AT =R R .

EX 7.4, SHE—A TIA G, AR KIERRN G, = (Qy, X0, QF, Ay, 1) o WA
="M g Bl ¢ € Q, WIBAT, Wi LR AF: 1) ZsiT B SR T34,
2) ¢, BT — AR TEERIIEIR, WPRES ¢, BARARANSERASST. &, e
PRI BTIR 7SR o

FELEVE 7.3 T AT M AR A AT ESh 0. EOUH, R RGN
LR AT T RIS WRR A AR, T 5 50K i 4 b 20 5 12
W T Quaing % Gy FFHOARTTBWERAAS . Quasay OB TT LTI 25 18
SER. Wk, WA G, HFIOHTE R EES. B, ST DB R
2L 32 AT BT O IR ER AR Ao A PR EG 2 Ut J LB T G, o
ASFER 2 TR 0. o FAEAVBORI 0B 5, 1T LG I 76 3 4% 11 it T 1B R 2
S o S EIERAE. G, PR RS AT P R BB, S0 3 o AT — TP o7
F s 5 R G 2 1 77 7E «

EX 7.5, X FARA A B 7558 w e P(L(Q)), T w —BURZSHIE S E XN
Clw)={qe Q| € L(G),3q € Qi : (qo,w',q) € A", P(w') = w}.

AR, IR ¢ SO w — 2, MRAFAE DA FRFH o FEPRE ¢, IF
H o' MBS w AT,

WA b 2 W RAE R o A, — A2 TIA A] 2 #E AR AR
IR AR A AR o O 7B BRI S DL AL, RLAE B ER B BOGS LU P SR
TR HEAT AL -
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L XTI R ERES, kPR AR RARE, R IREIE G
HOA AR SE XS IACE, AT B IEAE G T BRI IE A o

2. A AR OT O BOB R, IR A P P AR 4500 0K P 4500 0 2
R BRI, RIS WA IR FT S HAR A X
FEE R IR, LRI S0 AR LI B SR, AR, 7
BUF, RIS BRI %, T2 RIS R B T B

Bk 7.2 BB U AT
BN — DATEHT TIA G = (Q,%, Qi A, 1)o
WL —MEERRITRES T.

1 AL 7.1 WIERIER G, = (Qu, Sy, Q1 Ay, 1)
 WHRAE G, PATTZHRRERN LS Qndiag -
. if Q:} N Qndmg 75 (Z) then
o W Ce AR E .
KT =0,
. for g/l\ q; € Qndiag *D (S Ec, ﬁﬁ/@ <QU707 QI;) € Av H Qv € Qv \ Qndmg do
. T'=TU{(q,0,q,)}
. for £ G, TR NAEEHIEH T do

EPAEE — N EBEIE (¢, 0,¢) (BloeX,), 2 T=TuU{(q,o0,q¢)}

2
3
4
5
6
7
8
9

BUESRE ] T 32 W B A8 W B R B 5% 7.2, DIR 1 Mi& G e
eSS Gy, IHEREMN B ERERFBAGA T SHNART. B3 2 1HE A
CWPIRE NS Ondiago VI 3-4 IR THID VY, b G, HAAEYIIRAS T2
WER BB A LWL R A TIE TR . 23R 5 VIa A E BRI AR R T, %5
A F IO AR R 2 A EOR g PR ] AR . D YR 6-7 AT 8-9 Jr il AbEEA
FIEFITT ARG R, B ORIESE 7.3 A AT 2R A X # 2 A Tk 1

) 7.5. FEE 7.1 Y TIA G LIRSS G, (WE 7.4 FiR) , Homr st
N B = {a,c}, NAEHEMAN Dy = {bu,es}o WIEET (OF) ATHBRIEIR K E
X 7.3, W (5N, 6F) Y2 (5N, 6F) R— ARG, T (3N, 4F) <22,
(1N, 2F) Y2 (3N, 4F) e— AT RBRIIERR . MRS 7.2 (508 2, AL
REXIES N Quaiag = {DN6F,5N5N}. BT Q) = {ONON} H Q% N Qnaiag =
0, RIAAE—A TP B s, MBS, 6-7, % ¢, = (BN,5N), 0 = a, H
¢ = (3N,3N), WAZIE (3N3N,a,5N5N) $MAES T. % 89 EHEBITE
(3N4F, ¢, IN2F) JEH AN T e

ORI IS W B s T AR ZREY B RPN B, XS E T e
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AR W] DL BR A DA K R e AT I REAAE I B R B, 1 AR 55 AL E MR LR AR
IR AR AT AL PR, RO IR AR A n] LURS AT e O B SR R G IIAT 9

Bk 7.3 (R B EahisW R B AR T
BN TIA G =(Q.%,Q:, A, p);
BB FIHL Gy = (Qo, To, QL. Ao, 10);
Pz T
wid: fELMIEEER S P(L(G)) — T.
1: '&XJ@UHU% w = ¢€.
2 T w —FURASE C(w).
3 & S(w) = {(z,0,y, p(x,0,y)) | 3(z,0,y) € AN (C(w) x T x Q)}.
1 for A (), (0:1g)), 0. (9, 11), (¢, 1))) € T do
5. if {p,q} € C(w) then
6: A, =AN(Cw) xoxQ)={(x1,0,1), (x2,0,92), ..., (@ar, 0, y0r) }*;
X, = {g € C(w) | Qo ({a} x {N, F}) # 0}
1, = U(:p,u,y)eX,,><E;§o><{q1€Q|(q1,a,q’1)€Ao} ,u(x, v, y)®;
if p’ = ¢’ then
;\m'd = {’I“ < Q | v, Ve € (EUO)* \ {5} : (p> V17T)7 (qu%r)? (T7U’p/> < A*}
else
mid =0

n R i = 1, M)®:

im g M(:I:m7 0-’ ym)?
7 (T, 0, Ym) € Ay (7-1)
{ﬂ%:l(]u + lu(xn%o-a ym)) = ®7

if (@i #0)V (Qhiy=0Ap=qgAp =q)V (i it NMFAE) then
2 S(w) = S(w)\ {(z,0,y,1) | (x,0,y) € Ay, T € 2%0\ {D}}.

10: else

11: form=1,...,M do
12: if (Tm, 0, Ym, Im) € S(w) H I, € 28>0\ {#} then
13: S(w) = S(w) \ {(2m, 0, Ym, L)} U{(Tm, 0, Ym, i) }-

14 FERER — AU (0', t)7 RIF2 w= ’LU(O', t)'
15: @?U'}fgg% 2.

% 7.3 MR 7 EE2 I B s AR 2R R . SR A A I SR N
PR R . R, I w 5, EE TR S ADIRAS T C(w) MHIEGE |
#BAE S(w). WBER 4 IT4R, X 70 T rha] DLRR f B AT A R e ZE T AR T,
SN LR AR N B AE . B3R 6 tHEAE G hsid N o BIFTAE M C(w) FHIRZS
HRARITE S, IR HAEN Ao ZESESITH BN (D8] 9 ) 5
O EX A, WTTHEMN 1 B M TR
@ R, A X, x X5, x{g e Q] (g,0,¢) € As} =0, WEN I, =1[0,0]; R | X, x5, x {ge Q|

(¢,0,d") € Ao} =1, W I, = p(z,v,y).
@ X SEPR b — NI 2 A (Constraint Satisfaction Problem) , W] U# FH A St 47 sk g 1931,
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ST E WA XA E S E 2

WEBRMIACE (FEFR 13 1) BARITE . HEPRAM T C(w) T HRA R A AT (5
YA o FRic Al W A2 iE) RPRESESIEA X, (B {q € Q | (¢1,0,4)) € AL})

Fig I, Fonbrid N v € I, MARITERBCEIXE, XL A X, FHRPRA S
{n € Q| (q1,0,q) € Ag} FIHPRE. B T FHRIE (WP 4) e p = ¢ B,
THER L@ AT p M g IFBNEM R EPIRSES QN0 BN, BER—
T XA T X 7 BRI A AT . iR Q)0 # 0 8L (Qhy =0,
p=q Hp=¢), WA HEZERENE. DB 7 B0 X R EBLRRA—
HAAEXTT AT K. L H BRI D A EASH L ES.
il 2% RE B AT S ERAT AR 2o B AR S D FL R AR AU Y 1 X JA), T
ARG ANET IR RGHE . ST RRAL TR, 0208 AR 4R . 22t
PRI 89 HPAT . WRAT (2, 0,y, plz,0,y)) AE S(w) H, MEHKE AT
TEZ R ER 0 O ZEH . IR 12 Hh Rk S0 % 18 1R 8 R A FH A2 1T

&3 7L FEMLPHOBIE 8 PTEUE RIS L, 2HE 7.5, 24 QL £ 0 () i, %
I (((p 1), (0,10)), 0, (0, 1), (¢, 1)) BIESAREBT p(p, o, p') N plg, 120,q') #
0, A8 To e an T R GIA . #TCTERT 1R IX PR AR T AR 36 UE 3% R B . AL 7 A&
T Qhiu=0Ap=qnp =q BERL (F) -

g , g
0 /
1
Qg # 8 ={ry,12, .} Quia =9 ApP=qAp =4

7.5 tEGERR AR EE

EIR 7.2 FIE 7.3 BOFMEEA S W RMEATT 2 G MM RSt S/G W

WERR. MRFEEE 7.1, WK G ASZH WTE G, AR SR — DR

o1/ Op—1/Ip—1 or /Iy
V1 ——> Vg~ Vk > V1,

Heb v = (pN,¢F),i=1,2,... ke
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%f[ﬁ%ﬁﬁi *ETE%X 73, ﬂu%ﬁi”ﬂ%ﬁﬁﬁ (p]N, (bF) U—J/—I]—> (pj+1N, Qj+1F>o
*E?Eﬁ?% 7.2 E‘Jﬁg?é 8*9, ﬁ ((ij, q]‘F), 034, (pj+1N, Qj+1F)) € ToXﬂ‘ﬂ:/Ef_E ((pJN, qu),
o, (Pj+1dV, Qj+1F)) € A, 1£ G H A g AL AR IE:

o)1, v
Py = Djer Mgy = g (7-2)

H 101y = 1;, f (8K

/ 1
VI o; /1. i o, /1.
pj =1 — pj1 g ' :

7 qj+1 (7-3)

Hr (L + )yn I+ 1) = 1; Hv,v" e X\ {e}. HRNELHEL (7-2)
A (7-3) I, RIEFE 7.3 KB 6, B (pj,05,041), (45,05, 411), (',05,pj41),
(r" o5,q541) € Ay FEH ILUT C L% WH pjy1 # g1, BWSE Qhy = 0, B
LALRAFEA RN ZSIX (', 05, pj0) B (17,05, q541), BRI (BR) (pj, 05, pjn) A
(¢j,05, qj+1)- I, ATCABRSIEATHAE AR (LA T2 . s PYR 7 F0 11-13,
NEANUETAREMIARIE (2™, 0,y™) € A, B —NMETIIACE i, R4 A (7-1),
FEASH I o7 B2 TRE (L, +3™) N -0 (1, +iM) = 0, UHIRTE G,
BBRARIE (vj, 04, vj41)0 F3— 7, DA RIAHTHIARIE, BYAEATHT 73l AR
A I BCE BT IX (0] . B, XAAHEEAE AR RS (S/G), HRIER T
RIERL. HEH 7.1 WAL S/G ZAZEI . WER pia = ¢ H Qg # 0, N
P IR 8-9 ZEHI T A WA EDIRES AL THIT 48 305 ie N o BIRTREARIE . BRI, 3XANwT
BEIABIIETE L MR pjp = ¢ B Qg = 0, MEMEAFIEZIL (pj, v/, 1)
(g, v ") W2 =" BRI, ARITX (7,04, pj41) M (7,05, pj41) VIIRAEAE
Hoo' oo 3R, X (pj,05,p500) (5,05, p541), WR p; = ¢;, EHEKZIT
AT A F— 5%, I as N AR AR . B, W p; # ¢, W (7, 04, pja) T
(r", 05, pit1) AL (pj,05,p501) B (g5, 05, pjr1) EBA2AEHIARIEXS, R AE AT LA
AR A RSN (7-2) 8K (7-3) B, IEBISAL T LR s, Mg .
WERAEAANTTHE, MILEBE NG BTN P8 ) 35 . ARSI 7.2 B IR 2, F
V1V, Uk € Qudiage WRAFAEAIEFF g, 225 gue 22 o, Hop o, €3, H
Wye € X5, WKEFTE L (que, Wae, v;) € A BISIPIREAIN Qnaiage L JEARYE I
IR AL 0 N 25 T Bl PR 45 o FERIE B S5 AR 28100, s g . O
O TR IEPIRIXBEIAE, B I, = I, U T) U -+ o AR L, AR — Bk H, X A B ARIT .
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%7 E NEXEESPESZE
AT PR A SR 1 MO SR TR AR I, S B AR U598 ) DU A3 R e mT 121, (2
A RIS T N X IRRE 7 77k R g1

5 7.6. HREHEIL 7.3 FRIELNEL B 7.6 4 TR RS (S/G), MIRIERE . #]

G, THE C(2) = {0}« XHFRM (a, 1.5), 135 (a, 1.5) —BOREHEN C((a,1.5)) =
{1} EMWE] w = (a,1.5)(b,3.5) JG, —BURESEZN C((a,1.5)(b,3.5)) = {3,4}.
TEGIR 3, YIRS HERAE S(w) T

S(w) ={(3,a,5,[0,1)), (3,¢,1,[2,4]), (4,a,4, [2,3]), (4,¢,2,[1,2]) }.

Xt FA23E (3N3N,a,5N5N) € T, *ETE%F" 6, A A, = {(3,a,5),(4,a,4)} M
ra=0Ap=q=3Np =¢ =5, Kt BLHLIE 8-9 ZEHFL o, 193

S(w) ={(3,¢,1,[2,4]), (4,¢,2,[1,2])}.

FFARIE (3NAF, ¢, IN2F) € T, 5 A, = {(3,¢,1),(4,¢,2)}, X, = C(w) = {3,4},
I, = 10,0, H QA,, = 0. Kk, RIELIE 7 A 11-13 EHHE (3,¢,1) T (4,¢,2)
RCE, FLA s £ 1 PN 2 T IR [2,4] #1[1, 1.5,

2,4 C u(3,¢,1) = [2,4], [1,1.5] C p(4,¢,2) = [1,2],
([0,0] + [2,4]) N ([0,0] + [1,1.5]) = 0

HAE Sw) = {3,¢1,[2,4]), (4,¢,2,[1,1.5])}, XEHAE (S/G), HEDbAFIT
(3N4F, ¢, IN2F), Z WKl 7.6, KR EE 7.1, S/G 2 r[2Hii.

3N |a/{0 1]
3N

A

c/[2,4]] |b/[1,2]

A 4
on |a/[L,2]( 1n |b/[2,2]( 3N
ON 1N 4F | _____ .

[2,4]n[1,1.5] = ¢

b/[2,4]
Y __ b/[1,2]
a/12.3] 4F 2F
4F | 2F
c/[1,2]

7.6 ARG (5/G), WHIERR, XSRTEIHEN, BEFmENEZR K
M BR
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BT R WA XA AL E S
7.3 ROFAFR: BRFRERR
FHEE— MR REERENRBAS FRATRTEAEAE. W8 7.7 b7

N, RAAE— R A NALEE N, — R R E L (B RETFHL) B
N A Wi-Fi ENE . 2 TIA #8 G7 ILKE 7.8,

/ _______________________ \
/ —_—
> Master

. Bedroom |
Sweeping — — .— — =

Robot |( N ia \I Smartphone
| i

[
|
| |
: |
Charging P!
: Point - @) | Hall | :
| |
| |
| |
| |
\

_____ \ 7
~
> Second
Bedroom /
\

—_—————ee e — —

7T BRERERS

l ¢/[10,15]

7.8 7.7 PEGERERSEHN TIA 38

B G AT AR NS RN CEA 7 2, PN IRENEAT R IUER) | RSE
s AT R T ], MlEs NMFBEAER R A, SRES I CRE 0) - FEE, &
RETFHLZEHLAS N0 i FENAESS (0 o) o« REDMERR A, Plas A ik
FNETIUES (RS 1) o #5E, Il ANFER SR (B ) o IRES 3 HHIEPIRE,
R N ARTEERRS . R 3 oA DA RERIFEAT: FF ug FRonHLas ALt
5, R AR (RS 5) 5 FF ef RN NEBEIMENZBE R, FBUER X
ffii. B, Mlds NGk RT3 (B wo) , (HEETT R 2R N IRER CIRES 4) .
K, HLE N ITHIBIETIF e W1 B Be TALAIRIETE A (1 0) o &Ja, fE5Eh
EATLAEE, Plds AR Bl 7e i s Rl A B e AL (FF o) .

TEZ ARG, *ﬂ%&/\ﬁ"]ﬂﬁi%ﬂfyﬁﬂ?ﬂiﬁjﬂxﬁmEI‘J, BRIy P e fE 2K, J)

¥ = {ur, ug, us,ep} H X = {ef} ME— AT b, DRI RO 3R AR T b =
EPE’J Wi-Fi {55 585, X A] DLss 3 ae LS T %, B 3, = {b}.
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g7 s WX ESHL LR L
AR R IE 7.1 8 TIA B8 @7 WIERUES G, FNHEHE 7.1 ik
afzWirtE. Wik G ATz, WAL 7.2 F1 7.3 BTE AR R I 4 ) SR RS DL o
A2 WtE. W E Sl G fESiERs G i 7.9 M 7.10 Fras. fAERA
A B ER (5N, 4F) 9 5N 4Ry 1 (5N, 4F) L0 N, oF) 0
(AN, 1F) 22220 (5N 4F), HAUH TTHH R b, X0 TIA G & AT LK.
MR BN AL 7.2 f 7.3. RIBEL 7.2 MPIR 5-9, 153

T = {((5N,4F),b, (5N, 4F)), (1N, 1F),b, (5N, 4F))}.
FELBY B, P w = (a,2)(b,29), 53] C(w) = X, = {4,5} &
S(w) = {(5,¢,0,[10,15]), (5,b,5,[10, 15]), (4, ¢, 0, [15, 20]), (4, b, 4, [10, 15]) }.

MTZIL (5N, 4F),b, (5N, 4F)) € T, i Ay = {(4,0,4),(5,0,5)}, I, = [0,0], &
g = O SR EAETHUSIR BN WilFi 55 8 KN 5, AT 5513
RIS AR B O L, X () HEAT IR B
S(w) = S(w) \{(5,0,5,[10,15]), (4,b,4,[10,15])}
U {(5,b,5,[10,12]), (4,b,4,[13,15])},

2 [10,12] C [10,15], [13,15] C [10,15], ([0, 0] + [10,12]) N ([0, 0] + [13,15]) = 0.
PRI, G SR FHLERS 10 2 12 FE]— ok BALE ARITHE S, AT HERTLES A 2
RN BIE FEMFIEETITAE. Kz, WRE SR 13 2] 15 BEalii—k, N
Plgs NAA: 1 b, S ECLERRIBEE N R BNEAT AT 43

XTI w = (a,2)(b,29)(c,44)(a,46), H C(w) = {1,2,3,4,5}, X, = {1,4,5}
K S(w) = {(5,¢,0,[10,15)), (5,1, 5,[10,15)]), (4, ¢, 0, [15,20]), (4, b, 4, [10, 15]) }. X}
BIE ((5N,4F),b, (5N, 4F)) € T, B A, = {(4,0,4),(5,b,5)},

I, = ([1,2] + [5,10]) U ([1, 2] + [2,3] + [6,8]) = [6, 13],

Lo Qg = 0o PRI, X FIRXREM Ay AL, TEIRIRBIIAE (7-1) AOME. DAL, 62505t
FAF b NAEE AR, e 2

S(w) = S(w) \ {(5,b,5,[10,15]), (4,b,4, [10,15])}
= {(5,¢,0,[10,15]), (4,¢,0, [15,20])}.
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57 & WEX (A H L E B2
XPFARE ((IN,1F),b, (BN, 4F)) € T, H 523E ((5N,4F),b, (5N, 4F)) HIFEK A,
I, A Qh g0 B, PREFIEHERIE S(w) A2
DRI w = (a,2)(b,29) ABl. EXFET, BARTERITE RS GHDIRE
4 3852 5, X AFEIRMN w = (a,71)(b, 1), FHH 7 € [1,2] M € [20,29], .LHS
S 2 SR F — B 4 | SRS

S(w) = {(5,¢,0,[10,15]), (5,b, 5, [10,12]), (4, ¢, 0, [15,20]), (4, b, 4, [13, 15]) },

A 2 GEH I ()45 B R SEIL AT 2 K 1 1) 4 RE

¢/[10,15]
Y _a/[1,2] b/[16,27]

b/[10,15]

c/[15,20]

79 E 78 F ¢ BN BEH G,

b/[16,27] //Z/_[1_o_1§] \\n

on \a/[1.2] v |b/119, 27II 5N ; :c/[15 15 on |
—{on ) T )
1 b/119.28 b/[10,15]:_ L a2 i

fy | e

~N—_— =

7.10 EIEEE G B9—ERSy, HAPRE (4F,5N) REEZENTITH A, 1SS
T HELIEL

74 FEIG

AR SeRE 7T TIA W2 EERAER SRS, B 7 —Fr a5 &R
I F) RS 255 ) ) R 5 2 SR, T TIA M ES 2. iRt Sei@ X
R RFF RGRAAT Y, (AR EE R FEE . fm, BB RER RS %
BISGAIE 1 B $R 75 3% 1A Rtk
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AR TN 4SO A B 4G, FEREARR TARREAT 2
8.1 B&&

AN ZYE RN B ECEE R4 (DES) B %2 MEdHT 7 RS 7, AfEAE
S AT IAE  SRRE A2 I TN S5 B 1) R, R AERE HRA S 5 I HE SR TR i th
T RBVAH M B E SRR 2R R A T

TER R TFO BFFUJ5 1, $2H 1 PSIFO A1 SIFO PR AL 2 4 Mo J HBGF
T3V IR Ul IS I R A AT SRR, BAR IR s v E R AR A, (R
FINA B A AT BE R T TR . 5 SO AR dE IFO A EE, PSIFO
AR TS R AR B ORAIE, [ BAT AR IR UE R 2, FEI ) B E B A
EAISE BRI T /T

Il AT (CO) B AT 7 E R, Wi @R TIE S CO 5T
IWAH) CO #£ DFA HEZE T KR &R, L& MOC 54, BRI 7 RIUL R4
Hgtset Jm AN A R VG R 28 . SORVERT L RIS WA Holm SR B AR 4%
B, NI 22 42 1) 22 2 P DR B 1) JBR A T %07 &

FEMFEIZ W7 T, X B4R NFA, Bl NFA FIJCF LPN RS0 55 A2 Wik
g5l pimi AT T RGP E AR . WSS RR I R AR NFA A L i) @i
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hard [A] B HL AT )€ 14 1 A A o o X8R IIAEAD 1 i B2 I ek 3R R B2 A A 8
NSEBR RGBT R T A EIR K .

EEXFER RS, T CTA BARRH 7 OE KN R FRAT -6 077%, P K 15
ik CTA WA A2 Wit A SR . @ 51 N fa 564, BDIFEAIC 7 CTA A2
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PN R R, X— KIS FSA HEZE TS5 18T R BT B .

AR TIA HEZET, W 1 A2 Witk e 28 52 th 1 45 S A BR i A= 1
2 E SIS W) g . W 8 e 5 E R EGIBEFT, Bk %7 VEAE SRR
FH A A 250

76



8.2 BB

WA R EA TR 40 & 22 R MR B FERI A E, RSk AR 5 537 A
VAGE

G, A0 SIFO BAIE (R A A, A5 A i R SR VR R IR R LR
R BT FRIBAISS] R B STIG SR TFO P42 i [n) AR A H 2 (1 R 7 S 1190

I AT R T A 50K 1] 22 %4 e A4k DES 284k DES LA T 9 2% B ¥ DES
SETE AT ARG Jre 19T 189] BRGNS W SR R PR R ST B
RGHMEZ MGG R

EEXF TS LPN 55 T AN AT e 1, A B0 T F R AT A E 728 259
FEOF IR R T 0T R, K AR SR ST 55 PSR AR T g P R L. FFE NFA
R rh g Al 2 Wik 5 95 AT B E 2 TR) VA 29 50 S B IR B 18

BEAR, BRI TEINAL B S 0[RS AT 2 i ) i ] S i 792 %1, A8
AR LRI TP 1) PR A SR A AT S A P 1) SR o 0 BE IR I R GUAT N, W I I I A
(R e A 6 S (L0 DLSEI A2 TIA I KVFRTAT A

fJa, K ROAE SRR AR R IR, £ E RAE 28N S8 2k T b
X (1421931 (gl a2 W / S0 53

7



References

1]

2]

[12]

[13]

[14]

[15]

References

R. Baheti and H. Gill, “Cyber-physical systems,” The Impact of Control Technology,
vol. 12, no. 1, pp. 161-166, 2011.

C. G. Cassandras and S. Lafortune, Introduction to discrete event systems. Springer,
2021.

G. F. Franklin, J. D. Powell, A. Emami-Naeini, and J. D. Powell, Feedback control of
dynamic systems. Prentice Hall, 2002.

W. L. Brogan, Modern control theory. Pearson Education, 1985.

C. N. Hadjicostis, Estimation and inference in discrete event systems: A model-based
approach with finite automata. Springer, 2020.

W. M. Wonham and K. Cai, Supervisory control of discrete-event systems. Springer,
2022.

R. Jacob, J.-J. Lesage, and J.-M. Faure, “Overview of discrete event systems opacity:
Models, validation, and quantification,” Annual Reviews in Control, vol. 41, pp. 135—
146, 2016.

S. Lafortune, F. Lin, and C. N. Hadjicostis, “On the history of diagnosability and
opacity in discrete event systems,” Annual Reviews in Control, vol. 45, pp. 257266,
2018.

F. Lin, “Opacity of discrete event systems and its applications,” Automatica, vol. 47,
no. 3, pp- 496-503, 2011.

Y. Luo, S. Miao, W. Lan, and A. Lai, “Supervisory control for current-state e-opacity
enforcement under encrypted observations,” in 2025 37th Chinese Control and Decision
Conference (CCDC), IEEE, 2025. accepted.

S. Miao, B. Cui, Y. Ji, and X. Yin, “Protect your knowledge: Epistemic property en-
forcement of discrete event systems with asymmetric information.” 2025, under review.
L. Mazaré, “Using unification for opacity properties,” Proceedings of the 4th IFIP WG1,
vol. 7, pp. 165-176, 2004.

A. Saboori and C. N. Hadjicostis, “Notions of security and opacity in discrete event
systems,” in 2007 46th IEEE Conference on Decision and Control (CDC), pp. 5056—
5061, IEEE, 2007.

A. Saboori and C. N. Hadjicostis, “Verification of initial-state opacity in security appli-
cations of discrete event systems,” Information Sciences, vol. 246, pp. 115-132, 2013.

A. Saboori and C. N. Hadjicostis, “Verification of k-step opacity and analysis of its

78



References

18]

[19]

23]

[24]

[25]

complexity,” IEEE Transactions on Automation Science and Engineering, vol. 8, no. 3,
pp. 549-559, 2011.

A. Saboori and C. N. Hadjicostis, “Verification of infinite-step opacity and complexity
considerations,” IEEE Transactions on Automatic Control, vol. 57, no. 5, pp. 12651269,
2011.

Y.-C. Wu and S. Lafortune, “Comparative analysis of related notions of opacity in
centralized and coordinated architectures,” Discrete Event Dynamic Systems, vol. 23,
no. 3, pp. 307-339, 2013.

L. Shen, S. Miao, A. Lai, and J. Komenda, “Verification of initial-and-final-state opacity
for unambiguous weighted automata,” ISA transactions, vol. 148, pp. 237-246, 2024.
J. A. Dulce-Galindo, L. V. R. Alves, G. V. Raffo, and P. N. Pena, “Enforcing state-based
opacity using synchronizing automata,” in 2021 60th IEEE Conference on Decision and
Control (CDC), pp. 7009-7014, IEEE, 2021.

J. Balun and T. Masopust, “Comparing the notions of opacity for discrete-event sys-
tems,” Discrete Event Dynamic Systems, vol. 31, no. 4, pp. 553-582, 2021.

X. Yin and S. Lafortune, “A new approach for the verification of infinite-step and k-step
opacity using two-way observers,” Automatica, vol. 80, pp. 162-171, 2017.

H. Lan, Y. Tong, J. Guo, and A. Giua, “Comments on “A new approach for the verifica-
tion of infinite-step and k-step opacity using two-way observers”[automatica 80 (2017)
162-171],” Automatica, vol. 122, p. 109290, 2020.

A. Wintenberg, M. Blischke, S. Lafortune, and N. Ozay, “A general language-based
framework for specifying and verifying notions of opacity,” Discrete Event Dynamic
Systems, vol. 32, no. 2, pp. 253-289, 2022.

S. Miao, A. Lai, X. Yu, S. Lahaye, and J. Komenda, “Verification of detectability
for unambiguous weighted automata using self-composition,” in 2023 9th International
Conference on Control, Decision and Information Technologies (CoDIT), pp. 251-256,
IEEE, 2023.

G. Xu, S. Miao, A. Lai, and W. Lan, “Verification of delayed detectability for unam-
biguous weighted automata,” in 2023 6th International Conference on Mechatronics,
Robotics and Automation (ICMRA), pp. 1-5, IEEE, 2023.

L. Shen, S. Miao, A. Lai, J. Komenda, and S. Lahaye, “Initial-and-final-state detectabil-
ity of nondeterministic finite-state automata,” in 2024 14th Asian Control Conference
(ASCC), pp. 509-514, IEEE, 2024.

S. Miao, A. Lai, J. Komenda, and S. Lahaye, “Timed initial-state detectability of

discrete-event systems by algebraic method.” 2025, under review.

79



References

28]

[29]

[30]

33]

[39]

Y. Falcone and H. Marchand, “Enforcement and validation (at runtime) of various
notions of opacity,” Discrete Event Dynamic Systems, vol. 25, pp. 531-570, 2015.

Z. Ma, X. Yin, and Z. Li, “Verification and enforcement of strong infinite-and k-step
opacity using state recognizers,” Automatica, vol. 133, p. 109838, 2021.

X. Han, K. Zhang, J. Zhang, Z. Li, and Z. Chen, “Strong current-state and initial-state
opacity of discrete-event systems,” Automatica, vol. 148, p. 110756, 2023.

J. Balun and T. Masopust, “Verifying weak and strong k-step opacity in discrete-event
systems,” Automatica, vol. 155, p. 111153, 2023.

X. Han, K. Zhang, and Z. Li, “Verification of strong k-step opacity for discrete-event
systems,” in 2022 61st IEEE Conference on Decision and Control (CDC), pp. 4250-4255,
IEEE, 2022.

Q. Chu, J. Wei, X. Han, Z. Li, and Z. Chen, “Transformations between opacity for
discrete-event systems,” in 2022 41st Chinese Control Conference (CCC), pp. 1611
1616, IEEE, 2022.

W. M. Wonham and P. J. Ramadge, “Modular supervisory control of discrete-event
systems,” Mathematics of Control, Signals and Systems, vol. 1, no. 1, pp. 13-30, 1988.
M. H. De Queiroz and J. E. R. Cury, “Modular supervisory control of large scale discrete
event systems,” in Discrete Event Systems: Analysis and Control, pp. 103-110, Springer,
2000.

F. Lin and W. M. Wonham, “On observability of discrete-event systems,” Information
Sciences, vol. 44, no. 3, pp. 173-198, 1988.

J. Komenda and T. Masopust, “Hierarchical supervisory control under partial observa-
tion: Normality,” IEEE Transactions on Automatic Control, vol. 68, no. 12, pp. 7286~
7298, 2023.

J. Komenda and T. Masopust, “Supervisory control of modular discrete-event sys-
tems under partial observation: Normality,” IEEE Transactions on Automatic Control,
vol. 69, no. 6, pp. 3796-3807, 2024.

G. Pola, E. De Santis, M. D. Di Benedetto, and D. Pezzuti, “Design of decentralized
critical observers for networks of finite state machines: A formal method approach,”
Automatica, vol. 86, pp. 174-182, 2017.

T. Masopust, “Critical observability for automata and Petri nets,” IEEE Transactions
on Automatic Control, vol. 65, no. 1, pp. 341-346, 2020.

X. Cong, M. P. Fanti, A. M. Mangini, and Z. Li, “Critical observability verification
and enforcement of labeled Petri nets by using basis markings,” IEEE Transactions on

Automatic Control, vol. 68, no. 12, pp. 8158-8164, 2023.

80



References

[42]

[46]

[52]

J. C. Basilio, C. N. Hadjicostis, and R. Su, “Analysis and control for resilience of discrete
event systems: Fault diagnosis, opacity and cyber security,” Foundations and Trends®
in Systems and Control, vol. 8, no. 4, pp. 285-443, 2021.

F. Lin, “Diagnosability of discrete event systems and its applications,” Discrete Event
Dynamic Systems, vol. 4, pp. 197-212, 1994.

M. Sampath, R. Sengupta, S. Lafortune, K. Sinnamohideen, and D. Teneketzis, “Diag-
nosability of discrete-event systems,” IEEE Transactions on Automatic Control, vol. 40,
no. 9, pp. 1555-1575, 1995.

S. Jiang, Z. Huang, V. Chandra, and R. Kumar, “A polynomial algorithm for testing
diagnosability of discrete-event systems,” IEEE Transactions on Automatic Control,
vol. 46, no. 8, pp. 1318-1321, 2001.

T.-S. Yoo and S. Lafortune, “Polynomial-time verification of diagnosability of partially
observed discrete-event systems,” IEEE Transactions on Automatic Control, vol. 47,
no. 9, pp. 1491-1495, 2002.

M. V. Moreira, T. C. Jesus, and J. C. Basilio, “Polynomial time verification of de-
centralized diagnosability of discrete event systems,” IEEE Transactions on Automatic
Control, vol. 56, no. 7, pp. 1679-1684, 2011.

S. Genc and S. Lafortune, “Predictability of event occurrences in partially-observed
discrete-event systems,” Automatica, vol. 45, no. 2, pp. 301-311, 2009.

X. Yin and S. Lafortune, “Verification complexity of a class of observational properties
for modular discrete events systems,” Automatica, vol. 83, pp. 199-205, 2017.

T. Masopust and X. Yin, “Complexity of detectability, opacity and A-diagnosability for
modular discrete event systems,” Automatica, vol. 101, pp. 290-295, 2019.

M. P. Cabasino, A. Giua, S. Lafortune, and C. Seatzu, “A new approach for diag-
nosability analysis of Petri nets using verifier nets,” IEEE Transactions on Automatic
Control, vol. 57, no. 12, pp. 3104-3117, 2012.

X. Yin and S. Lafortune, “On the decidability and complexity of diagnosability for
labeled Petri nets,” IEEE Transactions on Automatic Control, vol. 62, no. 11, pp. 5931-
5938, 2017.

B. Bérard, S. Haar, S. Schmitz, and S. Schwoon, “The complexity of diagnosability and
opacity verification for Petri nets,” Fundamenta Informaticae, vol. 161, no. 4, pp. 317—
349, 2018.

D. Lefebvre, “Fault diagnosis and prognosis with partially observed Petri nets,” IEEE
Transactions on Systems, Man, and Cybernetics: Systems, vol. 44, no. 10, pp. 1413—
1424, 2014.

81



References

[55]

[56]

[61]

[62]

X. Yin, “Verification of prognosability for labeled Petri nets,” IEEE Transactions on
Automatic Control, vol. 63, no. 6, pp. 1828-1834, 2017.

D. You, S. Wang, and C. Seatzu, “Verification of fault-predictability in labeled Petri
nets using predictor graphs,” IEEE Transactions on Automatic Control, vol. 64, no. 10,
pp. 4353-4360, 2019.

N. Ran, J. Hao, and C. Seatzu, “Prognosability analysis and enforcement of bounded
labeled Petri nets,” IEEE Transactions on Automatic Control, vol. 67, no. 10, pp. 5541—
5547, 2022.

N. Ran, H. Su, and S. Wang, “An improved approach to test diagnosability of bounded
Petri nets,” IEEE/CAA Journal of Automatica Sinica, vol. 4, no. 2, pp. 297-303, 2017.
L. Cao, S. Shu, F. Lin, Q. Chen, and C. Liu, “Weak diagnosability of discrete-event
systems,” IEEE Transactions on Control of Network Systems, vol. 9, no. 1, pp. 184-196,
2021.

W. Qiu and R. Kumar, “Decentralized failure diagnosis of discrete event systems,” IEEE
Transactions on Systems, Man, and Cybernetics-Part A: Systems and Humans, vol. 36,
no. 2, pp. 384-395, 2006.

Y. Wang, T.-S. Yoo, and S. Lafortune, “Diagnosis of discrete event systems using decen-
tralized architectures,” Discrete Event Dynamic Systems, vol. 17, no. 2, pp. 233-263,
2007.

S. Tripakis, “Fault diagnosis for timed automata,” in 2022 7th International Symposium
on Formal Techniques in Real-Time and Fault-Tolerant Systems (FTRTFT), pp. 205—
221, Springer, 2002.

R. Alur and D. L. Dill, “A theory of timed automata,” Theoretical Computer Science,
vol. 126, no. 2, pp. 183-235, 1994.

F. Cassez, “The complexity of codiagnosability for discrete event and timed systems,”
IEEE Transactions on Automatic Control, vol. 57, no. 7, pp. 1752-1764, 2012.

A. Lai, S. Lahaye, and A. Giua, “State estimation of max-plus automata with unob-
servable events,” Automatica, vol. 105, pp. 3642, 2019.

A. Lai, S. Lahaye, and A. Giua, “A two-step approach for fault diagnosis of max-plus
automata,” in 2019 6th International Conference on Control, Decision and Information
Technologies (CoDIT), pp. 1061-1066, IEEE, 2019.

J.-E. Pin, Tropical semirings. Cambridge University Press, 1998.

J. Komenda, S. Lahaye, J.-L. Boimond, and T. van den Boom, “Max-plus algebra in
the history of discrete event systems,” Annual Reviews in Control, vol. 45, pp. 240-249,
2018.

82



References

[69]

[70]

[74]

[80]

A. Lai, J. Komenda, and S. Lahaye, “Diagnosability of unambiguous max-plus au-
tomata,” IEEE Transactions on Systems, Man, and Cybernetics: Systems, vol. 52,
no. 11, pp. 7302-7311, 2022.

A. Lai, S. Lahaye, and J. Komenda, “Observer construction for polynomially ambiguous
max-plus automata,” IEEE Transactions on Automatic Control, vol. 67, no. 3, pp. 1582—
1588, 2021.

J. Li, D. Lefebvre, C. N. Hadjicostis, and Z. Li, “Observers for a class of timed automata
based on elapsed time graphs,” IEEE Transactions on Automatic Control, vol. 67, no. 2,
pp. 767-779, 2021.

K. Zhang and J. Raisch, “Diagnosability of labeled weighted automata over the monoid
(Q>0, +, 0),” in 2021 60th IEEE Conference on Decision and Control (CDC), pp. 6867
6872, IEEE, 2021.

C. H. Rezende, G. S. Viana, and J. C. Basilio, “Diagnosability of discrete event systems
modeled by time-interval automata,” IFAC-PapersOnLine, vol. 56, no. 2, pp. 8660-8665,
2023.

G. S. Viana, M. V. Moreira, and J. C. Basilio, “Codiagnosability analysis of discrete-
event systems modeled by weighted automata,” IEEE Transactions on Automatic Con-
trol, vol. 64, no. 10, pp. 4361-4368, 2019.

M. Droste, W. Kuich, and H. Vogler, Handbook of weighted automata. Springer Science
& Business Media, 2009.

M. Sampath, S. Lafortune, and D. Teneketzis, “Active diagnosis of discrete-event sys-
tems,” IEEE transactions on Automatic Control, vol. 43, no. 7, pp. 908-929, 1998.

N. Bertrand, E. Fabre, S. Haar, S. Haddad, and L. Hélouét, “Active diagnosis for prob-
abilistic systems,” in 2014 17th International Conference on Foundations of Software
Science and Computation Structures (FoSSaCS), pp. 29-42, Springer, 2014.

K. Chen, S. Miao, A. Lai, J. Ma, and S. Chen, “Decidability of probabilistic current-
state opacity for probabilistic finite automata,” in 2024 43rd Chinese Control Conference
(CCC), pp. 1556-1561, IEEE, 2024.

S. Béhm, S. Haar, S. Haddad, P. Hofman, and S. Schwoon, “Active diagnosis with
observable quiescence,” in 2015 54th TEEE Conference on Decision and Control (CDC),
pp. 1663-1668, IEEE, 2015.

Y. Hu, Z. Ma, and Z. Li, “Design of supervisors for partially observed discrete event
systems using quiescent information,” IEEE Transactions on Automation Science and

Engineering, vol. 21, no. 3, pp. 4778-4789, 2024.

83



References

[81]

[95]

S. Haar, S. Haddad, T. Melliti, and S. Schwoon, “Optimal constructions for active
diagnosis,” Journal of Computer and System Sciences, vol. 83, no. 1, pp. 101-120, 2017.
X. Yin and S. Lafortune, “A uniform approach for synthesizing property-enforcing su-
pervisors for partially-observed discrete-event systems,” IEEE Transactions on Auto-
matic Control, vol. 61, no. 8, pp. 2140-2154, 2016.

Y. Hu, Z. Ma, and Z. Li, “Design of supervisors for active diagnosis in discrete event
systems,” IEEE Transactions on Automatic Control, vol. 65, no. 12, pp. 5159-5172,
2020.

L. Cao, S. Shu, and F. Lin, “Active fault isolation for discrete event systems,” IEEE
Transactions on Automatic Control, vol. 69, no. 8, pp. 4988-5003, 2024.

Z. Chen, F. Lin, C. Wang, Y. Le Wang, and M. Xu, “Active diagnosability of discrete
event systems and its application to battery fault diagnosis,” IEEE Transactions on
Control Systems Technology, vol. 22, no. 5, pp. 1892-1898, 2014.

F. Lin, L. Y. Wang, W. Chen, L. Han, and B. Shen, “n-diagnosability for active on-line
diagnosis in discrete event systems,” Automatica, vol. 83, pp. 220-225, 2017.

Y. Hu and S. Cao, “Asynchronous diagnosability enforcement in discrete event systems
based on supervisory control,” IEEE Sensors Journal, vol. 23, no. 9, pp. 10071-10079,
2023.

Y. Hu, S. Hu, X. Li, S. Cao, H. Du, and D. Li, “Supervisor synthesis for asynchronous
diagnosability enforcement in labeled Petri nets,” Information Sciences, p. 120907, 2024.
R. Debouk, S. Lafortune, and D. Teneketzis, “On an optimization problem in sensor
selection,” Discrete Event Dynamic Systems, vol. 12, pp. 417-445, 2002.

D. Thorsley and D. Teneketzis, “Active acquisition of information for diagnosis and
supervisory control of discrete event systems,” Discrete Event Dynamic Systems, vol. 17,
pp. 531-583, 2007.

F. Cassez and S. Tripakis, “Fault diagnosis with static and dynamic observers,” Fun-
damenta Informaticae, vol. 88, no. 4, pp. 497-540, 2008.

X. Yin and S. Lafortune, “A general approach for optimizing dynamic sensor activation
for discrete event systems,” Automatica, vol. 105, pp. 376-383, 2019.

Y. Hu, Z. Ma, Z. Li, and A. Giua, “Diagnosability enforcement in labeled Petri nets
using supervisory control,” Automatica, vol. 131, p. 109776, 2021.

S. Hu, Z. Li, and R. Wisniewski, “Optimal sensor selection for diagnosability enforce-
ment in labeled Petri nets,” IEEE Transactions on Systems, Man, and Cybernetics:
Systems, vol. 54, no. 5, pp. 29652977, 2024.

S. Hu and Z. Li, “A digital twin approach for enforcing diagnosability in Petri nets,”

84



References

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]
[110]

IEEE Transactions on Automation Science and Engineering, vol. 21, no. 4, pp. 6068—
6080, 2024.

I. Velasquez, E. Le Corronc, and Y. Pencolé, “Active diagnosis algorithm for the local-
ization of time failures in (max,+)-linear systems,” IFAC-PapersOnLine, vol. 55, no. 28,
pp. 276-283, 2022.

J. Komenda, S. Lahaye, and J.-L. Boimond, “Supervisory control of (max,+) automata:
A behavioral approach,” Discrete Event Dynamic Systems, vol. 19, pp. 525-549, 2009.
S. Lahaye, J. Komenda, and J.-L. Boimond, “Supervisory control of (max,+) automata:
Extensions towards applications,” International Journal of Control, vol. 88, no. 12,
pp. 2523-2537, 2015.

B. Brandin, R. Su, and L. Lin, “Supervisory control of time-interval discrete event
systems,” IEEE Transactions on Automatic Control, vol. 69, no. 5, pp. 3080-3095,
2024.

P. Bouyer, D. D’Souza, P. Madhusudan, and A. Petit, “Timed control with partial

b

observability,” in 2003 15th International Conference on Computer Aided Verification
(CAV), pp. 180-192, Springer, 2003.

S. Miao, A. Lai, and J. Komenda, “Always guarding you: Strong initial-and-final-state
opacity of discrete-event systems,” Automatica, vol. 173, p. 112085, 2025.

S. Miao, J. Komenda, T. Masopust, and A. Lai, “Enforcement of critical observability
in modular discrete-event systems.” 2025, conditionally accepted.

S. Miao, J. Komenda, Y. Ji, and X. Yin, “Modular control for critical observability and
weak opacity in discrete event systems.” 2025, under review.

S. Miao, P. Janc¢ar, J. Komenda, T. Masopust, and A. Lai, “Diagnosability verification
for automata and petri nets: Can we do better?.” 2025, under review.

S. Miao, P. Jancar, J. Komenda, T. Masopust, A. Lai, and Y. Ji, “Weak prognosability
of discrete-event systems.” 2025, under review.

S. Miao, A. Lai, J. Komenda, and S. Lahaye, “Decentralized fault diagnosis for constant-
time automata,” IEEE Control Systems Letters, vol. 9, pp. 3392-3397, 2025.

S. Miao, J. Komenda, and A. Lai, “Active diagnosis of time-interval automata: Time
perspectives,” IEEE Transactions on Automation Science and Engineering, vol. 22,
pp. 11239-11249, 2025.

J. L. Peterson, Petri net theory and the modeling of systems. Prentice Hall, 1981.

M. Sipser, Introduction to the Theory of Computation. Cengage Learning, 2012.

S. Shu and F. Lin, “Generalized detectability for discrete event systems,” Systems &
Control Letters, vol. 60, no. 5, pp. 310-317, 2011.

85



References

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

S. Shu and F. Lin, “I-detectability of discrete-event systems,” IEEE Transactions on
Automation Science and Engineering, vol. 10, no. 1, pp. 187-196, 2013.

T. Hickey, Q. Ju, and M. H. Van Emden, “Interval arithmetic: From principles to
implementation,” Journal of the ACM, vol. 48, no. 5, pp. 1038-1068, 2001.

R. E. Stearns, J. Hartmanis, and P. M. Lewis, “Hierarchies of memory limited com-

)

putations,” in 1965 6th Annual Symposium on Switching Circuit Theory and Logical
Design (SWCT), pp. 179-190, IEEE, 1965.

K. Zhang and A. Giua, “k-delayed strong detectability of discrete-event systems,” in
2019 58th IEEE Conference on Decision and Control (CDC), pp. 7647-7652, IEEE,
2019.

K. Zhang, “A new framework for discrete-event systems,” Foundations and Trends® in
Systems and Control, vol. 10, no. 1-2, pp. 1-179, 2023.

T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein, Introduction to algorithms.
MIT Press, 2022.

H. Cho and S. I. Marcus, “On supremal languages of classes of sublanguages that arise
in supervisor synthesis problems with partial observation,” Mathematics of Control,
Signals and Systems, vol. 2, no. 1, pp. 4769, 1989.

K. Schmidt and C. Breindl, “Maximally permissive hierarchical control of decentral-
ized discrete event systems,” IEEE Transactions on Automatic Control, vol. 56, no. 4,
pp. 723-737, 2010.

L. Feng and W. M. Wonham, “On the computation of natural observers in discrete-event
systems,” Discrete Event Dynamic Systems, vol. 20, pp. 63-102, 2010.

P. N. Pena, J. E. R. Cury, and S. Lafortune, “Verification of nonconflict of supervisors
using abstractions,” IEEE Transactions on Automatic Control, vol. 54, no. 12, pp. 2803—
2815, 2009.

K. Schmidt, T. Moor, and S. Perk, “Nonblocking hierarchical control of decentralized
discrete event systems,” IEEE Transactions on Automatic Control, vol. 53, no. 10,
pp- 2252-2265, 2008.

J. Komenda, T. Masopust, and J. H. van Schuppen, “Coordination control of discrete-
event systems revisited,” Discrete Event Dynamic Systems, vol. 25, pp. 65-94, 2015.
J. Komenda, T. Masopust, and J. H. van Schuppen, “On conditional decomposability,”
Systems & Control Letters, vol. 61, no. 12, pp. 1260-1268, 2012.

D. Thorsley and D. Teneketzis, “Diagnosability of stochastic discrete-event systems,”
IEEE Transactions on Automatic Control, vol. 50, no. 4, pp. 476-492, 2005.

N. Bertrand, S. Haddad, and E. Lefaucheux, “Foundation of diagnosis and predictability

86



References

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

in probabilistic systems,” in 2014 34th TARCS Annual Conference on Foundations of
Software Technology and Theoretical Computer Science (FSTTCS), pp. 417-429, 2014.
J. Chen, C. Keroglou, C. N. Hadjicostis, and R. Kumar, “Revised test for stochastic
diagnosability of discrete-event systems,” IEEE Transactions on Automation Science
and Engineering, vol. 15, no. 1, pp. 404-408, 2016.

A. R. Meyer and L. J. Stockmeyer, “The equivalence problem for regular expressions
with squaring requires exponential space,” in 1972 13th Annual Symposium on Switch-
ing and Automata Theory (SWAT), pp. 125-129, 1972.

M. Kroétzsch, T. Masopust, and M. Thomazo, “Complexity of universality and related
problems for partially ordered NFAs,” Information and Computation, vol. 255, pp. 177—
192, 2017.

W. Czerwinski and L. Orlikowski, “Reachability in vector addition systems is
Ackermann-complete,” in 2021 62nd IEEE Annual Symposium on Foundations of Com-
puter Science (FOCS), pp. 1229-1240, IEEE, 2021.

J. Leroux, “The reachability problem for Petri nets is not primitive recursive,” in 2021
62nd IEEE Annual Symposium on Foundations of Computer Science (FOCS), pp. 1241—
1252, IEEE, 2021.

M. H. T. Hack, Decidability questions for Petri Nets. PhD thesis, Massachusetts Insti-
tute of Technology, 1976.

C. Allauzen, M. Mohri, and A. Rastogi, “General algorithms for testing the ambiguity of
finite automata and the double-tape ambiguity of finite-state transducers,” International
Journal of Foundations of Computer Science, vol. 22, no. 04, pp. 883-904, 2011.

S. C. Brailsford, C. N. Potts, and B. M. Smith, “Constraint satisfaction problems:
Algorithms and applications,” European Journal of Operational Research, vol. 119,
no. 3, pp. 557-581, 1999.

T. Masopust and P. Osic¢ka, “On algorithms verifying initial-and-final-state opacity:
Complexity, special cases, and comparison,” Automatica, vol. 174, p. 112171, 2025.

J. Balun, T. Masopust, and P. Osicka, “Speed me up if you can: Conditional lower
bounds on opacity verification,” in 2023 48th International Symposium on Mathematical
Foundations of Computer Science (MFCS), 2023.

S. Mohajerani, Y. Ji, and S. Lafortune, “Compositional and abstraction-based approach
for synthesis of edit functions for opacity enforcement,” IEEE Transactions on Auto-
matic Control, vol. 65, no. 8, pp. 3349-3364, 2019.

Y. Luo, S. Miao, X. Yu, and A. Lai, “Supervisory control of weighted automata with

control delays.” 2025, under review.

87



References

[138]

[139]

[140]

[141]

[142]

[143]

Y. Luo, S. Miao, and A. Lai, “State estimation for discrete-event systems with reliable
states under sequential attacks.” 2025, under review.

S. Miao, J. Komenda, and F. Lin, “Hierarchical supervisory control of networked and
cyber-attacked discrete-event systems.” 2025, under review.

Y. Ji, X. Yin, and W. Xiao, “Supervisory control for stabilization under multiple local
average payoff constraints,” in 2021 60th IEEE Conference on Decision and Control
(CDC), pp. 1054-1061, IEEE, 2021.

N. F. A. Mertin and K. Rudie, “Generalizing discrete-event system control problems to
optimal control,” in 2024 American Control Conference (ACC), pp. 5433-5440, IEEE,
2024.

D. Lefebvre, Z. Li, and Y. Liang, “Diagnosis of timed patterns for discrete event systems
by means of state isolation,” Automatica, vol. 153, p. 111045, 2023.

Z. Ma, Y. Tong, and C. Seatzu, “Verification of pattern-pattern diagnosability in par-

tially observed discrete event systems,” IEEE Transactions on Automatic Control, 2023.

88



B

S

N IR) K, —RPEZ, OiBhiE HIICTELRITHY “ 37 b, BEHR 3 25k
BT =i, EARFTHRE [ HMA ChatGPT 55— 80, (AAEXNZKE
IR, MR BRI T, BORBERIE R I N B S T X0 B, A MAE
J&Z el = 8] A AH 8 5 R

“NAEMB— R NBERER TS, RKIEAFIE T — ek i, ” ——
(Bl H IEAR Y o PEERT, 3R aidrii 2 R BUERIFR —Z], BOEAEM 5 &
“R7ORTER, REGEBITRIT R RN A T Bt R .

HE, REGRIBE B IR0, B A B2 B, i RA R
FRGIUR A HIRR, AR RS 7 . “THRYSEA, mESAE
A7, PERAR “TRL”, EEBZNKES T, XL “+ 857 WiEHimKh
T HRST A KRS AR KIR, TETER S, ALIRRRRAT 1
IR BARPR =2 H A0 1K, IR S EAIE. W T SC R R L
AL, AR FARLS 7 E AN RN, BERRZ . AR, 3R R 2 i,
LB A 2222 A AT 5508, VRIS AL R T S U512 N GRS RT 4T 130
M —6) “RBIUE—R7, BE5IEREIL. KRR ERBRE, Aok
R AR SR B o 30 BRI I = KUk R SEATBEE T — B LA
KI5 B o

Then, I would like to thank Dr. Jan Komenda from the Institute of Mathe-
matics, Czech Academy of Sciences. Thank you very much for your care for my
life during my stay in Czechia and for your continued help with my scientific re-
search. Your support and affirmation have inspired me to keep moving forward
on the road of scientific research. Although I have not been in Czechia for a long
time, I have learned from you the passion for research and understood what a pure
researcher is. I would also like to thank Prof. Sébastien Lahaye. Talking with you
has improved my oral English a lot, and your romantic French encouragement has
always inspired me to keep working hard. Thanks to Prof. Tomas Masopust, Prof.
Feng Lin, and Prof. Petr Jancar for their guidance and assistance in my research.

Your rigorous attitude in scientific research is my role model. At the same time,

89



B

I would like to thank Prof. Zhiwu Li, Prof. Alessandro Giua, and Prof. Dimitri
Lefebvre. Being able to communicate with you is a precious treasure in my scientific
research journey. Finally, I would like to express my gratitude to Prof. Yiding Ji
from HKUST-GZ for his recognition and appreciation of me and for giving me the
opportunity to further my studies.

BEAL, B AR S 2 S BRI I IR P A TR R I Bl o TR PR 8 A
MrkE, XA AR SR U FE T BRI, SARITRI S
WEA B OCERZY, ARATT BB AR AT WL AR HE SN T B ARIRE D . TSI == /MK
PRI, DT, Wb BRARBL. SHBLE . B BRIG T, FVE . VRE .
EH . EBEA. BRATAn, FIRAE. SKTIR. B, ARIT—EiEsh. Dusir. B
LR, R FEE S R IR R RO AT SO I RE B R B g RE . FE T
Cathy fH. H#AF. WAFAR 8 AF, SRR TR BB, b Fre 5 FE Al 2 A 8 S M

WL E R BIARAE ST, H—HROLAPEK =Z, LS. BRE
P EE L KRR ANl TR, BRI XIRIB. m T A MK OGO, K
U /Nl AN BURUE £25F B SCHF o

U SCRE, 5 FREMA BN RN G Z, —WBEE SR B 2ih 3
SHmE, IWREE, NS,

2024.09.21 &, BT x4

90



	封面
	Abstract
	Contents
	第1章  绪论
	1.1 研究背景及选题意义
	1.2 文献综述
	1.2.1 离散事件系统的安全性
	1.2.2 定时离散事件系统的故障诊断

	1.3 本文主要贡献和章节安排

	第2章  预备知识
	2.1 自动机理论
	2.1.1 有限状态自动机
	2.1.2 恒定时间自动机
	2.1.3 时间区间自动机

	2.2 Petri网理论
	2.3 监督控制理论
	2.3.1 经典监督控制
	2.3.2 模块化监督控制

	2.4 复杂度理论

	第3章  强始-终状态不透明性
	3.1 非完全强始-终状态不透明性
	3.1.1 非完全强始-终状态不透明性的概念
	3.1.2 非完全强始-终状态不透明性的验证
	3.1.3 从强始 (终) 态不透明性到非完全强始-终状态不透明性的归约

	3.2 强始-终状态不透明性
	3.2.1 强始-终状态不透明性的概念
	3.2.2 强始-终状态不透明性的验证
	3.2.3 一个更高效的强始-终状态不透明性验证算法

	3.3 本章小结

	第4章  模块化系统的临界可观测性使能
	4.1 基于语言的临界可观测性描述
	4.2 极大可控、常态和临界可观子语言的计算
	4.3 模块化确定性有限自动机的可控、常态和临界可观监督器的综合
	4.3.1 局部规范
	4.3.2 全局规范

	4.4 本章小结

	第5章  弱可诊断性和弱可预测性的问题可判定性
	5.1 判定有限状态自动机的弱可诊断性和弱可预测性
	5.1.1 弱可诊断性的计算复杂度
	5.1.2 弱可预测性的计算复杂度
	5.1.3 弱模块化可预测性的计算复杂度

	5.2 判定标签Petri网的弱可诊断性和弱可预测性
	5.2.1 弱可诊断性的可判定性
	5.2.2 弱可预测性的可判定性

	5.3 本章小结

	第6章  恒定时间自动机的协同可诊断性分析
	6.1 协同可诊断性的定义
	6.2 协同可诊断性验证算法
	6.2.1 正常子自动机和故障子自动机
	6.2.2 验证器的构建
	6.2.3 协同可诊断性验证
	6.2.4 复杂度分析

	6.3 协同可诊断性和可诊断性的关系
	6.4 本章小结

	第7章  时间区间自动机的主动诊断
	7.1 时间区间自动机的可诊断性验证
	7.1.1 可诊断性的定义
	7.1.2 验证器的构建
	7.1.3 可诊断性验证

	7.2 时间区间自动机的主动诊断
	7.3 案例研究：智能家居系统
	7.4 本章小结

	第8章  总结与展望
	8.1 总结
	8.2 展望

	致    谢

